Microservices Architecture

Building Scalable Distributed Systems




Microservices at a Glance

=  Microservices is a software architecture style that structures an application as a suite of small, independent
services

=  Each service models a distinct business domain

= They run in their own isolated processes and communicate over lightweight mechanisms (HTTP/REST or

Message Queues)



Key Concepts of Microservices

1. Independent Services: A failure in the Inventory service does not crash the Billing service

2. Loose Coupling: Services interact purely via network APIs. They never share databases or RAM

3. Well-Defined APIs: The contract (e.g., OpenAPI) is the absolute law. It hides all internal implementation

details



A Simple Microservice Interaction (Python)

import requests

def get_billing_status(user_id):
# The application MUST make a network call to get data.
# It cannot just query the Billing database directly.
url = f"http://billing-service.internal/api/users/{user_id}/status"

response = requests.get(url)

if response.status_code == 200:
return response.json()
else:
raise Exception("Billing Service Unavailable')



The Prime Directive: Independent Deployability

= Independent Deployability is the absolute core requirement of microservices
= [fyouupdate the ShippingService ,you MUST be able to deploy it to production without deploying the

PaymentService

= If you have to deploy 5 services simultaneously because they depend on each other’s code, you do not have

microservices. You have a "Distributed Monolith"



Modeling Around a Business Domain

How do you decide what a microservice should do?

=  You map it to the actual Business Domain (Domain-Driven Design)
= Examples:

®  CustomerManagementService

®  ProductCatalogService

®  (OrderProcessingService

= ShippingAndFulfillmentService



Grouping Related Functions (Cohesion)

Inside the CustomerManagementService , you group highly cohesive operations:

= POST /customers (Create Account)
=  PUT /customers/{id} (Update Information)
=  DELETE /customers/{id} (Delete Account)



The Golden Rule: Microservices Own Their Own State

= Rule: A microservice must have exclusive access to its own database
= NO OTHER SERVICE is allowed to connect directly to that database
» [f OrderService needs customer data, it must ask CustomerService via a REST API call. It cannot run

SELECT * FROM Customers



Advantages of Owning State

1. Technology Freedom: The CatalogService can use MongoDB (NoSQL) because it holds JSON product
data. The BillingService can use PostgreSQL (Relational) because it needs strict ACID financial
transactions

2. Scalability: If the CatalogService gets massive holiday traffic, you can upgrade the MongoDB cluster to
50 nodes without spending millions upgrading the PostgreSQL database



Size and Flexibility

= How "Micro" is a Microservice? It should be small enough to be easily understood by a single small team
(the "Two-Pizza Team" rule)

m Flexibility: If the PricingService becomes overly complex, you can throw the old Java code away and

rewrite it entirely in Golang over a weekend without touching the rest of the application



The Predecessor: The Monolith

Before we build microservices, we must understand what we are replacing.

= The Monolith: A software application developed as a single, massive codebase
= All Ul logic, Business logic, and Data Access logic are compiled into one massive .war or .exe file

= Typically deployed onto a massive, expensive application server (like IBM WebSphere)



Types of Monoliths: The Single Process

= The Single Process Monolith: The entire application runs in a single memory space

= Pros: Incredibly fast. A function call takes 1 nanosecond (CPU time) compared to 20 milliseconds (Network
time) for an API call

= Cons: If a junior developer writes an infinite loop in the Review module, the server runs out of memory,

and the entire Checkout module crashes too. The whole site goes offline



The Modular Monolith

= The Modular Monolith: A single codebase, physically deployed as one application, but logically divided
into strict, independent modules (packages)

= The Order Java package is forbidden from directly instantiating classes in the Customer Java package.

They must use internal interfaces



The Distributed Monolith (The Anti-Pattern)

= The Distributed Monolith: You split the code into 15 microservices...
= But they all still connect to the exact same Oracle Database

=  Or, they communicate synchronously so heavily that if Service A is slow, Services B through O all grind to a
halt



Monoliths and Delivery Contention

Why do massive companies abandon monoliths? Delivery Contention.

If you have 500 developers working in a single Git repository...
Every developer is trying to merge their code simultaneously
Tests take 4 hours to run

A broken test by the UI team prevents the Database team from deploying a critical security patch



When to Keep the Monolith

= Simplicity: Easy to develop, debug (you can step through the whole app in your IDE), and test

= Efficiency: No network latency overhead

= Cost: Running one $20/month Linux server is cheaper than running a 20-node Kubernetes cluster



Splitting the Monolith

If the monolith has grown too large, how do we break it apart?

1. Identify the services: Find the boundaries
2. Design the services: Define the clean REST APIs

3. Migrate: Safely transition the logic and data without causing a production outage



Identify the Services (Decomposition Strategies)

How do you find the boundaries? Ask these questions:

=  What are the distinct business capabilities? (Billing vs Shipping)
=  Who owns the data? (The HR department owns Employee data)

= Does a specific module scale differently? (The ImageRendering module needs huge GPUs, while the Text

module needs basic CPUs. Split them.)



Design the Services

When designing the newly extracted microservice:

= Maximize Cohesion: Ensure the service encapsulates everything it needs to perform its job
= Minimize Coupling: Ensure it doesn’t need to ask 5 other services for data just to answer a simple query

= Consider Scalability: Make the service stateless so you can spin up 100 copies behind a load balancer



Migration Strategy: Decomposition by Layer

= Decomposition by Layer: (Usually the wrong approach)

= You split the system horizontally: "A UI Microservice", "A Business Logic Microservice", "A Data Access
Microservice"

=  Why it’s bad: Every time you add a new feature (like "Add phone number to user"), you have to edit all three

microservices and deploy them simultaneously



Migration Strategy: Data First vs Code First

=  Code First: You extract the Java logic into a new API, but it still connects to the monolithic SQL database.
(Creates a temporary Distributed Monolith)

= Data First: You pry the database tables apart first. You move the Customer tables to a new Database

server. You update the Monolith’s code to make SQL connections to both servers



The Strangler Fig Pattern

The industry standard for safely killing a monolith.

1. Put an API Gateway in front of the Monolith

2. Extract the Billing code into a new Microservice

3. Tell the Gateway: "Route /api/billing to the new Microservice. Route everything else to the Monolith."



The Parallel Run Pattern

You built the new Billing microservice, but you are terrified it has a bug that will bankrupt the company
Parallel Run: The Gateway duplicates the incoming HTTP request

It sends it to the old Monolith (which processes the real transaction)

It sends a copy to the new Microservice (which processes a shadow transaction)

A script compares the outputs. If they match 100% for two weeks, you trust the new service and turn off the
Monolith



The Feature Toggle Pattern

Feature Toggles (Feature Flags):

if (featureToggle.isFeatureXEnabled(userId)) {
callNewMicroservice();

} else {
callOldMonolith();

3

You turn the toggle on for 1% of users. If it crashes, you turn the toggle off instantly. No rollback deployment
required.



Communication Styles in Microservices

Now that we have separated the services, how do they talk to each other?

1. Synchronous Blocking (HTTP REST, gRPC)
2. Asynchronous Non-blocking (Message Queues, WebHooks)
3. Communication Through Common Data (Shared Databases - ANTI-PATTERN)



Synchronous Blocking (HTTP/REST)

= Service A makesaREST callto Service B. Service A ’sexecution thread freezes and waits for the
HTTP 200 response

= Pros: Incredibly simple to code, trace, and understand. Returns immediate feedback to the user ("Payment
Approved")

= Cons: If Service B isoffline, Service A crashes. If it takes 5 seconds, Service A is blocked for 5

seconds. Creates fragile, tightly-coupled chains



Asynchronous Non-blocking (Messages)

=  Service A publishes an event ("Order Created") to a Broker (Kafka/RabbitMQ) and immediately returns
"HTTP 202 Accepted" to the user

= Pros: Incredibly resilient. If Service B is dead, the architecture doesn’t care. Service A keeps accepting
rapid bursts of orders

=  Cons: The user doesn’t know if the payment was actually approved yet. You must build complex UI logic

(WebSockets or Polling) to notify the user later



Event-Driven Communication Example

// In the Microservice A (Checkout)
// Publish an event to the Message Broker
eventBus.publish("order.placed", { orderId: 123, total: 50.00 });

// Respond to the user immediately
response.status(202).send("Order received, processing in background.');

// In the Microservice B (Fulfillment)

// Subscribe to the broker and react when the event arrives

eventBus.subscribe("order.placed", (eventData) => {
shippingEngine.generateShipment(eventData.orderId);

Ik



Implementation Tech: REST APIs

=  The most common synchronous technology
= Uses standard HTTP verbs ( GET , POST ) and JSON bodies
= Drawback: JSON is a wildly inefficient text format. Parsing JSON takes heavy CPU cycles, and the payloads

waste bandwidth with repetitive string keys



Implementation Tech: gRPC

= Google developed gRPC to solve the performance problems of REST

= gRPC typically uses Protocol Buffers (Protobuf) instead of JSON

=  Protobuf is a highly-compressed, binary serialization format

= gRPC operates over HTTP/2, allowing massive multiplexing (sending hundreds of concurrent requests over a

single TCP connection)



Implementation Tech: GraphQL

=  GraphQL was created by Facebook to solve a different REST problem: Over-fetching

= [nREST, GET /api/users/1 returns the entire massive user object: Name, Email, Address, Billing History,
Preferences

= [n GraphQL, the client sends a query specifying exactly what it wants: query { user(id: 1) { name,

email } } .The server returns exactly those two fields and nothing else



Technology Choices: Messaging Systems

If you choose Asynchronous communication, you need a Broker:

1. RabbitMQ: Excellent for complex routing rules and guarantees that exactly one worker processes a task.
(AMQP protocol)

2. Apache Kafka: Unbeatable for massive scale (millions of events per second) and permanent event history
(Event Sourcing)

3. ActiveMQ: A legacy, highly reliable Java-native queue



The API Gateway

= If you have 50 microservices on 50 different IP addresses, how does the Mobile App know where to send

requests?
= The API Gateway (Kong, Apigee, AWS API Gateway)
= It provides a single unified entry point ( https://api.company.com )
= [t acts as a reverse proxy, routing /orders to the Order Service cluster,and /users to the User Service

cluster



API Gateway Responsibilities

The Gateway handles "Cross-Cutting Concerns” so the microservices don’t have to:

1. Authentication/Authorization: It validates the JWT Signature. If invalid, it blocks the request before it

even reaches your Java code
2. Rate Limiting: Blocks DDoS attacks (e.g., max 100 requests per IP per minute)
3. SSL Termination: It decrypts the heavy HTTPS traffic, and forwards plain, fast HTTP traffic to the internal

microservices



The Service Mesh

= The API Gateway handles "North-South" traffic (Internet to Datacenter)
=  What handles "East-West" traffic (Microservice A to Microservice B inside the datacenter)?

= The Service Mesh (Istio, Linkerd)

= It is an infrastructure layer that dynamically controls routing, mutual TLS (mTLS) encryption, and metrics

collection for internal traffic



Benefits of a Service Mesh

1. Observability: Without changing your Java code, the Service Mesh generates beautiful Grafana dashboards
showing exactly which internal APIs are failing or running slow
2. Reliability: It automatically implements Circuit Breakers and Retries on network timeouts

3. Security: Implements mTLS automatically, mathematically proving the identity of every interacting service



Deployment: From Logical to Physical

= We wrote the 50 microservices. How do we physically run them?
=  You cannot manually SSH into 500 Linux servers and run java -jar anymore
= Key Concept: Containerization. Every microservice, along with its exact operating system dependencies

(Node version, Java version), is packaged into an immutable physical unit



Docker Containers

= Docker is the standard technology for packaging microservices

= A Docker container is a standardized, lightweight, standalone executable package of software that includes

everything needed to run it: code, runtime, system tools, and libraries

= "It works on my machine" -> Now it runs exactly the same way in production



Kubernetes (The Orchestrator)

= Docker containers are great, but if a container crashes at 3:00 AM, who restarts it?
=  How do you network 5,000 containers together across 100 physical servers?

=  Kubernetes (K8s). The industry-standard Container Orchestration Engine



What Kubernetes Does

1. Self-Healing: If the BillingService container crashes, K8s detects it and boots a new one instantly
2. Horizontal Auto-Scaling: If CPU usage hits 80%, K8s automatically deploys 5 more copies of the container

to handle the spike

3. Service Discovery & Load Balancing: K8s provides internal DNS so services can find each other, and load-

balances the TCP traffic evenly across all active copies of a container



Kubernetes Deployment Example

# A basic Kubernetes Deployment manifest
apiVersion: apps/vl
kind: Deployment
metadata:
name: billing-microservice

spec:
replicas: 3 # Ensure exactly 3 copies are always running
selector:
matchLabels:
app: billing
template:
metadata:
labels:
app: billing
spec:
containers:

- name: billing-app
image: myregistry.com/billing-service:v2.0
ports:
- containerPort: 8080



Popular Orchestration Tools

=  Kubernetes: The undisputed open-source king (created by Google). Extremely powerful, but a very steep
learning curve

= Docker Swarm: Docker’s native orchestrator. Simpler, but lacks advanced K8s features

=  AWS Elastic Container Service (ECS): Amazon’s proprietary, highly reliable container orchestrator that

avoids the complexity of raw Kubernetes



Progressive Delivery (Safe Rollouts)

= When you update a Monolith, you update it for 100% of users immediately. If it fails, 100% of users see an

error

=  Microservices introduced Progressive Delivery strategies to minimize risk

= Concepts: Blue/Green Deployments and Canary Releases



Canary Releases

1. You have version 1.0 of the SearchService running

You deploy version 2.0 (The Canary) alongside it
You configure the API Gateway/Service Mesh to route 1% of traffic to v2.0, and 99% to v1.0

Sl A

You monitor the Grafana dashboards. If v2.0 is throwing 500 API errors, you instantly kill it (only 1% of
users were affected)

5. If it looks healthy, you slowly turn the dial: 10%, 50%, 100%



Blue/Green Deployments

1. You have a completely active production environment (Blue) running version 1.0

2. You spin up an identical, duplicate hardware environment (Green) running version 2.0

3. Green is hidden from users. You run thousands of integration tests on Green

4. Once signed off, you flip the DNS switch on the API Gateway. 100% of traffic instantly shifts from Blue to

Green

5. If something goes wrong, you just flip the switch back to Blue instantly (Zero-downtime rollback)



The Microservice Tax (Tradeoffs)

Microservices are not a silver bullet. You pay a heavy "Microservice Tax":

1. Complexity: Moving from 1 codebase to 50 codebases managed by automated CI/CD pipelines
2. Distributed Transactions: SQL ROLLBACK doesn’t work across networks. You must write manual Saga

compensating logic

3. Cross-cutting changes: If you need to upgrade the core security library, you have to coordinate pull
requests across 50 distinct Git repositories



Observability and Monitoring

= [fan HTTP request fails across a 15-microservice chain, you cannot use an IDE Step-Debugger

=  You must implement heavy Observability
» Distributed Tracing (OpenTelemetry, Zipkin) to see the exact network hops
» Log Aggregation (ELK Stack - Elasticsearch, Logstash, Kibana) to pull the text logs from 500 containers

into one central searchable database



Polyglot Architecture

Because microservices communicate via REST or gRPC over the network, they do not care about the
underlying language

The Data Science team can write the RecommendationService in Python

The high-performance API team can write the SearchService in Golang

The legacy Enterprise team can maintain the BillingService inJava

They all interoperate perfectly over the network



Summary of Microservices Basics

=  Microservices break applications into domains

= They absolutely must own their own Data/State to be loosely coupled

= Decomposition requires careful extraction (Strangler Fig)

= Communication requires careful balancing of Sync (REST/gRPC) vs Async (Kafka/MOM)

= Deployment relies on immutable infrastructure via Docker and Kubernetes



The Distributed Data Problem

=  Microservices absolutely must own their own data to remain decoupled

=  But what if the Mobile App needs a dashboard showing: User Profile (Service A), Recent Orders (Service B),
and Loyalty Points (Service C)?

= The Problem: The mobile app cannot make 3 separate HTTP requests over a slow 3G cell connection. It

kills the battery and the User Experience



Pattern 1: API Composition (The API Gateway)

=  Solution: The API Gateway acts as an aggregator

= The Mobile App makes one request to the API Gateway: GET /dashboard/user/1

= The API Gateway (running in the fast datacenter network) makes the 3 concurrent downstream HTTP
requests to Service A, B, and C

= [t aggregates the 3 JSON responses into one massive JSON object and returns it to the phone



Pattern 2: CORS (Command Query Responsibility
Segregation)

CORS: Splitting your architecture into two entirely separate halves: "Writes" (Commands) and "Reads"
(Queries)

Command: POST /orders . This hits the strictly-relational PostgreSQL database

Query: The system publishes an async event OrderCreated . A separate "Read Database" (like Elasticsearch

or MongoDB) consumes the event and builds a perfectly pre-joined, flattened JSON read-model

GET /dashboard simply queries the lightning-fast Read Database



Distributed Transactions

In a Monolith, if you charge a credit card and then the inventory database crashes, you simply issue a SQL
ROLLBACK
= In Microservices, PaymentService and InventoryService are separate APIs over a network. There is no
global ROLLBACK
= [f Payment succeeds, but Inventory fails (Item out of stock), how do you undo the payment?
= The Problem: Distributed transactions (Two-Phase Commit) lock database tables across networks and

destroy performance



The Saga Pattern

= Solution: The Saga Pattern
= A Saga is a sequence of local transactions. Each local transaction updates the database and publishes a
message or event to trigger the next local transaction in the saga

= If alocal transaction fails, the saga executes a series of Compensating Transactions that undo the changes

made by the preceding local transactions



Orchestration vs Choreography in Sagas

Choreography (Decentralized): Order Created Event -> Payment Listens -> Payment Success Event ->
Inventory Listens

= Pros: Easy for 2-3 services.

= Cons: Impossible to visualize mentally if 10 services are involved

Orchestration (Centralized): A dedicated OrderOrchestrator service exists solely to tell the other services
what to do. "Payment, charge card." -> (waits for reply) -> "Inventory, reserve item."



Ensuring Resiliency: The Circuit Breaker

= If InventoryService goes offline,and OrderService keeps making synchronous REST calls to it...

= OrderService ’s HTTP threads will eventually all freeze waiting for 30-second timeouts. OrderService
will then crash

= Solution: The Circuit Breaker Pattern (e.g., Netflix Hystrix, Resilience4;)

= If 5 requests fail in a row, the Circuit "Trips" (opens). Further requests to InventoryService fail instantly

(Fast Failure) without wasting network threads



Fallback Mechanisms

When the Circuit Breaker is open, what do you return to the user?

= Fallback Logic:

= Recommendation Service is down? Return an empty list, or a hardcoded list of "Top 10 Global Hits"

= Pricing Service is down? Serve the last known cached price from Redis



Q&A

Questions?



Next Steps

= Lecture 10: Containerization Deep Dive (Docker)

= We will look at how to package effectively the microservices and run them universally without traditional

VMs (Virtual Machines)



