Message-Oriented Middleware
(MOM)

Asynchron cation for Enterprise Systems



What is Message-Oriented Middleware?

= Message-Oriented Middleware (MOM) is a category of software that facilitates the asynchronous
exchange of messages between distributed applications

= [t sits between the Client and the Server (hence, "Middleware")

= Key difference from REST: The client and server do not need to be running at the same time



The Need for MOM

Why do we need another layer?

= Decoupling: Applications shouldn’t need to know the IP addresses of other applications

= Reliability: Network packets drop. HTTP timeouts happen. MOM guarantees delivery

=  Spike Absorption: If 100,000 users click "Buy" in 1 second, a REST API crashes. A MOM Queue absorbs the
100,000 clicks and feeds them to the database at a safe, slow rate



Fundamental Concepts of MOM

The four pillars of any messaging architecture:

1. Message: The actual data being transferred
2. Broker / Provider: The central server managing the traffic
3. Producer (Publisher): The application sending the data

4. Consumer (Subscriber): The application receiving the data



The Message

= A unit of data exchanged between applications
= Contains two parts (just like HTTP):
= Headers: Metadata (Routing IDs, Timestamps, Priority)
= Body (Payload): The actual business data (JSON, XML, Protocol Buffers, or plain binary)



The Message Broker

= A dedicated software component (a physical server or cluster)
= [t acts as the Post Office
= Producers drop messages off at the Broker

=  Consumers pick messages up from the Broker

Examples: RabbitMQ, Apache Kafka, IBM MQ



Channels

=  When a Producer connects to a Broker, it sends messages down a specific Channel (or Destination)

= Channels act as logical groupings of messages

= Ifyou send an Invoice message down the ImageProcessing channel, the architecture fails



The Two Messaging Paradigms

MOM operates in two fundamentally different ways:

1. Point-to-Point (Queues)

2. Publish/Subscribe (Topics)



Point-to-Point (Queues)

= A Queue is a temporary storage location on the Broker
= QOperates on a FIFO (First-In-First-Out) basis
= The Golden Rule of Queues: A message in a queue is consumed by exactly one consumer. Once it is read, it

is deleted forever



Use Cases for Queues

=  Order Processing: You want exactly one worker to process a credit card. Never two
= Task Distribution (Worker Pools): 100 image resizing tasks are sent to an ImageResizerQueue . 10

Worker VMs pull tasks off the queue one by one until it’s empty



Publish-Subscribe (Topics)

= A Topic is a logical grouping mechanism on the Broker
= The Golden Rule of Topics: A message sent to a topic is broadcast. It is duplicated and sent to every single

Consumer currently subscribed to that topic



Use Cases for Topics

= Financial Tickers: The Stock Exchange publishes "Apple $150" to the StockTickerTopic . Millions of

trading terminals receive the exact same price update instantly

= Event Notifications: UserService publishes "UserCreated" to a topic. The EmailService receives it to

send a welcome email. The AnalyticsService receives it to update global sign-up metrics



Summary: Queues vs Topics
Feature Queue (Point-to-Point)
Delivery 1 to 1 (Load Balanced)
Consumer Absence  Message waits until a consumer connects

Primary Use Executing discrete tasks

Topic (Pub/Sub)
1 to N (Broadcast)
Message drops if no one is listening

Reacting to global events



Integrating Systems with MOM

When integrating legacy systems with modern systems, MOM acts as the architectural glue. We achieve
complex routing using the Pipes and Filters architectural pattern.



Pipelines

= A Pipeline is a sequence of processing steps applied to a message in transit
= The output of Step A becomes the input of Step B

= Advantage: You can easily add, remove, or reorder steps without disrupting the Producer or Consumer



Pipeline Components

A pipeline consists of standard Enterprise Integration Patterns (EIPs):

1. Filters: "Does this message meet security standards?"
2. Translators: "Translate this XML message into JSON."

3. Routers: "Send European orders left, US orders right."



The Router Pattern

= A Router consumes a message from an input channel, evaluates a condition, and publishes it to one of

multiple output channels

= Static Router: The destination is hardcoded. All messages go to Channel B

= Dynamic (Content-Based) Router: The router reads the Payload. If code is EU , route to EU_Queue . If
US , route to USA Queue



The Translator Pattern

=  Two systems speak different languages. The middleware translates them

= Translator (or Transformer): Consumes Message A (in XML), applies a mapping algorithm, and

produces Message B (in JSON)

m Legacy Integration: Translating a fixed-width Mainframe text file into a modern SOAP envelope



Endpoints

= An Endpoint is the specific Java or C# code block that physically connects to the Messaging Broker
= It handles the TCP/IP connection, the security handshake, and the serialization of the objects



Message Reliability: Transactions

=  What happens if a Consumer pulls an Order from the Queue, starts charging the credit card, and then the
server’s power supply explodes?
= If the Queue deletes the message immediately upon delivery, that Order is lost forever

=  Solution: Message Transactions



L.ocal Transactions

= When a consumer connects, it opens a Transaction

= The Queue delivers the message, but hides it from other consumers instead of deleting it

= Commit: The consumer processes the credit card, updates the database, and tells the Broker "Commit". The
broker deletes the message safely

=  Rollback: If the consumer crashes before committing, the Broker waits for a timeout (e.g., 30 seconds),

makes the message visible again, and delivers it to a different consumer



Message Acknowledgments (ACKs)

= Transactions are heavy. A lighter version is simply ACKs

= Auto-ACK: The Broker deletes the message the millisecond it pushes it out over the network. (Fast, but

dangerous)

= Manual-ACK: The Consumer explicitly sends a network packet back saying channel .basicAck() only

after the work is completely done



Message Correlation

= MOM is fundamentally asynchronous
= The Producer sends Message A .An hour later, it receives Reply X on a different queue
= How does the Producer know that Reply X isthe answer to Message A ,and not Message B ?

= Message Correlation (Correlation ID)



Implementing Correlation IDs

1. Producer generates a unique UUID (e.g., 12345)

Producer injects it into the Header: Correlation-ID: 12345
Producer publishes the message

Consumer processes it

Consumer crafts the reply message. It explicitly copies the 12345 string into the Reply Header

A T

Producer receives the reply, reads 12345 , and matches it in its local database



The Java Message Service (JMS)

= [f every MOM platform (IBM, Oracle, RabbitMQ) has a different API, changing vendors means rewriting all
your Java code

= JMS (Java Message Service): A standard Java API (part of Jakarta EE)

= It provides a common set of interfaces for sending and receiving messages, regardless of which physical

Broker is running in the datacenter



JMS Architecture

= JMS Provider: The physically installed broker (e.g., ActiveMQ)
= JMS Client: Your Java application
=  ConnectionFactory: The object used to establish the TCP connection to the Provider

= Destination: The Queue or Topic you are targeting



Microsoft Message Queuing (MSMOQ)

=  What JMS is to Java, MSMQ was to Microsoft C#/.NET

= A legacy, but massive, messaging infrastructure deeply integrated into the Windows OS

= Allows COM and .NET applications to communicate reliably offline



Core Features of Modern MOM Platforms

Any enterprise MOM platform you choose must provide:

1. Message Queuing (P2P)

2. Publish/Subscribe (Topics)

3. Message Routing (Dead Letter Queues)

4. Message Persistence (Saving to disk so messages survive a complete server reboot)

5. Transactions / Acknowledgments



Benefits of MOM (Scaling)

1. Loose Coupling: Services evolve independently
2. Scalability: If the queue backs up with 100,000 pending images, you write a script to automatically spin up
50 more Linux VMs to consume from the queue. You spin them down when the queue hits 0

3. Reliability: Systems can go offline for maintenance



Cost Reduction via MOM

= Improved Performance: The web server accepts a POST request, dumps the JSON string into RabbitMQ
(takes 2 milliseconds), and returns 202 Accepted to the user’s browser
= Reduced Cloud Costs: Because the web servers never get bottlenecked waiting for databases, you need far

fewer expensive Web Server VMs



Use Case: Enterprise Application Integration (EAI)

= A corporation merges with another company
= Company A uses SAP. Company B uses Salesforce
= They install an Enterprise MOM in the middle

=  When a new customer is added in Salesforce, it publishes an XML event. The SAP system subscribes to that

event and creates an identical billing profile



Use Case: Business-to-Business (B2B)

=  Walmart needs to order supplies from Procter & Gamble
= They don’t use a web portal
= Walmart’s internal Java system drops an order into a secure, encrypted B2B Message Broker

= Procter & Gamble’s inventory system consumes from that exact same broker (often via a secure VPN

tunnel)



Modern Routing: AMQP vs MQTT (The Age of 10T)

= AMQP (Advanced Message Queuing Protocol): Built for the enterprise. Reliable, complex routing (direct,
topic, headers exchanges), TCP-heavy, and high bandwidth

= MQOTT (Message Queuing Telemetry Transport): The SOTA protocol for the Internet of Things (IoT)

= MOQTT is extremely lightweight, uses a tiny binary footprint, and survives on incredibly fragile, low-

bandwidth, high-latency satellite or mobile networks typical for embedded RTOS sensors



Implementing MQTT Publish/Subscribe

= MQTT specifically enforces a strictly hierarchical Publish-Subscribe model

m  Topic example: factoryA/turbine3/temperature

= A sensor acting as a Producer sleeps, wakes to sample 1 byte, publishes to the MQTT Broker on port 1883,
and sleeps again

= A complex Python analytics suite (Consumer) subscribes to factoryA/+/temperature to process the

entire plant instantly



Popular Open Source MOM Platforms

= RabbitMQ: The most popular general-purpose broker. Supports AMQP and MQTT concurrently. Extremely
flexible for routing (Exchanges and Queues)

=  Apache ActiveMQ / Artemis: The standard Java open-source broker. Fully implements JMS

=  Apache Kafka: A fundamentally different architecture. An "immutable append-only log". Built for hyper-

scale streaming (e.g., millions of clicks a second)



Choosing a MOM Platform

How do you decide between RabbitMQ and Kafka?

= RabbitMQ (Smart Broker): Do you need complex routing (e.g., route to queue A if headers match X, queue
B if Y)? Do you need to ensure tasks are executed point-to-point exactly once?
= Kafka (Dumb Broker): Do you have 10 million events a second? Do you need a permanent history of every

event that ever happened (Event Sourcing) so a new consumer can "replay” the last 3 months of data?



Setting up JMS (Java Example)

// 1. Obtain Connection Factory (Usually injected via dependency injection)
ConnectionFactory factory = new ActiveMQConnectionFactory('tcp://localhost:61616");

// 2. Create Connection and Session
Connection connection = factory.createConnection();
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

// 3. Define the Destination (Queue)
Destination queue = session.createQueue('"OrderUpdates.Queue');

// 4. Create Producer
MessageProducer producer = session.createProducer(queue);



Sending a JMS Message

try {
// Start the network connection

connection.start();

// Create a Text Message (Payload)
TextMessage message = session.createTextMessage('New Order ID: 5542");

// Add custom metadata to the Header
message.setStringProperty('Priority", "HIGH");

// Send it to the Broker
producer.send(message);

} finally {
// ALWAYS CLOSE CONNECTIONS TO PREVENT VIRTUAL MEMORY LEAKS
producer.close();
session.close();
connection.close();



Receiving a JMS

//

[Connection setup identical

// Create a Consumer
MessageConsumer consumer =

// Synchronous Receive (Blocks the
Message receivedMessage =

session.

consumer.

Message (Consumer)

to Producer]

createConsumer(queue);

thread until a message arrives)
receive(5000); // Timeout 5 seconds

if (receivedMessage instanceof TextMessage) {

TextMessage textMessage =
System.out.println("Received:

(TextMessage) receivedMessage;
" + textMessage.getText());



Event-Driven Consumers (MessageListener)

// Asynchronous Listening
consumer. setMessagelListener(new MessagelListener() {
@Override
public void onMessage(Message message) {
// This method is triggered automatically by a background thread
// whenever the Broker pushes data.
try {
System.out.println("Event fired: " + ((TextMessage)message).getText());
} catch (JIMSException e) {
e.printStackTrace();

3



Advanced Reliability: Dead Letter Queues (DLQ)

=  What happens when a message is badly formatted (e.g., missing an ID)?

= The Consumer reads it, throws an Exception, and Rolls Back the transaction
=  The Broker sees the rollback and puts the message back on the Queue

= The Consumer reads it again. Throws Exception. Rolls Back

=  Result: An infinite loop of failure that consumes 100% of the CPU



Implementing DLOs

= Solution: Configure a Dead Letter Queue (DLQ)

= You tell the Broker: "If a message is rolled back 5 times, automatically move it to OrderQueue.DLQ "

= The main OrderQueue is instantly unblocked

= A developer connects to the DLQ manually, looks at the bad JSON string, figures out why it crashed, and

fixes the bug in the Consumer code



Advanced Reliability: Idempotent Consumers

= Because network packets arrive out of order or duplicate...

= MOM guarantees "At-Least-Once Delivery"

= [t does NOT guarantee "Exactly-Once Delivery" (which is mathematically impossible in distributed
networks)

=  Therefore, your Consumer MUST be Idempotent



Deep Dive: RabbitMQ vs Kafka

= RabbitMQ: Traditional AMQP Broker. "Smart Broker, Dumb Consumer"

=  Apache Kafka: Distributed Event Streaming Platform. "Dumb Broker, Smart Consumer"



RabbitMQ (The Post Office)

= You push a message to an Exchange (The Router)
= The Exchange reads the Header ( Routing-Key: user.created )
= [t drops the message into 5 different Queues based on binding rules

= When a Consumer reads a message from a Queue and ACKs it, RabbitMQ physically deletes the message
from RAM/Disk



Apache Katka (The Ledger)

= Kafka does not have "Exchanges" or traditional "Queues". It has a persistent, immutable Log

=  When a Producer publishes a message to a Topic, Kafka simply appends the bytes to the end of a file on the
hard drive

= Kafka NEVER deletes the message when read. (It deletes old messages purely based on time, e.g., 7 days)



How Katka Consumers Work

= Because Kafka doesn’t track reads, the Consumer tracks its own reads using an Offset
=  Consumer 1 tells Kafka: "Give me message #10"

=  Consumer 1 processes it. It saves Offset=11 in its own database

=  Consumer 1 asks Kafka: "Give me message #11"



The Power of the Immutable Log (Replay)

= The greatest feature of Kafka is "Event Replay"
= You deploy a new AnalyticsService on Friday
= You want it to calculate the entire week’s sales

= You tell it to connect to the Kafka Topic and start reading from Offset=0 (Monday morning)

= [t rapidly downloads and processes the last 5 days of historical messages, catching up to real-time



When to Use Which?

= Use RabbitMQ: When you need a reliable job queue. Order #1 must be processed by exactly one worker. If
the worker crashes, RabbitMQ automatically re-routes the task to Worker B
= Use Kafka: When you have massive scale Event Streaming. 100,000 users clicking buttons on a website. You

just want to log every single click permanently to disk as fast as possible for Big Data analysis



The AMQP Protocol

= HTTP is a protocol. SMTP is a protocol

= AMQP (Advanced Message Queuing Protocol): The open standard protocol for Message Brokers
= Historically, JMS only specified the Java API, but the underlying network bytes were proprietary to IBM or

Oracle

=  AMQP standardizes the actual network bytes. A Python app can send an AMQP message, and a C# app can
read it perfectly



Web Sockets and MOM

= Can a Web Browser subscribe to a Message Queue? Yes. Through WebSockets and STOMP (Simple Text
Oriented Messaging Protocol)

= A React ]S frontend can open a persistent WebSocket connection to the backend

= The backend connects the Socket directly to a RabbitMQ Topic

= When a "Price Update" event hits the Broker, it is pushed instantly into the user’s browser without the user

ever clicking "Refresh”



Event-Driven Architecture (EDA)

= MOM is the foundation of Event-Driven Architecture
= Instead of services asking for data (REST GET ), services react to state changes (Events)

= An Event is strictly a notification of something that has already happened ( OrderPlaced ). It is immutable



Event Sourcing

= A complex subset of EDA
= Instead of storing the "Current State" in a SQL database (e.g., Balance = $50)...
= You only store the events: Deposit $100 , Withdraw $20 , Withdraw $30

= To find the balance, you "play" the history of events from the beginning of time



The Challenges of Asynchronous Systems

1. Eventual Consistency: If you withdraw $100, it might take 2 seconds for the BalanceQueue to update the
read database. If you refresh the webpage in 1 second, it still says you have $100

2. Debugging: Tracing a bug through 5 different Kafka topics requires complex Distributed Tracing
frameworks (like Jaeger)

3. Schema Evolution: If you change the JSON format of the event, you crash all 50 older consumers currently

listening to the topic



Integrating Spring Boot with RabbitMQ

Spring Boot makes MOM trivial. Add @EnableRabbit to your main class.

Publisher:

@Autowired
private RabbitTemplate rabbitTemplate;

public void sendOrder(Order order) {
// Converts Java Object to JSON string, routes to Exchange
rabbitTemplate.convertAndSend( ' orders.exchange", "order.created", order);



Spring Boot RabbitMQ Consumer

@Component
public class OrderListener {

// Instantly binds a background thread to the physical Queue

@RabbitListener(queues = "analytics.order.queue')
public void processOrder(Order order) {
System.out.println("Processing order: " + order.getId());

analyticsDatabase.save(order);



Cloud-Native Messaging: AWS SQOS

You don’t want to install or maintain a RabbitMQ Linux server

AWS Simple Queue Service (SQS): Fully managed, serverless Queues
You send a REST API call to AWS to drop a message in a queue

You make a REST API call to poll messages from the queue

Pros: Infinite scale. Zero server maintenance

Cons: Not a true open TCP protocol like AMQP. Tied to Amazon’s proprietary API



Cloud-Native Pub/Sub: AWS SNS

= SQS is only for Queues. What about Topics/Broadcasts?

=  AWS Simple Notification Service (SNS)

= You publish a message to an SNS Topic

= You can set 5 SQS Queues, an Email address, and an SMS Phone Number as subscribers

=  Amazon instantly duplicates the message and pushes it automatically to all 7 endpoints



Why Middlewares Fail (Common Pitfalls)

1. Treating queues as infinite storage: If consumers are slower than producers, the queue will grow until the

server’s RAM/SSD explodes. You must have alerts for queue depth

2. No Dead Letter Queue: We already discussed the poison pill
3. Assuming Order: Network queues do NOT guarantee strict FIFO ordering in clustered environments in the

event of consumer crashes. If order matters, use Kafka partitioned logs



Security in MOM Data

= We encrypt REST APIs with HTTPS. Do we encrypt Queues?

=  Yes. TLS on the Broker. Enforce amgps:// connections so the traffic is encrypted on the wire

= Payload Encryption: Because the message might sit physically on the Broker’s hard drive for 3 days, if it
contains PII (Passwords/Credit Cards), you MUST encrypt the JSON payload locally in Java before you put it

on the queue



Summary of MOM Architecture

= MOM provides asynchronous reliability and decouples systems

= Queues are for 1-to-1 task execution

= Topics are for 1-to-Many event broadcasting

= Kafka dominates Big Data logs. RabbitMQ dominates enterprise routing

= Cloud providers offer SQS/SNS as serverless alternatives



Deep Dive: AMQP vs MQTT for Edge Computing

= Edge Computing: Running analytics at the edge of the network (e.g., inside a self-driving car)

= MQTT acts as the local ingestion layer within the edge node

= AMAQP is used to slowly ferry the aggregated analytics from the edge node up to the giant Central Cloud
Datacenter for AI modeling

= Hybrid MOM Architecture is the industry standard for IoT and robotics



Q&A

Questions?



