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Introduction to Web Services Security
What happens when you connect a previously isolated internal business system to the public internet?

You inherit every risk on the web

The Goal: Ensure that only authorized systems and humans can access, modify, or delete your resources

The Difficulty: Web services are designed for automated machine-to-machine communication, making

traditional "login screens" useless



The CIA Triad (Core Principles of Security)

1. Confidentiality: Data cannot be read by unauthorized parties (Encryption)

2. Integrity: Data cannot be modified undetected during transit (Digital Signatures)

3. Availability: The service must remain accessible to authorized users under attack (DDoS mitigation, Rate

Limiting)

Every security architecture is built on three pillars:



Web Services Security Threats and Attacks
SQL Injection: Injecting malicious SQL via JSON payloads or Query Parameters to dump a database

Cross-Site Scripting (XSS): Injecting executable Javascript via REST APIs that gets rendered in another

user’s browser

Man-in-the-Middle (MitM): An attacker intercepts the HTTP traffic between the client and the API server

Denial of Service (DoS/DDoS): Overwhelming the API to break Availability



Threat: BOLA (Broken Object Level Authorization)
Also known as Insecure Direct Object Reference (IDOR)

The #1 most common API vulnerability

Scenario: User 1 logs in. The app requests GET /api/accounts/1 . User 1 sees their data.

The Attack: User 1 changes the URL to GET /api/accounts/2 .

If the server returns User 2’s data without checking permissions, the API is broken.



Authentication vs Authorization

Authentication (AuthN)

"Who are you?"

Proof of Identity. Usually handled by Passwords, API
Keys, or Biometrics.

Authorization (AuthZ)

"What are you allowed to do?"

Checking Permissions. Usually handled by Role-Based
Access Control (RBAC).

These two terms are constantly confused, but mean vastly different things.



Securing Transport: HTTPS and SSL/TLS
How do we achieve Confidentiality and Integrity over the public internet?

HTTPS: HTTP Secure

It encrypts the entire HTTP payload (Headers, URIs, Body) before it leaves the client’s network card

Uses the TLS (Transport Layer Security) protocol (formerly SSL)



How TLS Works (Symmetric vs Asymmetric)
1. Handshake (Asymmetric): The client and server use incredibly complex math (RSA/Elliptic Curve) and

Public/Private keys to securely introduce themselves and prove their identities

2. Session (Symmetric): Asymmetric math is too slow for gigabytes of data. During the handshake, they agree

on a fast, temporary "Session Key"

3. All subsequent REST/SOAP data is encrypted using that fast symmetric key (e.g., AES-256)



Certificates and Trust
How do you know api.bank.com  is actually the bank, and not a hacker intercepting your traffic?

Digital Certificates (X.509)

A neutral third party (Certificate Authority, like Let’s Encrypt or DigiCert) computationally signs a digital

document verifying the server’s identity



X.509 Certificate Generation (Python/Cryptography)
Generating a Self-Signed Certificate for internal API testing:

from cryptography import x509

from cryptography.hazmat.primitives import hashes, serialization

from cryptography.hazmat.primitives.asymmetric import rsa

# Generate private key

private_key = rsa.generate_private_key(public_exponent=65537, key_size=2048)

# Build certificate structure...

builder = x509.CertificateBuilder()

# ... [Subject mapping omitted for space] ...

# Sign it with our own private key (Self-Signed)

certificate = builder.sign(private_key, hashes.SHA256())



Mutual TLS (mTLS)
Standard TLS: Client authenticates the Server

mTLS: Server also authenticates the Client

Both parties must present a valid X.509 certificate to establish the connection

Use Case: Massive internal microservice meshes. The Billing Service will only accept traffic if the incoming

TCP connection provides the exact cryptographic certificate belonging to the Cart Service



Encryption and Decryption at the Application Layer
Sometimes, TLS isn’t enough

What if you store the JSON payload in a database?

You must encrypt the data before you save it (Encryption at Rest)

Common Algorithms: AES (Advanced Encryption Standard)



Symmetric Encryption (Python Fernet Example)
from cryptography.fernet import Fernet

# 1. Generate a symmetric key (KEEP THIS SECRET!)

key = Fernet.generate_key()

cipher_suite = Fernet(key)

# 2. Encrypt the data

plaintext = b"Sensitive User Data: Salary $100,000"

ciphertext = cipher_suite.encrypt(plaintext)

print("Encrypted:", ciphertext)

# 3. Decrypt the data (Using the SAME key)

decrypted_text = cipher_suite.decrypt(ciphertext)

print("Decrypted:", decrypted_text)



Digital Signatures in Web Services
Encryption hides data. Digital Signatures verify authenticity and integrity

How do you prove that a payload actually came from the CEO, and that nobody tampered with it in transit?

You hash the payload, encrypt the hash with your Private Key, and attach it to the message

Anyone can decrypt the hash using your Public Key and verify it matches the payload



Digital Signature Implementation (Python)
from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.asymmetric import padding

# 1. Create a message

message = b"Transfer $10,000 to Account X"

# 2. Sign the message (using Sender's Private Key)

signature = private_key.sign(

    message,

    padding.PSS(mgf=padding.MGF1(hashes.SHA256()),

                salt_length=padding.PSS.MAX_LENGTH),

    hashes.SHA256()

)

# 3. Verify the message (using Sender's Public Key)

# If the message was altered by 1 byte, verification throws an Exception.

public_key.verify(signature, message, padding.PSS(...), hashes.SHA256())



Authentication via Tokens: JWT
JSON Web Tokens (JWT) are the modern industry standard for REST stateless authentication

A JWT is a Base64-encoded string containing JSON data

It is signed numerically by the server’s private key

The client receives it upon login and sends it with every subsequent request



The Anatomy of a JWT
A JWT has three parts separated by dots: Header.Payload.Signature

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.  <-- Header

eyJzdWIiOiIxMjM0NTI2IiwibmFtZSI6IkphbiJ9. <-- Payload

SflKxwRJSMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c <-- Signature



Role-Based Access Control (RBAC)
Once the JWT proves Identity, the server enforces Authorization

RBAC: Users are assigned Roles (e.g., admin , editor , viewer )

The JWT payload often contains the role array

The API Controller checks the role before executing business logic



Implementing RBAC (Spring Boot Java)

    // Only allow users with the ADMIN authority to hit this endpoint

    @PreAuthorize("hasRole('ADMIN')")

// Controller

@RestController

@RequestMapping("/api/reports")

public class ReportController {

    @GetMapping("/financials")

    public ResponseEntity<String> getFinancials() {

        return ResponseEntity.ok("Highly sensitive financial data");

    }

}



The Danger of JWT Expiration
JWTs are stateless. You cannot "delete" them from a database to log a user out because they aren’t in a

database

If a Hacker steals your JWT, they are YOU until the token expires

Best Practice: Set extremely short lifespans (TTL) on JWTs (e.g., 15 minutes)

Use a long-lived Refresh Token (stored securely) to request new short-lived JWTs implicitly in the

background



Third-Party Authorization: OAuth 2.0
You build a calendar app. You want to sync with the user’s Google Calendar

Legacy approach: You ask the user for their Google Password. (Horrifying)

Modern approach: OAuth 2.0

OAuth is an authorization framework that enables applications to obtain limited access to user accounts on

an HTTP service without requiring the user’s password



How OAuth 2.0 Works (The Workflow)
1. Your App redirects the user to google.com/oauth/authorize

2. Google asks the user: "Do you allow this App to read your calendar?"

3. User clicks "Yes". Google redirects back to your App with an Authorization Code

4. Your Backend API exchanges that Code for an Access Token  via a secure server-to-server call

5. Your App uses the Access Token  to query Google’s REST API



Identity Federation: SAML
OAuth 2.0 dominates the public web. What dominates massive internal corporate networks?

SAML: Security Assertion Markup Language

An XML-based standard for exchanging authentication and authorization data between an Identity Provider

(IdP) and a Service Provider (SP)



How SAML Works
1. User visits the corporate Intranet (Service Provider)

2. Service Provider generates a massive XML SAML Request and redirects the browser to the Identity Provider

(e.g., Okta, Active Directory)

3. The IdP authenticates the user and generates an XML SAML Assertion (A cryptographically signed token

saying "This is Bob, he is allowed access")

4. The browser posts the XML Assertion back to the Intranet, which grants access



Policy-Based Security: XACML
RBAC (Roles) is simple. What if you need incredibly complex rules?

"A Doctor can only view Patient Records if they are currently inside the hospital IP range, during their active

shift hours, and the patient has explicitly consented."

XACML: eXtensible Access Control Markup Language

Define fine-grained, XML-based attribute security policies



Web Services Security Standards: WS-Security
We spent the last few slides on REST security (HTTPS, JWT, OAuth)

How did SOAP handle security?

WS-Security

A specification that allowed you to put the Username, Passwords, XML Signatures, and XML Encryption

directly inside the SOAP Header



The Limitation of HTTPS in SOA
HTTPS secures the pipe between Point A and Point B

If your SOAP architecture uses a Message Broker:

Client -> (HTTPS) -> Queue Server -> (HTTPS) -> Final Database

While the message sits on the Queue Server (Point B), it is completely decrypted and visible to the server

admins!



End-to-End Security with WS-Security
WS-Security provides Message-Level Security

The actual XML payload itself is encrypted and signed before it is wrapped in the SOAP envelope

The message can bounce through 10 different routers, message queues, and gateways

It remains cryptographically locked until it reaches the final endpoint that possesses the correct private key

to decrypt the XML nodes



Implementing WS-Security (Java)
You don’t write the encryption code manually

You use frameworks like Apache CXF (WSS4J)

You configure a policy file or annotations: "Encrypt the <Body>  using AES-256 and sign the <Header>

using this keystore."

The framework automatically intercepts outbound XML, encrypts it, and intercepts inbound XML to decrypt

it seamlessly



Securing Service-Oriented Architecture (SOA)
In SOA, components are distributed

Challenge 1: The Perimeter is Dead. You cannot rely on a single corporate firewall to protect your servers

Challenge 2: Multi-system Authentication. If the Web Server calls the App Server, which calls the

Database, how does the Database know the original User’s identity?

Solution: Token Propagation



API Security at the Firewall Level
Firewalls operate at Layer 4 (TCP/IP). They block IP addresses and Ports

Traditional firewalls are useless against API attacks, because an SQL injection attack travels legally over

Port 443 (HTTPS)

Solution: Web Application Firewall (WAF)



WAF Rule Example (AWS WAF)

Rate Limiting Rule: Block any IP address that makes more than 2,000 requests in 5 minutes

Geo-Blocking Rule: Block all API traffic originating from specific countries where you have no customers

Payload Inspection: Block requests where the JSON body contains script tags <script>

WAFs allow you to define rules to block malicious behavior instantly.



Security Testing and Assessment
You built the API and added JWTs. Are you safe? No

You must Test it

DAST (Dynamic Application Security Testing): Tools that actively attack your running API to find

vulnerabilities

SAST (Static Application Security Testing): Tools that read your Java/Python source code and look for

insecure patterns (like hardcoded keys or unparameterized SQL queries)



Tools of the Trade: Vulnerability Scanners
OWASP ZAP (Zed Attack Proxy): An open-source DAST tool. You point it at your API, and it ruthlessly

attempts thousands of permutations of SQL injections, XSS, and broken auth attacks

Nessus: A commercial network vulnerability scanner to ensure your underlying Linux/Windows servers are

patched



Web Services in Cloud Computing
Deploying to AWS/Azure/GCP changes the security paradigm

You no longer own the physical hardware

Shared Responsibility Model:

The Cloud Provider must secure the data centers, the hypervisors, and the physical network

YOU must secure the Operating System, the API, the Database passwords, and the network routing tables

(VPCs)



IAM (Identity and Access Management)
In the cloud, components need authorization to talk to each other

If your API server needs to write an image to AWS S3 storage…

Bad: Hardcoding an AWS Access Key in your API code.

Best Practice: Assigning an IAM Role to the virtual server. The cloud platform natively grants the API server
permission to access S3 without any passwords in the code.



Web Services in Mobile Computing
Mobile apps are incredibly hostile environments for APIs

You cannot trust the client

Attackers can decompile your Android .apk  or iOS .ipa  file easily

Rule: NEVER hardcode a secret API key or database password inside a mobile app



Mobile Security: Certificate Pinning
How do you prevent a Man-in-the-Middle attack on an iPhone app?

An attacker on public Wi-Fi intercepts the HTTPS traffic and provides a fake, but computationally valid, TLS

certificate

Certificate Pinning: You hardcode the hash of your exact server certificate into the mobile app’s code

If the mobile app sees a certificate that doesn’t perfectly match the pinned hash, it instantly aborts the

connection



Security in Financial Applications
Financial services demand the highest security (PCI-DSS compliance)

Credit card numbers must be encrypted at rest (database) and in transit (TLS)

Tokenization: Modern systems never store the real credit card. They send it directly to the gateway (e.g.,

Stripe), handle the transaction, and Stripe returns a safe "Token" (e.g., tok_1234 )

Your API only stores the token, which is useless to hackers



Digital Rights Management (DRM)
Web services transmit intellectual property (movies, eBooks, premium data)

How do you prevent unauthorized copying?

DRM via Web Services: The media file is heavily encrypted

The video player must make an API call providing a valid Authentication Token. The API returns a

temporary decryption License strictly bound to that user’s hardware



Network Security Zoning

DMZ (Demilitarized Zone) Architecture:

1. Public Subnet: Contains the Application Load Balancers and WAF. Exposed to the internet

2. Private Subnet A: Contains the API Servers (Node/Java). Cannot be reached from the internet, only from

the Load Balancer

3. Private Subnet B: Contains the Database. Cannot be reached from the internet OR the Load Balancer.

Only the API servers can reach it

Never expose your database perfectly adjacent to the internet.



Implementing Security Constraints (Java EE)
You can enforce network-level routing restrictions directly in Java configuration architectures like web.xml .

        <transport-guarantee>CONFIDENTIAL</transport-guarantee>

<security-constraint>

    <web-resource-collection>

        <web-resource-name>Restricted Resource</web-resource-name>

        <url-pattern>/api/admin/*</url-pattern>

    </web-resource-collection>

    <auth-constraint>

        <role-name>ADMIN</role-name>

    </auth-constraint>

    <!-- Force HTTPS -->

    <user-data-constraint>

    </user-data-constraint>

</security-constraint>



Security by Design vs Security by Obscurity
Security by Obscurity (BAD)

"Hackers won’t find my API endpoint because I
named it /secret_hidden_api_xyz . I don’t need
authentication."

Reality: Automated scanners will find it in minutes.

Security by Design (GOOD)

Assume the hacker knows exactly how your system
works, possesses your source code, and knows all
your API endpoints (Kerckhoffs’s principle).

Your system remains secure purely through the
mathematical strength of your keys.



Understanding Cross-Site Request Forgery (CSRF)
An attacker builds a malicious website: evil.com

You are currently logged into your bank in another tab via Cookie authentication

You visit evil.com . It contains a hidden script: POST bank.com/transfer?amount=1000

Your browser assumes you initiated this, attaches your Bank authentication cookie automatically, and

executes the transfer



Preventing CSRF (Synchronizer Tokens)
If you MUST use Cookies (e.g., for Server-Side Rendered websites), you must protect against CSRF

Anti-CSRF Tokens: The API generates a random string, stores it in the user’s session, and sends it to the

frontend

Every subsequent POST/PUT/DELETE  form submission must include that exact string in a hidden field or

custom header

evil.com  cannot read the string due to CORS laws, so its malicious forgery fails validation



Rate Limiting Algorithms

1. Fixed Window: 100 requests per clock hour (e.g., 1:00 to 2:00). Flawed: users can send 100 requests at 1:59

and 100 at 2:01, bursting 200 requests in 2 minutes

2. Sliding Window: Evaluates limits based on a constantly moving timestamp window. (Highly accurate,

computationally heavy)

3. Token Bucket: A bucket holds 'Tokens'. Each API call removes a token. Tokens refill at a constant rate.

Handles bursting elegantly

How do you protect against DDoS and Brute Force password guessing?



Logging and Auditing
Security is not just prevention; it is detection and forensics

If you are breached, how do you know what they stole?

Audit Logs: You must log every sensitive transaction

Include: User ID, Timestamp, IP Address, HTTP Method, Endpoint

Exclude: NEVER log passwords, credit cards, entire payloads, or JWT tokens



Incident Response (When you are breached)

1. Contain: Rotate the compromised database passwords and revoke the compromised JWT/API keys instantly

2. Eradicate: Deploy a WAF rule blocking the attacking IP or exploit payload

3. Recover: Restore data from clean, offline backups if integrity was broken

4. Communicate: Legally, you are often required to inform users their data was leaked within 72 hours

(GDPR)

What do you do when the worst happens?



Advanced Threat: Replay Attacks
An attacker intercepts a perfectly valid, signed JWT and payload: POST /transfer $100

They don’t know the password, and they can’t alter the payload without breaking the signature

But they can just resend the exact same valid payload 10,000 times!

Mitigation: Timestamps, Nonces (Number used once), and Idempotency Keys (as discussed last lecture)



Security as a Culture (DevSecOps)
Security is not the job of the "Security Team" at the end of the project

By the time they find an architectural flaw, it is too expensive to fix

Shift Left: Integrate security into the developer’s daily workflow

Automated SAST scans on every Git pull request. Secure libraries by default



Security Standard: FIDO2 and WebAuthn
Passwords are a failed security paradigm. Humans pick bad passwords and reuse them

The Future: Passwordless APIs

WebAuthn: The API asks the client device (laptop/phone) to use biometrics (TouchID, FaceID) to sign a

cryptographic challenge directly

The private key NEVER leaves the user’s hardware. The server only stores the public key

Completely eliminates Phishing



Implementing Security in Java (Preview)
When we move to Java implementations shortly, we will rely on:

Spring Security: The massively powerful framework that handles JWT parsing, OAuth bridging, and

RBAC annotations automatically

Jakarta Security: The enterprise standard for handling principal authentication pipelines

You will rarely write raw cryptographic math; you will configure the frameworks to do it



OWASP Top 10 API Security Risks (2023)

1. Broken Object Level Authorization (BOLA)

2. Broken Authentication

3. Broken Object Property Level Authorization (Mass Assignment)

4. Unrestricted Resource Consumption (No Rate Limiting)

5. Broken Function Level Authorization

A quick overview of the most critical risks to memorize:



OWASP APIs (Continued)
6. Unrestricted Access to Sensitive Business Flows

7. Server Side Request Forgery (SSRF)

8. Security Misconfiguration

9. Improper Inventory Management (Leaving V1 endpoints active forever)

10. Unsafe Consumption of APIs (Trusting 3rd party APIs blindly)



Server-Side Request Forgery (SSRF)
A growing and extremely dangerous threat in cloud environments

Your API has a feature: "Provide an image URL, and the server will download it to generate a thumbnail."

The Attack: The hacker submits {"url": "http://169.254.169.254/latest/meta-data/"} .

This is the AWS internal metadata IP. The server obediently downloads the server’s own root IAM credentials
and returns them to the hacker!



The Complexity of CORS in Microservices
If User UI ( app.com ) calls API Gateway ( api.com ), CORS must be allowed

If API Gateway calls Internal Service A ( svc-a.local ), does Service A need CORS enabled?

No. CORS is a browser security feature

Server-to-Server API calls (like Gateway -> Microservice) do not enforce CORS policies



Zero Trust Architecture (ZTA)
The culmination of modern security design

Assume the network is breached. Assume the firewalls are down

Every single component, machine, and microservice must explicitly authenticate and authorize every

request

Combine mTLS for network transit, JWT/OAuth for user identity, and XACML/RBAC for fine-grained

authorization



Security is a Tradeoff
Perfect security makes the system unusable

If you require a user to do a 10-minute biometric scan to log in, you will have zero users

If you implement endless cryptographic processing, your API responses will take 5 seconds

Engineering = Tradeoffs. Weigh the Risk vs the Performance vs the Usability



Securing WebHooks
A WebHook is a user-defined HTTP callback. (e.g., Stripe sends an HTTP POST  to your server when a

payment succeeds)

The Threat: Anyone on the internet can send a POST  to your public webhook URL claiming to be Stripe!

Best Practice: Webhook Signatures (HMAC - Hash-based Message Authentication Code)

The sender calculates an HMAC of the JSON payload using a shared secret, and sends it in the HTTP Header

(e.g., Stripe-Signature )

Your API receives the payload, recalculates the HMAC using your identical stored secret, and compares the

two hashes. If they don’t match, you drop the packet



Summary of Web Services Security
Security spans the entire stack: Transport (HTTPS), Perimeter (WAF), Infrastructure (IAM), and Application

(JWT/RBAC)

Always Validate Inputs (Fail Fast)

Never trust the Client (Mobile or Browser)

Automate security scanning in your development cycle

Use established standards (OAuth 2.0, SAML, TLS 1.3). Never invent your own cryptography



Q&A
Questions regarding Cryptography, Authentication, or Security Architecture?


