RESTful Web Services (Part 2)




The Anatomy of a Web Address

Before we design URIs, we must understand the terminology.

= URI (Uniform Resource Identifier) — The umbrella term
= URL (Uniform Resource Locator) — A URI that tells you how to access the resource (e.g., https:// )

= URN (Uniform Resource Name) — A URI that names a resource globally, but doesn’t tell you how to find it
(e.g., urn:isbn:0451450523 )
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Essential Characteristics of a URI

A well-designed REST API URI must possess five core characteristics:

1. Consistency — predictable naming conventions
2. Clarity — human-readable

3. Predictability — follows a standardized hierarchy
4. Security — does not leak sensitive data

5. Persistence — URIs should almost never change



URI: Consistency

= Decide on a naming convention and stick to it universally

Case convention: kebab-case (e.g., /user-profiles ) is the industry standard for URIs, not

camelCase or snake_case

= Pluralization: Always use plural nouns for collections (e.g., /users ,never /user )



URI: Clarity

URIs should be self-documenting.

Bad: /api/v1/obj/12/rel/99

Good: /api/vl/users/12/orders/99

Clear: Fetching order 99 for user 12



URI: Predictability

Follow standard REST hierarchy rules.

=  Collection = Item - Subcollection = Subitem

» [f GET /users/123 returns a user...

= [t is completely predictable that DELETE /users/123 deletes that exact same user



URI: Security

Never put sensitive information directly in the URI path or query string.
Terrible: GET /users?email=john@doe.com&password=abc123

Why? URL strings are logged globally:

= Logged by the browser history
= Logged by standard Nginx/Apache access logs



URI: Persistence

= "Cool URIs don’t change" — Tim Berners-Lee
= Once an API is in production, the URI is frozen

= If yourename a database table from Orders to Invoices , do not change the URI from /orders to

/invoices



Designing URIs for Queries

= REST is great for fetching a single resource ( /users/123)

= But how do we handle searching, filtering, sorting, and pagination across 10 million rows?

=  We use the Query String

https://example.com/api/books?author=Mark+Twain&page=2



Query Parameters: Optional Filters

Most query parameters should be optional filters.

= [faclient queries GET /api/products ,they get all products

= [fthey want to filter, they append ? and use key-value pairs separated by &

GET /api/products?category=electronics&price_range=100-500&sort=price_asc



Query Parameters: Required Variables

= QOccasionally, query parameters are mandatory
= [f an API endpoint forces a massive database table scan, you might make a search key required to protect the
server

= Ifrequired parameters are missing, return 400 Bad Request

GET /api/weather?zipcode=90210



Structuring Pagination with Queries

Never return 1 million records in a single GET request. Use pagination.

Offset Pagination (Standard)

?limit=50&o0ffset=100

Fetch 50 items, skipping the first 100.

= Pros: Easy to implement with SQL. LIMIT and OFFSET

= Cons: Slow on massive tables. Prone to data skipping if rows are inserted during pagination



Cursor Pagination (Advanced)

?limit=50&after_cursor=abcl23XYZ

The cursor is a hashed pointer to a specific database row id.

= Pros: Extremely fast index lookups. Immune to data shifting

= Cons: You cannot jump directly to "Page 50". You must navigate sequentially



Defining Query Responses

When your controller processes the query string, it must return standard HTTP status codes:

= 200 OK — Query successful (even if it returns an empty array [])
= 400 Bad Request — The client provided a parameter with an invalid data type (e.g., ?age=thirty )
® 404 Not Found — Used for paths ( /users/999 ), rarely for queries

If a search yields no results, it’sa 200 OK with an empty array — not a 404.



Response Body Structure for Collections

When returning a paginated query, wrap the array in a metadata object.

{
"data": [
{ "id": 1, "name": "John Doe", "age": 30 }
1,
"meta": {
"total_records": 1500,
"current_page": 1,
"total_pages'": 30
3

3



Introduction to Web Caching

= If an API receives 10,000 requests/second for the homepage dashboard...
= Querying the SQL database 10,000 times/second will destroy the server
= Web Caching improves performance by storing frequently accessed, read-only data in memory

= Caching drastically reduces server load, latency, and cloud database bills



HTTP Caching (The Web’s Secret Weapon)

= Ifan API is stateless, how does it scale to millions of users?

= A GET request is idempotent and safe — it can be cached indefinitely until the data changes
Cache-Control Header:

Cache-Control: public, max-age=3600

Cache for 1 hour.



Validation Caching: ETag

What if the data changes before the 1-hour cache expires?

ETag (Entity Tag): A hash (like an MD5 checksum) of the resource’s current state.

HTTP/1.1 200 OK
ETag: "686897696a7c876b7e"



The If-None-Match Header

1. Client requests User 123. Server sends JSON + ETag: "hash1l"

2. Minutes later, Client wants User 123 again

3. Client sends: GET /users/123 with If-None-Match: "hashi"
4. Server checks the database — the data hasn’t changed

5. Server responds: HTTP 304 Not Modified (with an empty body)



Concurrency Control with ETags (If-Match)

The Lost Update Problem: Two admins try to edit User 123 at the exact same millisecond.

Solution: Optimistic Locking

= Admin A sends PUT /users/123 with If-Match: "hashl" -> Succeeds. ETag becomes "hash2"
= Admin B sends PUT /users/123 with If-Match: "hashl" - Server rejects with 412 Precondition

Failed



Setting Expiration Caching Headers

How do you tell the proxy servers to cache your data?

= Expires header (Legacy): Specifies an absolute date/time when the cache dies
"  Expires: Wed, 21 Oct 2026 07:28:00 GMT

= Cache-Control header (Modern): A much more powerful, relative directive



Cache-Control Directives

=  max-age=<seconds> — How long to hold the data

= no-cache — Client can cache, but must validate with server (using ETags) before using it

= no-store — Absolutely NO caching allowed. Browser and proxies must delete the data immediately.
(Crucial for banking APIs)

= private — User’s browser can cache, but shared proxies (like Cloudflare) cannot. (Crucial for private user

data)



Setting Cache-Control (Java/Spring)

ResponseEntity<Resource
String id
Resource id
return ResponseEntity.ok()
.cacheControl (CacheControl .maxAge(60, TimeUnit.MINUTES)
.cachePublic())
data



Web Caching Architectures: CDN

= Content Delivery Network (CDN): A globally distributed network of proxy servers (e.g., Cloudflare,
Akamai)

= They cache REST API responses at the "Edge" — servers physically close to the user

= If your API server is in Frankfurt, and a user in Tokyo requests the homepage...

= The CDN node in Tokyo intercepts the request, serves the cached JSON instantly — Frankfurt does zero

work



Where Does Caching Happen?

1. Client Cache (Browser) — The browser saves the JSON locally. Fastest option
2. CDN / Edge Cache (Cloudflare) — Servers geographically close to the user
3. Reverse Proxy Cache (Nginx/Varnish) — Sitting in front of your application server

4. Application Cache (Redis) — Your server checks RAM before querying the database



Cache Invalidation (The Hardest Problem)

"There are two hard things in computer science: cache invalidation, naming things, and off-by-one errors."

= [fyour CDN caches GET /products/1 for 24 hours...
= And an admin changes the price via PUT /products/1 ...

=  For the next 23.9 hours, customers in Tokyo see the old price



Solving Cache Invalidation

1. Short TTLs: Cache-Control: max-age=60 — Accept that data is up to 60 seconds stale. (Good for news
sites)

2. Explicit Purging: After executing a PUT , send an API call to the CDN to manually delete the specific cache
key. (Complex but accurate)

3. Versioning: Client requests GET /images/logo_v2.png instead of logo.png



Handling Versioning and Caching: Vary Header

= A common bug: Caching a V1 response and serving it to a V2 client

= [fyou use HTTP Header Versioning ( Accept: v2 ), you must instruct the cache to split the results based on
the header

Use the Vary header:

Vary: Accept



Extensibility and API Evolution

=  Extensibility: The ability to add new features (e.g., new JSON fields) without breaking existing clients
= Proper REST APIs are naturally extensible if clients practice permissive parsing (ignoring unknown fields)

= But what happens when you make a Breaking Change? (e.g., deleting a field, changing an integer to an

object)



When to Version an API

Must bump version

1. Removing a resource or endpoint

2. Removing or renaming a JSON field

3. Changing the data type of a JSON field

4. Adding a new required query parameter

No version needed
1. Adding a new optional field to the JSON response

2. Adding a new optional query parameter



URI Versioning (The Pragmatic Approach)

Put the version number directly in the URL path.

V1: https://api.example.com/vl/users
V2: https://api.example.com/v2/users
Pros: Incredibly easy to understand. Trivial to route via Load Balancers

Cons: REST purists argue — does a user truly change identity because the API representation changed?



Header Versioning (The Pure Approach)

Use Content Negotiation via the Accept header.
The URL never changes: GET https://api.example.com/users

Accept: application/vnd.mycompany.vl+json

= Pros: Philosophically perfect REST. URIs never change

= Cons: Hard to test in a browser without extensions. Requires complex routing logic



API Sunset and Deprecation

=  You cannot maintain V1 and V2 forever — it doubles your server costs

= Deprecation Phase: Announce V1 will die in 12 months

Use the HTTP Sunset header:

Sunset: Wed, 11 Nov 2025 23:59:59 GMT



Enabling API Discovery

= In SOAP, we used UDDI and WSDL files to discover available endpoints
= How do you discover the endpoints of a REST API?
= Often, developers rely solely on PDF documentation or websites (Out-of-band discovery)

=  Can a REST API describe itself dynamically?



API Discovery via Swagger / OpenAPI

= [fyou choose not to implement complex dynamic discovery, how do clients learn your API?

= OpenAPI (Swagger)

= Provide an OpenAPI YAML file and host a Swagger UI portal

= [t provides a massive, interactive HTML website documenting every endpoint — dynamically generated from

your codebase



HATEOAS
Hypermedia As The Engine Of Application State

The final constraint of the REST architectural style.

A client navigates the API entirely through hypermedia links provided dynamically by the server — just like a
human navigates a website by clicking <a> tags.



HATEOAS Example

{
"account_number': "12345",
"palance'": 100.00,
"links": [
{ "rel": "self", "href'": "/accounts/12345" 7},
{ "rel": "deposit", '"href'": "/accounts/12345/deposit" 7},

{ "rel": "withdraw", "href'": "/accounts/12345/withdraw" }



Why HATEOAS Matters

= If the balance drops to -50.00 , the server omits the "withdraw" link from the JSON

= The Client UI (e.g., a React app) dynamically renders buttons based only on the links provided
= [fthe "withdraw" link isn’t in the JSON, the React app grays out the Withdraw button

= The Server controls the Client State entirely



The Reality of HATEOAS

= HATEOAS represents the absolute pinnacle of decoupled software engineering
= However, 95% of the industry does not use it
=  Why? Generating links on the server is incredibly complex, and parsing them dynamically on the client

requires heavy, specialized HTTP libraries



Richardson Maturity Model

A model grading the "RESTfulness" of a Web API:

Level 0: The Swamp of POX — One URL, one POST method for everything

Level 1: Resources — Distinct URIs for distinct objects, but still using POST for everything

Level 2: HTTP Verbs — Standard use of GET, POST, PUT, DELETE, and status codes (Pragmatic REST)
Level 3: Hypermedia Controls (HATEOAS)



Using Hypermedia Links for Discovery

Instead of just returning data fields, the JSON response includes a Links array.

Each link has:

= rel — therelationship of the link to the current resource
= href — the URL to execute the action

= method — (optional) the HTTP method to use (GET/POST)



HATEOAS Example: A Bookstore API

{
"books": [
{
"id": 1,
"title": "The Hitchhiker's Guide to the Galaxy'",
"author": "Douglas Adams",
"links": [
{ "rel": "self", "href": "/books/1" 7},
{ "rel": "author", "href'": "/authors/55" 7},
{ "rel": "purchase", "href': "/books/1l/purchase' }
]
3



Dynamic State Transitions via HATEOAS

The true power of HATEOAS is a state-driven Ul
Imagine an E-commerce Order API:
= Order Placed: Links for [cancel, pay]

=  Order Paid: Links for [track_package, request_refund]

= The client doesn’t need to write logic for "Can I cancel?" — it just renders the available links



Implementing HATEOAS with HAL

HAL (Hypertext Application Language) — an industry-standard convention for expressing hyperlinks in
JSON.

It introduces _links and _embedded objects:

{
total": 100,
_links": {
self": { "href": "/orders" 3},
next": { "href": "/orders?page=2" }
3



Pros and Cons of HATEOAS

Pros Cons

= Extreme Decoupling: Server can change URL = Increased Payload Size: Arrays of URLs
schemas without breaking clients dramatically inflate JSON payload size

= State Control: All business logic validation = Client Complexity: Writing mobile frontends
executes on the server that dynamically traverse generic link arrays is

much harder than hardcoding API calls



CORS (Cross-Origin Resource Sharing)

= A massive security hurdle for Web APIs
= [fyour APlison api.company.com and your React frontend is on www.company.com ...

= The browser’s security model will BLOCK the REST request
The API Server must explicitly return:

Access-Control-Allow-0Origin: https://www.company.com



Preflight Requests (OPTIONS Method)

=  To check CORS permissions, the browser automatically sends an OPTIONS HTTP request before your actual
DELETE or PUT
= This is called a "Preflight” request
= Your REST server must intercept OPTIONS /users/123 and reply with 200 OK and the allowed CORS
headers

=  QOtherwise, the browser will cancel the actual request



Content-Security-Policy in API Responses

= REST APIs should be locked down securely
= [fyour API is purely JSON, ensure you disable frame embedding and sniffing headers

X-Content-Type-Options: nosniff

This prevents a browser from interpreting a user-uploaded JSON file containing <script> tags as executable
HTML.



REST Payload Best Practices: Nulls vs Omitted

If User 123 has no middle name, how do you represent it in JSON?

Option A (Null)

{"id": 123, "middle_name'": null}

Option B (Omitted)

{"id": 123)



Handling Boolean Types in Queries

= How do you query for an active user? GET /users?active=true

= HTTP Query parameters are always Strings over the network

= Your Controller must explicitly parse the string "true" into a boolean true

= Handle variations safely: "1" , "yes" , "True"



Rate Limiting REST APIs

= A well-designed REST API makes it incredibly easy for an attacker (or a buggy client loop) to download your

entire database

= Rate Limiting: Protect your endpoints

Response: 429 Too Many Requests

Include standard Rate Limit Headers in the response.



REST Security and API Keys

REST is stateless — every request must be independently verified.

=  Authentication: Who are you?
=  Authorization: What are you allowed to do?

= API Keys: The simplest form of API authentication for server-to-server traffic



Passing API Keys Correctly

= Bad: GET /data?api_key=12345 (Leaked in URLs/Logs)
= QOkay: HTTP Basic Auth (Base64 encoding username:password )

» Best: Custom HTTP Header or standard Authorization header

Authorization: Bearer 123456789ABCDEF



Scoped API Keys

= [f an API key is compromised, the attacker has full access
= Solution: Scoped Keys (Principle of Least Privilege)
= AKkeyis generated that only has [READ] access tothe /users endpoint

= [fthe key tries to [POST] /users ,the API Gateway returns 403 Forbidden



The API Gateway Pattern

= [n a microservice architecture with 50 REST APIs, where do you put Authentication and Rate Limiting?
=  Copy/pasting the security code into all 50 APIs is terrible architecture

=  API Gateway: A single, central reverse proxy (Kong, Apigee, AWS API Gateway)

= All external traffic hits the Gateway first



API Gateway Routing

The Gateway maps public URIs to internal IPs.
Public URI Internal Routing
api.example.com/vl/users [Gateway] - http://10.0.0.5:8080/users

api.example.com/v1l/billing [Gateway] - http://10.0.0.22:9000/billing



GraphQL vs REST: The Pagination Battle

= |n REST,we use ?limit=10&offset=50

= In GraphQL, pagination becomes deeply embedded in the graph connections
=  GraphQL uses "Edges" and "Nodes" to return cursors natively, making HATEOAS-style linking trivial for the

client



Advanced Sorting Syntax

GET /users?sort=age_desc,name_asc
How does the API parse this string?
The backend controller splits by comma, then by underscore, translating into SQL:

ORDER BY age DESC, name ASC



Filtering Syntax via Query Strings

= Simple match: ?age=30
=  Greater than / Less than: ?age[gt]=30 or ?age=>30

= Inlist: ?status=active,pending or ?status[]=active&status[]=pending



Representational State Transfer (Revisited)

Let’s dissect the name to solidify understanding.

= Representational — We transfer JSON/XML, not raw DB rows
= State — The data regarding the resource (the User, the Order)
= Transfer — Moving it across the HTTP boundary



Statelessness in Practice

= A load balancer sits in front of Server A and Server B
= Request 1 goes to Server A — authenticates the token, returns data
= Request 2 goes to Server B — must re-authenticate and re-fetch

= Server A could crash entirely, and the client would never know



Idempotency Keys (The POST Problem)

POST is not idempotent

= A mobile app sends POST /payments {"amount": 503} to Stripe, but the cell signal drops before the
response arrives
= The phone doesn’t know if the server charged the card or if the request died in transit

= If the phone retries, the user might be charged twice



Solving the POST Problem: Idempotency-Key

1. The client generates a unique UUID and includes it in the header: Idempotency-Key: 123e4567
2. The server saves the key and the result ( 200 OK, Receipt #99 ) in a fast Redis cache

3. If the phone retries with the same Idempotency-Key ...

4. The server intercepts it, bypasses credit card logic, and instantly returns the cached Receipt #99



API Documentation: OpenAPI 3.1

=  OpenAPI (Swagger) is the de facto standard
= Version 3.1 closely aligns the spec with pure JSON Schema
= Allows robust validation rules (regex patterns, min/max lengths) in the YAML file

= Tools read the YAML and automatically generate validation controllers for your backend



REST Maturity Review (Richardson Model)

= Level 0: RPC over HTTP (The swamp)

= Level 1: Resources (Nouns in URIS)

= Level 2: HTTP Verbs (GET/POST) and Status Codes
= Level 3: Hypermedia (HATEOAS)



Preparing for Implementation

= We have completed our REST architectural design review
= You know the theory. You know the HTTP protocol.
= [t is time to build it.

= Next lecture focuses on JAX-RS and Spring REST



Summary

URIs must be consistent, clear, and secure

Query parameters provide the backbone for filtering and scalable pagination (Cursor/Offset)
API Gateways and CDNs leverage HTTP Headers (Cache-Control, ETags) to protect the backend
Idempotency Keys are critical for safe POST operations in distributed networks

HATEOAS allows for dynamically discoverable, self-documenting APIs



Q&A Session

Any final questions on REST Architecture, Caching, or API Design?



