
RESTful Web Services (Part 1)

WSMT Course

Fundamentals and Design



What is REST (Representational State Transfer)?
REpresentational State Transfer

Introduced by Roy Fielding in his 2000 doctoral dissertation

It is NOT a protocol (like SOAP)

It is an Architectural Style — a set of constraints applied to the design of web services



Why do we need RESTful Web Services?
SOAP was too heavy for mobile devices and standard web browsers

Browsers natively understand HTTP (GET, POST)

REST leverages the existing infrastructure of the World Wide Web (Caching, Proxies, URLs)

It is inherently stateless, making it vastly easier to scale horizontally



The Core Concept: Resources
In SOAP, we focused on Actions/Operations ( GetUserDetails() , ProcessPayment() )

In REST, we focus on Resources (Nouns)

A resource is any entity the API can manage (a User, a Post, a Comment, a Server)

Resources are identified by URIs (Uniform Resource Identifiers)



The Uniform Interface (HTTP Methods)

GET (Read): Retrieve a representation of a resource. (Idempotent/Safe)

POST (Create): Create a new resource. (Not idempotent)

PUT (Update): Replace an entire resource. (Idempotent)

DELETE (Delete): Remove a resource. (Idempotent)

REST maps CRUD operations directly to standard HTTP Methods:



Example: Python Client (Consuming REST)

# POST request - Creating a Resource

new_post = { 'title': 'WSMT', 'body': 'Learning REST.', 'userId': 1 }

response = requests.post('https://jsonplaceholder.typicode.com/posts', json=new_post)

import requests

# GET request - Reading a Resource

response = requests.get('https://jsonplaceholder.typicode.com/posts/1')

print(response.json())

print(response.status_code) # Returns 201 Created



Example: Python Flask Server (Providing REST)

def get_post(id):

    post = db.get(id)

    if post:

        return jsonify(post), 200 # 200 OK

from flask import Flask, jsonify, request

app = Flask(__name__)

# Mock database

db = { 1: {'title': 'REST Basics', 'author': 'Fielding'} }

@app.route('/posts/<int:id>', methods=['GET'])

    else:

        return jsonify({'error': 'Not found'}), 404 # 404 Not Found



HTTP Status Codes

2xx (Success): 200 OK , 201 Created , 204 No Content

3xx (Redirection): 301 Moved Permanently , 304 Not Modified  (Caching)

4xx (Client Error): 400 Bad Request , 401 Unauthorized , 404 Not Found

5xx (Server Error): 500 Internal Server Error , 503 Service Unavailable

REST APIs use standard HTTP Status Codes to indicate success or failure.



Designing RESTful APIs: Identifying Resources
Define resources as Domain Nouns (plural is preferred)

users , posts , comments , orders

Anti-pattern: Do not use verbs in the URL.

Bad: GET /getAllUsers  / POST /createNewUser

Good: GET /users  (Returns all) / POST /users  (Creates one)



Resource Hierarchy
Use URIs to define relationships between resources.

// Get all users

GET /users

// Get a specific user

GET /users/123

// Get all posts belonging to User 123

GET /users/123/posts

// Get specific post belonging to User 123

GET /users/123/posts/45



Choosing Resource Granularity
How deep should the hierarchy go?

Overly Granular (Bad): GET /users/123/posts/45/comments/99/author/name

Why is this bad?

It requires the client to make 10 network requests just to render a single UI page

It binds the API tightly to the database schema



Flattening Granular APIs
Instead of massive nesting, flatten the structure once you hit a core resource.

// Find all comments for a post (nested)

GET /posts/45/comments

// Read a specific comment (flattened)

GET /comments/99

// Update a specific comment (flattened)

PUT /comments/99



Organizing Resources into Collections
A Collection is a grouping of resources of the same type

The URI /users  represents the "Users Collection"

The URI /users/123  represents a specific "User Resource" inside that collection

// Example GET /products response (A Collection)

{

  "products": [

    { "id": 1, "name": "Laptop", "price": 999 },

    { "id": 2, "name": "Mouse", "price": 25 }

  ],

  "total_count": 2

}



Composite Resources
Sometimes, strict REST rules are bad for performance

If a client dashboard needs User data, their recent Orders, and their Account Balance, making 3 separate

HTTP GET  requests is slow on mobile

Solution: Composite Resources. Combine related resources into a single response

GET /users/123/dashboard



When Not to Combine Resources
Don’t build composites if the data is rarely used together

If the /dashboard  endpoint returns the user’s complete history of 5,000 orders just because the client

might look at one, you are wasting massive amounts of database I/O and network bandwidth

Balance: Network Latency (too many small calls) vs Payload Bloat (one massive call)



Handling Computing/Processing Functions

How do you map CalculateTax()  or TranslateText()  to a REST API?

1. Treat the process as a resource: POST /tax-calculations  (Returns a calculation ID)

2. Use Query Parameters: GET /users/123/tax?year=2023

3. Custom Endpoints (Pragmatic): POST /documents/123/translate

REST is great for CRUD (Nouns). What about Verbs?



Query Parameters vs Path Variables
Path Variables: Used to identify a specific resource ( /users/123 )

Query Parameters: Used to filter, sort, or modify the representation of the collection ( /users?

role=admin&sort=age_desc )



Implementing Controllers (MVC Pattern)
REST APIs are usually built using the Model-View-Controller abstraction.

    // 3. Return View (JSON)

// Express.js Controller Example

app.get('/publishers/:id/books', async (req, res) => {

    const publisherId = req.params.id;

    // 1. Validation

    if(isNaN(publisherId)) return res.status(400).send('Invalid ID');

    // 2. Fetch from Model (Database)

    const books = await db.getBooksByPublisher(publisherId);

    res.status(200).json(books);

});



Designing Representations
REST transfers Representations of State

A user exists in a database as rows and columns. That is its State

When a client requests the user, the server can reply with a JSON string, an XML document, or an HTML

page. These are Representations

The client and server negotiate which representation to use



Content Negotiation (HTTP Headers)

Request Header ( Accept ): Client tells the server what it wants

Response Header ( Content-Type ): Server tells the client what it is returning

How does the server know the client wants JSON and not XML?



Entity Headers in REST
Content-Type : The MIME type of the payload ( application/json , text/html , image/png )

Content-Length : The size of the payload in bytes (crucial for clients to know when the download is

finished)

Date : When the response was generated



Character Encoding (The invisible bug)
You must define the character encoding, or international characters will break

ASCII: 7-bit, English only. (Legacy)

ISO-8859-1: 8-bit, Western European

UTF-8: The standard of the web. Encodes every character in human existence

Content-Type: application/json; charset=utf-8



Understanding JSON Representations
JSON: A text syntax that facilitates structured data interchange

Made of Key-Value pairs

Data Types: string, number, boolean, array, object, null. (No Dates!)

{

  "firstName": "John",

  "age": 30,

  "isActive": true,

  "roles": ["admin", "editor"],

  "manager": null

}



JSON Formatting Best Practices
1. Naming Conventions: Standardize on camelCase  or snake_case  for JSON keys, and enforce it globally.

Consistency is key

2. No deep nesting: Don’t return an object that is 10 layers deep. It is impossible to parse cleanly on mobile

clients

3. Strict Typing: If age  is an integer, don’t return {"age": "30"} . Return {"age": 30} . Don’t cast

numbers to strings



Homogeneous Collections
When returning an array (a collection), all items should be of the exact same type

Homogeneous (Good): [ {User}, {User}, {User} ]

Non-Homogeneous (Bad): [ {User}, {Order}, "Some String" ]



Handling Binary Data in REST

1. Base64 Encoding inside JSON (Not recommended): Converts the binary into a massive string. Inflates

payload by 33%

2. Standard HTTP Multipart form: Uploading files using multipart/form-data

3. Direct Resource Links: The API returns a URL, and the client issues a separate GET request to download

the raw binary bytes

What if we want to upload or download an image?

// Good Approach

{

  "userId": 123,

  "avatarUrl": "https://storage.com/users/123/avatar.png"

}



Serving HTML Representations
REST requires a representation. It doesn’t strictly have to be JSON

If the client sends Accept: text/html , returning an HTML webpage is technically a valid REST response

However, modern architectures strictly separate APIs (JSON) from Frontend (React/Angular generating

HTML)



Server-Side vs Client-Side Rendering
Server-Side Rendering (SSR): Server builds the HTML

Client-Side Rendering (CSR): Client downloads Javascript, which fetches JSON and builds the HTML



Error Handling Strategies

Fail Fast, Fail Hard: If a request is invalid, reject it immediately at the controller layer.

The most crucial part of API design. How does the client know it failed?

    # Fail Fast Validation

    if not amount or amount <= 0:

        return jsonify({"error": "Amount must be positive"}), 400

@app.route('/transfer', methods=['POST'])

def transfer_funds():

    amount = request.json.get('amount')

    # ... expensive database transaction ...



Detailed Error Messages (JSON Format)
Don’t just return a raw HTTP 400. Provide a structured JSON error body.

// HTTP/1.1 400 Bad Request

{

  "errors": [

    {

      "title": "Validation Error",

      "detail": "The 'email' field must be a valid email address.",

      "source": { "pointer": "/email" }

    }

  ]

}



The Anatomy of a Perfect REST Request

1. The URI: Identifies the resource ( /api/v1/orders/123 )

2. The Method: Identifies the intent ( PUT )

3. The Headers: Identifies metadata and authorization ( Content-Type , Authorization )

4. The Body: Contains the data payload

To build a professional REST API, you must master the HTTP protocol geometry:



Common Pitfalls in REST Design
1. Ignoring HTTP Status Codes: Returning 200 OK  with {"status": "error"}

2. Stateful REST: Relying on server-side HTTP Sessions (cookies) instead of passing stateless tokens

3. Chatty APIs: Forcing the client to make multiple sequential GET requests instead of using filtering or

projections



Advanced HTTP Methods & Concepts
Deep Protocol Analysis



The Idempotency of HTTP Methods
Idempotent: Executing the operation once has the exact same theoretical effect as executing it 10,000

times

Safe: Executing the operation does not alter the state of the server at all. (It is read-only)

Why does this matter? Because networks fail, and clients automatically retry



Idempotency: GET
GET  is Safe and Idempotent

If you call GET /users/123 , the server returns the user

If the network drops and your browser automatically retries GET /users/123  ten times in the background,

nothing bad happens

The database state never changed



Idempotency: PUT  vs POST
PUT (Idempotent, NOT Safe)

PUT /users/123 {"name": "Alice"}  replaces

User 123

Retry it 10 times — still the same result

POST (NOT Idempotent, NOT Safe)
POST /users {"name": "Bob"}  creates a new

user

Retry it 10 times — you create 10 different users

named Bob, each with a new ID



Idempotency: DELETE
DELETE  is Idempotent but NOT Safe

DELETE /users/123  removes the user

First call: Returns 200 OK  (User Deleted)

Second call: Returns 404 Not Found  (Already Deleted)

Result: The end state of the database is the same: User 123 does not exist



The PATCH  Method
What if you only want to update one field, not replace the entire resource?

PATCH  applies partial modifications

It is NOT universally guaranteed to be Idempotent (depending on implementation)

PATCH /users/123 {"increment_age": 1}  — Applied 10 times, they age 10 years. Not Idempotent!



HTTP Status Deep Dive: 201 Created
When a POST  successfully creates a resource, returning 200 OK  is technically valid but weak

Best Practice: Return 201 Created

Crucial Header: You MUST include a Location  header pointing to the newly created resource’s URI

HTTP/1.1 201 Created

Location: /api/users/8884



HTTP Status Deep Dive: 401  vs 403
401 Unauthorized

"I don’t know who you are. Provide authentication
credentials (login)."

403 Forbidden

"I know exactly who you are, but you do not have the
authorization (permissions) to view this resource."



Building Robust URI Hierarchies
What happens when resources belong to multiple parents?

Should it be /authors/45/books/99  or /publishers/10/books/99 ?

Rule of Thumb: Use top-level collections for primary querying

GET /books/99  is preferred over deep nesting



Filtering Top-Level Collections
Use query parameters to replace complex hierarchical nesting

Instead of /authors/45/publishers/10/books :

GET /books?authorId=45&publisherId=10



Content Negotiation (Advanced)

What does the q=0.9  mean? It’s a Quality Vector (Weight)

The client sets numerical preferences

The server intelligently processes them to compute the best match representation

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8



Exploring HTTP HEAD  Method
What if a client only wants to know if a resource exists, or how large it is, WITHOUT downloading it?

HEAD  method: Identical to GET , but the server returns ONLY the HTTP headers, with no response body

Useful for checking Content-Length  or validating cache ETags  efficiently



Exploring HTTP OPTIONS  Method & Introspection
OPTIONS  allows a client to inspect the capabilities of the API

A client sends OPTIONS /users  to find out what HTTP methods are allowed

Server responds: Allow: GET, POST, OPTIONS

Highly critical for Cross-Origin Resource Sharing (CORS) preflight requests



Data Modeling: 1-to-N Relationships in JSON

1. Embedded Array: Include the child entities directly. Good for small items (e.g., tags)

2. Array of IDs: Return only reference IDs. The client fetches relations separately

How do you serialize One-to-Many relationships efficiently?

{

  "id": 1,

  "name": "Project A",

  "taskIds": [10, 15, 22]

}



Data Modeling: N-to-N Relationships in JSON

Do not PUT  the entire massive array to add one item

Best Practice: Create a RESTful sub-resource controller to manage the junction

In a Many-to-Many relationship (e.g., Users and Roles), how do we modify the link?

// Add Role 5 to User 123

POST /users/123/roles/5



Form Data vs JSON Payloads
Should you use application/x-www-form-urlencoded  or application/json ?

Form Data: Ancient HTML standard. Harder to naturally express nested objects

JSON: Explicit nesting, strict typing (numbers/booleans), modern standard

REST APIs should strictly favor JSON unless processing standard file uploads via multipart



Asynchronous REST: The Problem
REST is natively Synchronous

A client sends a POST /reports  to generate a 100 GB analytics report

If the server takes 15 minutes to calculate it, the HTTP request will timeout and close, causing a crash

How do we run expensive jobs smoothly in REST?



Asynchronous REST: 202 Accepted  & Polling
The client issues POST /reports

Server instantly replies 202 Accepted  and a Location: /reports/status/99

The server generates the report in a background thread/worker queue

Polling: Client repeatedly queries GET /reports/status/99  until the state says COMPLETED



Asynchronous REST: Webhooks
Polling is inefficient (spamming the server)

Webhooks (Reverse REST): The client provides a URL to the server: POST /reports {"callbackUrl":

"https://client.com/ready"}

The server processes the data and sends a REST POST  back to the client when finished!



Asynchronous REST: Server-Sent Events
Server-Sent Events (SSE): A unidirectional event stream

The client establishes a long-lived GET  connection

The server continuously pushes real-time text updates (e.g., progress bars, stock tickers) without the client

needing to ask repeatedly

Stays within HTTP bounds, unlike WebSockets



Complex JSON Structures: Polymorphism
What happens when a collection contains different item subtypes? (e.g., An Item  could be a Book  or a

Movie )

Polymorphic JSON: Include a discriminatory field

{"type": "book", "pages": 300}  vs {"type": "movie", "duration": 120}



Error Handling Formats: RFC 7807

RFC 7807 (Problem Details for HTTP APIs) standardized it:

We discussed creating detailed JSON errors. The internet realized everyone was inventing their own error
structures.

{

  "type": "https://example.com/probs/out-of-credit",

  "title": "You do not have enough credit.",

  "status": 403,

  "detail": "Your current balance is 30, but that costs 50."

}



The Danger of "Fail Soft"
Anti-pattern: Your API expects JSON. It throws an internal 500 error

The Application Server (e.g., Nginx, Tomcat) intercepts it and serves a webpage "Oops!"

The mobile client crashes instantly reading the HTML file as a JSON array ( SyntaxError: Unexpected

token '<' )



Structuring REST Controllers Cleanly
Keep controllers thin. They should purely handle serialization logic.

        return jsonify(userDto), 201

    except ValidationError as e:

# GOOD CONTROLLER (Thin)

@app.route('/users', methods=['POST'])

def create_user():

    try:

        userDto = UserService.create_new_user(request.json)

        return jsonify(e.details), 400



Data Transfer Objects (DTOs)
Never serialize your raw Database Entity classes directly to JSON

Why? Security.

If you serialize an Entity directly, you risk leaking hashed passwords or internal data fields to the public

internet



Content-Type vs Accept

Accept: application/xml  means "I am the client. Please send me your response in XML if you can."

Content-Type: application/json  means "I am the client. I am currently sending you a POST request,

and the body of my request is explicitly JSON."

A quick clarification:



Handling Unknown JSON Fields
What if your API expects {"userId": 1, "name": "Dan"}  but the client sends {"userId": 1, "name":

"Dan", "is_admin": true} ?

Permissive parsing: Ignore is_admin

Strict parsing: Throw a 400 Bad Request: Unknown Field



The Cost of REST: N+1 Request Problems
You build a /users  endpoint. It returns an array of 50 users

Each user JSON object contains an avatar_id

To render the grid, the UI makes a separate GET /avatars/:id  request for each user

1 Initial Request + 50 Follow-up Requests = 51 Network Hops



Mitigating N+1 in REST

2. Move to GraphQL (As we will discuss later).

1. Composite "Sideloading": Return the avatars in the initial request.

{

  "users": [ { "id": 1, "avatar_id": 99 } ],

  "includes": {

     "avatars": { "99": "http://img.png" }

  }

}



Summary of REST Architecture
REST maps CRUD database operations to HTTP Verbs

Representations are usually lightweight JSON objects

Embrace the stateless nature of HTTP to allow infinite horizontal scaling

Idempotency rules guard execution stability

Construct thin Controllers that reject invalid parameters instantly



Next Lecture Preview

Pagination Constraints

Web Caching & CDNs (ETags)

API Versioning Strategies

Advanced HATEOAS traversal & REST Maturity Models

API Security Gateways

Lecture 5: RESTful Web Services (Part 2)



Q&A
Questions?



Homework
1. Open your browser terminal. Use the fetch()  API to make a GET request to

https://jsonplaceholder.typicode.com/posts

2. Inspect the HTTP headers in the Network Tab

3. Look at the Content-Type  and Status Codes

4. Write a simple POST with a malformed JSON payload and note down the resulting Error structure layout


