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What is SOAP?
Simple Object Access Protocol

A standardized messaging protocol used to exchange structured data over the network

The "Heavyweight Champion" of enterprise integration

Enables communication between applications running on different platforms and programming languages



A Brief History of SOAP
1998: First introduced by Microsoft to exchange data over the internet

Created to bypass corporate firewalls (since it usually rides over HTTP port 80/443)

Early 2000s: Became the cornerstone of SOA (Service-Oriented Architecture)

W3C Recommendation: Maintained and standardized by the World Wide Web Consortium



The Evolution of SOAP
SOAP 1.1: The most widely adopted version historically

SOAP 1.2: Introduced more flexibility, better fault handling, and protocol independence

The Competitor: In the mid-2000s, RESTful web services emerged as a lighter, faster alternative to SOAP



Current State of SOAP

Why it survives: High security, transactional reliability, and rigid contracts

Where it’s used today:

Banking and Financial Services

Healthcare systems (HIPAA compliance)

Legacy enterprise architectures

Telecommunications

Is SOAP dead? No.



Understanding Web Services Architecture
Based on the Client-Server Model for distributed computing

Client: The component that consumes the service (sends the request)

Server: The component that provides the service (processes and responds)



Standardized Protocols
Web services must ensure interoperability

A Java server on Linux must easily talk to a C# client on Windows

Transport layer: HTTP, SMTP, TCP

Messaging layer: XML (Extensible Markup Language)



SOAP vs RESTful (High-Level)
SOAP:

A formal protocol

Action-driven ( ProcessPayment )

Heavyweight, highly secure

RESTful:

An architectural style

Resource-driven ( /payments/123 )

Lightweight, flexible



Key Characteristics of SOAP
1. XML-Based Message Format

2. Designed for Distributed Computing

3. Built-in Error Handling (Faults)

4. Extensibility (WS- standards)*



XML-Based Message Format
All SOAP messages are strictly XML

Why XML?

Machine-readable AND Human-readable

Strictly defined schemas (XSD)

Allows complex hierarchical data structures



Designed for Distributed Computing
SOAP operates conceptually as a Remote Procedure Call (RPC)

The client calls a local function stub

The SOAP engine translates that call into an XML envelope, sends it over the wire, and waits

The developer rarely writes the raw XML by hand



Advantages of SOAP
1. Language and Platform independent

2. Extensible: Can add new features without breaking existing clients

3. Neutral: Runs over HTTP, SMTP, TCP, UDP

4. Built-in standards: The WS-* stack (WS-Security, WS-Addressing, WS-ReliableMessaging)



Disadvantages of SOAP
1. Complexity: The learning curve is steep. Generating proxy classes can fail spectacularly if the WSDL is

malformed

2. Verbosity: XML envelopes add massive overhead. A 5-byte payload might require a 200-byte XML envelope

3. Performance: Parsing XML is CPU-intensive compared to JSON or Protobuf

4. Rigidity: It is very difficult to quickly hack together a SOAP client compared to a REST client



How SOAP Works (The Workflow)
1. Request Formulation: Client application calls a local proxy object method

2. Serialization: The proxy converts the method call and parameters into an XML SOAP Request

3. Transport: The XML is sent via HTTP POST to the server

4. Deserialization: The server receives the XML, parses it, and invokes the actual backend code

5. Response: The process reverses, sending an XML SOAP Response back to the client



The Anatomy of a SOAP Message

Envelope  (Mandatory)

Header  (Optional)

Body  (Mandatory)

Fault  (Optional, sits inside the Body)

A SOAP message is an XML document containing the following elements:



The SOAP Envelope
The root element of every SOAP message

Must be named Envelope

Often defines the namespaces used in the document

<?xml version="1.0"?>

<soap:Envelope

xmlns:soap="http://www.w3.org/2003/05/soap-envelope"

soap:encodingStyle="http://www.w3.org/2003/05/soap-encoding">

  <!-- Header and Body go here -->

</soap:Envelope>



The SOAP Header
Optional, but incredibly powerful

Contains application-specific information (like authentication, payment contexts, or transaction IDs)

Can be processed by intermediaries (routers/firewalls) before it reaches the final destination

<soap:Header>

  <m:Trans xmlns:m="http://www.w3schools.com/transaction/"

           soap:mustUnderstand="1">234</m:Trans>

</soap:Header>



The SOAP Body
The mandatory core of the message

Contains the actual RPC method call and its arguments (in requests)

Contains the return values (in responses)

<soap:Body>

  <m:GetPrice xmlns:m="http://www.w3schools.com/prices">

    <m:Item>Apples</m:Item>

  </m:GetPrice>

</soap:Body>



Understanding SOAP Faults
If something goes wrong, SOAP doesn’t just return a 500 Internal Server Error. It returns a structured

Fault  element inside the Body

Sub-elements:

<faultcode> : A standard code (e.g., Client , Server , MustUnderstand )

<faultstring> : Human readable explanation

<detail> : Application-specific error data



Handling SOAP Faults
<soap:Body>

  <soap:Fault>

    <faultcode>soap:Server</faultcode>

    <faultstring>Database connection failed.</faultstring>

    <detail>

      <e:myfaultdetails xmlns:e="http://example.com/errors">

        <message>Timeout waiting for DB pool.</message>

        <errorcode>1044</errorcode>

      </e:myfaultdetails>

    </detail>

  </soap:Fault>

</soap:Body>



SOAP Binding and Transport
Binding: Specifies how SOAP messages are mapped onto a transport protocol

HTTP/HTTPS: The most common. Uses POST requests

SMTP: Yes, you can send SOAP messages via email! Useful for highly disconnected, asynchronous systems

where immediate responses aren’t needed



Creating a SOAP Web Service in Java
Java is the enterprise king of SOAP

JAX-WS (Java API for XML Web Services): The standard Java API

Uses Annotations to magically turn standard Java classes into SOAP endpoints



Defining the Service Interface (Java)

    // Defines which methods are accessible over the network

import javax.jws.WebMethod;

import javax.jws.WebService;

// The annotation tells Java to expose this as a Web Service

@WebService

public interface HelloWorld {

    @WebMethod

    String sayHello(String name);

}



Implementing the Service (Java)

    @Override

    public String sayHello(String name) {

        return "Hello, " + name + "! Welcome to SOAP.";

import javax.jws.WebService;

@WebService(endpointInterface = "com.example.HelloWorld")

public class HelloWorldImpl implements HelloWorld {

    }

}



Exposing the Endpoint

        // Start an embedded HTTP server and expose the service

        Endpoint.publish("http://localhost:8080/ws/hello", new HelloWorldImpl());

import javax.xml.ws.Endpoint;

public class Main {

    public static void main(String[] args) {

        System.out.println("SOAP Service is running...");

    }

}



What is WSDL?
Web Services Description Language

The "contract" of a SOAP service

An XML document that describes:

What the service does (Operations)

Where it resides (URL)

How to invoke it (Data types and messages)



Anatomy of a WSDL Document
<types> : Defines XML Schema Data types (e.g., xsd:string , xsd:int )

<message> : Defines the data elements for each operation (Inputs and Outputs)

<portType> : Describes the operations (methods) that can be performed

<binding> : Specifies the protocol (usually SOAP over HTTP)

<service> : The network address where the service is hosted



Generating Client-Side Proxy Stubs
How does a client consume a WSDL?

They use a code generator (like wsimport  for Java, or svcutil.exe  for C#)

The generator downloads the WSDL, parses the XML, and creates native Class files holding all the necessary

network logic



Using wsimport  (Java CLI Tool)

-keep : Keeps the generated Java source files so you can inspect them

-s ./src : Places the files in your source directory

It generates the HelloWorldService  and HelloWorld  interface locally

# Point the tool at the live WSDL URL

wsimport -keep -s ./src http://localhost:8080/ws/hello?wsdl



Consuming the Service (Client Java)

        // Call the remote method as if it were local!

        String response = helloProxy.sayHello("Dan");

public class SoapClient {

    public static void main(String[] args) {

        // Instantiate the generated Service class

        HelloWorldService service = new HelloWorldService();

        // Get the generated interface proxy

        HelloWorld helloProxy = service.getHelloWorldPort();

        System.out.println("Response: " + response);

    }

}



Advanced SOAP: WS-Security
Standard HTTP relies entirely on SSL/TLS for security (HTTPS)

HTTPS encrypts the tunnel. It does not encrypt the message during intermediate routing

WS-Security secures the SOAP message itself, end-to-end, regardless of transport over HTTP, SMTP, or

messaging queues



WS-Security Features
1. Authentication: Passing Username/Password Tokens or X.509 Certificates in the Header

2. Integrity: XML Signatures ensure the body has not been modified in transit

3. Confidentiality: XML Encryption encrypts specific elements (like <CreditCardNumber> ) so only the final

destination can read them



Example Configuration (Apache CXF)
(Conceptual Configuration)

WSS4JOutInterceptor wssOut = new WSS4JOutInterceptor(outProps);

client.getOutInterceptors().add(wssOut);

// Configure interceptors to append WS-Security headers

Map<String, Object> outProps = new HashMap<>();

outProps.put(WSHandlerConstants.ACTION, WSHandlerConstants.USERNAME_TOKEN);

outProps.put(WSHandlerConstants.USER, "alice");

outProps.put(WSHandlerConstants.PASSWORD_TYPE, WSConstants.PW_TEXT);

outProps.put(WSHandlerConstants.PW_CALLBACK_CLASS, ClientPasswordCallback.class.getName());



SOAP Attachments
XML is text-based. How do you send a 5MB PDF file via SOAP?

You cannot easily put binary data inside XML. (You can Base64 encode it, but that inflates the size by 33%

and burns CPU)

Solution: SOAP Attachments



Types of SOAP Attachments
1. SwA (SOAP with Attachments): Uses MIME multipart/related (like email attachments). The XML

references the attachment via a Content-ID

2. MTOM (Message Transmission Optimization Mechanism): The modern standard. It transparently

optimizes Base64 binary data in the XML. The developer writes code as if it’s Base64, but the framework

automatically rips the binary out, attaches it via MIME, and links it



SOAP Routing and Intermediaries
A SOAP message doesn’t always go Point A to Point B

Intermediary: A node (like a gateway or firewall) that sits between the client and the final server

It processes specific headers, modifies them, and forwards the message



Custom Message Handlers

        Boolean isRequest = (Boolean) context.get(MessageContext.MESSAGE_OUTBOUND_PROPERTY);

        if (!isRequest) {

            System.out.println("Processing incoming SOAP message...");

            // Extract and log specific XML nodes

        }

import javax.xml.ws.handler.soap.SOAPMessageContext;

import javax.xml.ws.handler.soap.SOAPHandler;

public class SecurityLoggerHandler implements SOAPHandler<SOAPMessageContext> {

    public boolean handleMessage(SOAPMessageContext context) {

        return true; // Continue chain

    }

}



Service Registries: UDDI
Universal Description, Discovery, and Integration

Because SOAP requires WSDL files to generate clients, how do you find the WSDL in the first place?

UDDI acts as a "Yellow Pages" for web services

Companies publish their WSDLs to a centralized UDDI registry



The Decline of Public UDDI
The dream failed. Public UDDI registries were shut down (too much spam, lack of trust, security concerns)

However, Internal UDDI is still used inside massive corporate intranets (using tools like Apache jUDDI)

Modern cloud-native architectures replaced UDDI with systems like Consul, Etcd, and Kubernetes Services



Summary: When to Use SOAP Today
DO Use SOAP When:

You need strict, formal contracts enforced by

tooling

You need complex, distributed transactions (ACID

guarantees)

You are required to use WS-* standards due to

compliance (banks, telecom)

DO NOT Use SOAP When:

You are building public APIs for web/mobile

browsers

Bandwidth is highly restricted

You need rapid, agile iteration



Deep Dive: XML Schema Definition (XSD)
You cannot have a strict SOAP contract without an XSD

XSD is to XML what a SQL Table Definition is to a Database

It dictates exactly what elements are allowed, their data types, their length, and their cardinality

WSDL files embed XSDs in their <types>  section



An XSD Example

        <xs:element name="FirstName" type="xs:string"/>

        <xs:element name="Age" type="xs:integer"/>

        <xs:element name="Salary" type="xs:decimal" minOccurs="0"/>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <xs:element name="Employee">

    <xs:complexType>

      <xs:sequence>

      </xs:sequence>

    </xs:complexType>

  </xs:element>

</xs:schema>



Namespaces: The Bane of XML Developers
If two companies define an <id>  tag, how do you merge their XML documents?

Namespaces solve XML naming collisions

Similar to Java Packages or C++ Namespaces

Prefixed to elements and bound to a (usually fictional) URI



Namespace Syntax in SOAP
<soap:Body>

  <payment:Process

     xmlns:payment="http://corp.example.com/billing"

     xmlns:user="http://corp.example.com/identity">

     <user:AccountID>98765</user:AccountID>

     <payment:Amount>100.50</payment:Amount>

  </payment:Process>

</soap:Body>



The Reality of WSDL Generation: Contract-First

The Architect writes the WSDL and XSD by hand

Developers generate the Java/C++ code from the WSDL

Pros: Perfect interoperability, strictly vetted interfaces

Cons: Very slow to iterate. Nobody likes writing XML

Contract-First Development (Top-Down):



The Reality of WSDL Generation: Code-First

The Developer writes the Java code (using @WebService )

The Application Server generates the WSDL dynamically at runtime

Pros: Very fast to build

Cons: The resulting WSDL can be messy and language-specific, causing issues for clients written in other

languages

Code-First Development (Bottom-Up):



Beyond Java: SOAP in C++ (gSOAP)
Java and C# dominate SOAP. What about C/C++?

C++ is used for high-performance, embedded, or legacy systems

gSOAP: The industry standard C/C++ toolkit for SOAP

It generates C++ stubs/skeletons from a WSDL, similar to wsimport



The gSOAP Workflow
1. Feed the WSDL to the wsdl2h  tool

Result: Translates WSDL definitions into an intermediate C/C++ header file

2. Pass the header file to the soapcpp2  compiler

Result: Generates the raw XML parsing code, client proxies, and network binding code in C++



Example: gSOAP Client Execution

    // Call the network method

    if (calc.add(10.0, 5.0, result) == SOAP_OK) {

        std::cout << "10 + 5 = " << result << std::endl;

#include "soapCalculatorProxy.h"

#include "Calculator.nsmap" // Namespace mappings

int main() {

    CalculatorProxy calc;

    double result;

    } else {

        calc.soap_stream_fault(std::cerr);

    }

    return 0;

}



SOAP vs REST Data Size Comparison

REST (JSON):

Size: ~15 bytes.

SOAP (XML):

Size: ~250 bytes. (16x larger!)

Goal: Send a User ID (123).

{"userId": 123}

<?xml version="1.0"?>

<soap:Envelope xmlns:soap="http://www.w3.org/2003/05/soap-envelope"

               xmlns:m="http://example.com/user">

  <soap:Header/>

  <soap:Body>

    <m:GetUser>

      <m:userId>123</m:userId>

    </m:GetUser>

  </soap:Body>

</soap:Envelope>



Advanced WS-Addressing
SOAP operates over HTTP POST to a single endpoint URL

But what if you want to support asynchronous callbacks?

WS-Addressing: Adds routing information inside the SOAP Header

The <wsa:ReplyTo>  address tells the server where to send the response later



Advanced WS-ReliableMessaging
TCP guarantees packets arrive. It DOES NOT guarantee your application successfully processed them before

crashing

WS-ReliableMessaging (WS-RM): Protocol-level acknowledgment of messages

If A sends a message to B, and B doesn’t explicitly send an <Acknowledgement>  XML block back, A will

retry automatically

Ensures "Exactly-Once" delivery



WS-AtomicTransaction (Distributed Transactions)
Scenario: You must deduct $100 from Bank A and add $100 to Bank B

What if the network dies right between the two operations?

WS-AtomicTransaction: Coordinates a Two-Phase Commit (2PC) over web services

All web services succeed, or the entire distributed transaction rolls back automatically



The Cost of the WS-* Stack
We just covered Addressing, Security, ReliableMessaging, and AtomicTransactions

None of these exist natively in REST/JSON

If you choose REST, you must write all this logic from scratch in your application code

If you choose SOAP, you configure the middleware to do it for you



Troubleshooting SOAP Services
When a REST API fails, you just look at the JSON output in the browser

When a SOAP service fails, diagnosing it requires specific tools

Tool 1: SoapUI. The industry standard testing tool

You load a WSDL into SoapUI, and it auto-generates test requests for every single method



Diagnosing WSDL Import Failures
Error: the .NET  generator is failing to parse a Java WSDL

Culprit: Usually unsupported XSD Types

Java might export an ArrayOfHashMaps  that .NET doesn’t natively understand how to deserialize

Solution: Stick to basic primitive types and simple Data Transfer Objects (DTOs) in your service contracts


