API Gateways & Service Meshes




Review of Microservice Topology

= We have decomposed the Monolith

=  Multiple independent services: User-Service , Billing-Service , Inventory-Service,
Notification-Service

= Each service built with a different technology stack (Polyglot Persistence/Programming)

= They communicate over the network

= Question: How does an external client actually access these services?



The Distributed Networking Problem

= [n a monolith, functions call each other in RAM (latency < 0.0001 ms)

= [n Microservices, logic is separated by a physical TCP network

= Fallacy #1 of Distributed Computing: "The Network is Reliable." (It is not)
= We face packet loss, latency spikes, and DNS resolution failures constantly

= Do we really want 50 teams writing custom logic for TCP retries, circuit breaking, and SSL handshakes?



Separation of Concerns in Networking

A Backend Developer’s primary job is to write Business Logic.

They should not spend 70% of their time writing code for:

= SSL/TLS Termination
= Rate Limiting protocols
» JWT Validation

= CORS Headers

=  Retry Logic & Timeout configurations

Solution: Abstract these non-functional requirements to the infrastructure layer.



The Two Network Boundaries

To properly abstract network logic, we must categorize network traffic into two distinct vectors:

1. North-South Traffic: Data entering or exiting the secure boundary of the datacenter/cluster (e.g., a mobile
phone querying the public IP)
2. East-West Traffic: Internal data flowing inside the secure boundary (e.g., Order-Service communicating

with Inventory-Service )



Part 1: The API Gateway Pattern
North-South Traffic



The API Gateway Pattern (North-South)

= Definition: An API Gateway acts as the single point of entry (the "Front Door") for the entire microservice
architecture

= [t sits between external clients (Browsers, Mobile Apps, 3rd-party consumers) and internal microservices

= (Critical Security Principle: Internal microservices never have public IP addresses. Only the Gateway is

exposed to the public internet



Core Functions: Request Routing

The most fundamental job of the Gateway is Reverse Proxying.

It examines the incoming HTTP request and forwards it to the correct internal container:

®  api.company.com/users -> Internal K8s Service 10.0.0.5

®  api.company.com/payments - Internal K8s Service 10.0.0.9



Core Functions: SSL Termination & Cryptography

Decrypting asymmetric HTTPS traffic requires expensive CPU crypto-mathematics
SSL Termination: The API Gateway decrypts incoming HTTPS traffic once at the edge
It verifies the public certificates

It then communicates with internal microservices using fast, unencrypted HTTP

Benefit: Saves massive CPU across 50 microservices by doing cryptography centrally



Core Functions: Authentication Offloading

= Instead of each of the 50 container teams writing JWT validation logic...
= The API Gateway inspects the Authorization: Bearer <token> header first
= [f the JWT signature is mathematically invalid, the Gateway instantly returns 401 Unauthorized

= The internal network never even sees the malicious request



API Gateway as an Aggregator (BFF)

Mobile apps suffer from "Over-fetching" and the "N+1 Network Problem"

The API Gateway implements the Backend For Frontend (BFF) pattern

The Mobile App makes one call: GET /dashboard-summary

The Gateway executes 3 parallel downstream requests to User-Service , Billing-Service ,and

Inventory-Service

It aggregates the responses and returns one perfectly shaped payload to the phone



Core Functions: Rate Limiting and QoS

= A malicious botnet hits your /login endpoint 50,000 times per second

If this traffic hits your internal Postgres database, the entire company goes offline
Rate Limiting: The Gateway tracks incoming IPs using a Redis cache

If an IP exceeds 100 requests/minute - HTTP 429 Too Many Requests

The backend is perfectly protected



Core Functions: Payload Transformation

= Anti-Corruption Layer: Modern mobile apps speak JSON. You might have a 25-year-old mainframe that
strictly speaks XML via SOAP

= The Gateway catches the POST /order JSON request

= Using a scripting plugin (Lua or WebAssembly), it transforms JSON into a legacy SOAP XML Envelope

= [t feeds the legacy system, gets the XML response, converts it back to JSON

= The modern client is completely unaware of the legacy monstrosity behind the Gateway



Popular Enterprise API Gateways

Do not write this yourself from scratch.

1. Kong Gateway: Built on Nginx, extensible with Lua and Go plugins
2. Amazon API Gateway: Fully managed, serverless, natively triggers AWS Lambda
3. Apigee (Google Cloud): Enterprise focus, API monetization and developer analytics

4. Spring Cloud Gateway: Java/Spring-based, ideal for Java Spring ecosystems



Kong Gateway Configuration (Declarative)

In modern systems, Gateway configurations are declared in YAML:

_format_version: "2.1"
services:

- name: internal-billing-container
url: http://billing-service:8080
routes:

- name: public-billing-route
paths:
- /api/vl/billing
plugins:

- name: rate-limiting

config:
minute: 100
policy: local



The API Gateway Bottleneck Risk

Single Point of Failure (SPOF): If every single request passes through the Gateway... what happens if it
crashes?

The entire organization goes completely offline instantly

The Gateway cluster itself MUST be massively highly available

Typically run 5-10 replicas behind a raw Layer 4 Network Load Balancer (e.g., AWS NLB)



The Organizational Bottleneck Risk

= Beyond hardware crashes, there is a severe human bottleneck

= [f Team A wants to launch a new microservice, they must beg the "Central Platform Team" to edit the
monolithic kong.yaml

= This destroys the core philosophy of microservices: Autonomous Deployment and CI/CD

= How do we decentralize the Gateway configuration?



Kubernetes Ingress: The Decentralized Gateway

In K8s, the API Gateway pattern is implemented by the Ingress Controller (e.g., ingress-nginx )
Instead of one giant YAML file, K8s breaks routing rules into tiny Ingress objects

Team A commits billing-ingress.yaml into their own Git repo

Team B commits user-ingress.yaml into their own Git repo

The K8s API Server merges these and commands the central Nginx Proxy in real-time



Summary of North-South Management

= We have successfully secured the "Front Door"
= Public clients can only enter via well-defined URLs
= Traffic is HTTPS encrypted, rate-limited, and JWT authorized before it touches a backend

= Developers do not need to worry about writing public entry points

But the journey is only half over...



Part 2: The Service Mesh
East-West Tratfic



The Missing East-West Problem

=  Mobile app traffic safely hits the Gateway. The Gateway decrypts it and sends raw, unencrypted HTTP into

the datacenter
m  User-Service needs to check inventory: HTTP GET http://inventory:8080/check
= The Massive Security Flaw: Traffic inside the datacenter is completely plaintext!

= [f an attacker breaches a single low-security container via an RCE vulnerability...



The Threat of the Internal Landscape

= The attacker installs tcpdump on the breached internal pod

= Because the internal network is "flat" and unencrypted, the attacker listens to raw HTTP streams
= They capture Credit Card PANs between Billing and Database . They capture usernames and unhashed
sessions

= This represents the failure of perimeter-only security models



Zero Trust Architecture

"Zero Trust" means you fundamentally distrust the network.
Every single internal network call must be:
1. Authenticated: Is Service A mathematically verified to be Service A?

2. Authorized: Is Service A granted permission to talk to Service B?

3. Encrypted: Is the traffic protected via mTLS?



The Zero Trust Implementation Challenge

» If we mandate Zero Trust, how do we enforce it?

= Do we ask 50 different teams (Java, Go, Python, Node) to manually add X.509 certificate handling to every
HTTP request?

= No. That is operationally impossible and guarantees security failures

=  We need the network to magically encrypt itself, without the application code ever knowing



Introduction to the Service Mesh

= Service Mesh: A dedicated, transparent infrastructure layer for handling service-to-service ("East-West")
communication
= Strictly responsible for reliable, observable, and secure delivery of network requests

= The Magic: Requires absolutely zero code changes to the developer’s application

The developer writes: HTTP GET http://inventory/api The Mesh securely delivers it using mTLS.



The Sidecar Proxy Pattern

= In K8s, a Pod can hold multiple containers sharing the same localhost IP
=  The Service Mesh injects a tiny, fast C++ Proxy Container (Envoy) into every single Pod

= Result: The Java container and the Envoy Proxy share the exact same localhost network space



How the Sidecar Works (Outbound)

1. Java App calls fetch('http://inventory:8080"')
2. Hidden Linux iptables rules intercept the outbound request before it leaves the Pod
3. The request is routed internally to the localhost Envoy sidecar

4. Envoy wraps the raw HTTP request in a secure mTLS encrypted tunnel

5. Envoy sends the encrypted packet over the physical network



How the Sidecar Works (Inbound)

6. The encrypted packet hits the Destination Pod
7. The Destination’s Envoy sidecar intercepts the inbound TCP packet

8. It validates the TLS cryptographic signature ("Is this the Billing Service? Yes.")
9. It decrypts the packet

10. It forwards the pure HTTP GET via localhost to the Destination application



Understanding Envoy Proxy

= Envoy: Created by Lyft, now a CNCF graduated project

= Written in highly optimized C++

= QOperates at L3/L4 (TCP/IP) and L7 (HTTP/gRPC/Kafka)

=  Consumes very little memory (usually ~50MB RAM)

=  Executes routing, rate-limiting, and telemetry in microseconds

= The universal standard for "Data Plane" network packet pushing



Architecture of a Service Mesh

A proper Service Mesh consists of two radically separate components:

1. The Data Plane: The thousands of Envoy Proxy Sidecars sitting next to applications, moving the actual
bytes
2. The Control Plane: The central "Brain" — calculates routing rules, mints cryptographic certificates, and

pushes configurations to the Data Plane proxies over a gRPC API



Meet Istio: The Industry Standard

= [stio is the dominant open-source Service Mesh, pioneered by Google, IBM, and Lyft

= Integrates natively into Kubernetes using Custom Resource Definitions (CRDs)

=  Control Plane Daemon: istiod

= Data Plane Proxies: envoy sidecars



Core Mesh: Traffic Routing

= Kubernetes native LoadBalancers are simple: round-robin (50% to Pod A, 50% to Pod B)

= [stio allows deep L7 HTTP routing
= Canary Deployments: "Route exactly 5% of all HTTP GET /billing traffic to the new v2 version"



Advanced Routing: A/B Testing Configuration

Imagine deploying a new "Red Checkout Button" v2 microservice. Business wants 10% of iOS Safari users to
test it.

match:
- headers:
user-agent:
regex: ".*iPhone.*Safari.*"
route:
- destination:
host: checkout-service
subset: v2



Core Mesh: Resiliency

= What happens if the Inventory database hangs, and queries take 30 seconds?

= Previously, we used Resilience4j Java library to build Circuit Breakers inside the code

»  With a Service Mesh, you physically delete all circuit breaking code from your applications

= The Mesh handles it entirely at the network layer



Circuit Breaking in Istio (Declarative)

= Declare an Istio DestinationRule YAML configuration

= "If Envoy fails to connect to Inventory Service 5 times consecutively, open the circuit"

= [t immediately returns HTTP 503 for the next 60 seconds without attempting to touch the broken network

= Halts cascading failure



Timeouts and Smart Retries

# Istio VirtualService
retries:
attempts: 3
perTryTimeout: 2s
retryOn: gateway-error,connect-failure,refused-stream

= The local App makes one HTTP call

= Envoy makes up to three TCP calls automatically before giving up



Core Mesh: Observability (Telemetry)

The biggest problem in microservices: "Why is the API slow right now?"
Because every packet flows through Envoy, Istio knows everything:
= Latency: Time to process requests (P95, P99 curves)

= Traffic Volume: Global Requests Per Second (RPS)
= Error Rates: Ratio of HTTP 500 vs HTTP 200 responses



Visualizing the Mesh (Kiali)

= [stio provides an out-of-the-box UI dashboard called Kiali
= [t generates a live, autodiscovered topological map of the entire cluster

= Visually see a red, pulsating line between Billing and Payments if error rate exceeds 5%

=  Generated mathematically from Envoy proxy data — 100% accurate (unlike outdated docs)



Distributed Tracing over the Mesh

=  Envoy automatically handles Distributed Spans
= When the Gateway takes a request, it generates a x-b3-traceid header
= Envoy passes this along — use tools like Jaeger to visualize

=  Get a microscopic Waterfall chart proving exactly which microservice took 850ms



Service Mesh Security: mTLS Deep Dive

= How can it manage 50,000 certificates without human intervention?

istiod Control Plane acts as a fully automated Certificate Authority (CA)

It constantly mints short-lived (24-hour) X.509 certificates

Pushes them into the ephemeral memory of Envoy proxies

Proxies establish encrypted tunnels and rotate certificates constantly



Zero Trust Network Policies (Authorization)

We have encrypted the traffic. Now we must authorize it.

= Policy: "Only Frontend-Service isallowedto HTTP GET on Billing-Service "
= If a hacker breaches the frontend and tries HTTP DELETE /billing/all — the network must stop them

= [stio AuthorizationPolicy: Declare strict cryptographic identity rules mapping Service Accounts to specific
HTTP methods and paths



Example Istio AuthorizationPolicy

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: billing-viewer
spec:
selector:
matchLabels:
app: billing
action: ALLOW
rules:
- from:
- source:
principals: ["cluster.local/ns/default/sa/frontend-sa']]
to:
- operation:
methods: ["GET"]
paths: ["/billing/*"]



Downsides of a Service Mesh

1. Massive Complexity: Operating istiod requires expert platform engineers

2. Resource Overhead: Envoy in 1,000 Pods = 1,000 extra containers. 50MB x 1000 = 50GB of RAM purely
on network proxies

3. Latency Penalty: Request now flows App - Envoy - Network - Envoy - Target App — adds ~2ms per

call



The eBPF Revolution

=  How does the industry fix the Service Mesh latency and memory overhead?
= eBPF (Extended Berkeley Packet Filter): A revolutionary Linux kernel technology
= Run custom routing, observability, and security code directly inside the Linux Kernel TCP stack

=  We can eliminate thousands of Envoy sidecar proxies



Istio Ambient Mesh

Istio Ambient Mesh: The next generation, using eBPF concepts

Completely rips out the Envoy sidecars from application pods

Moves mTLS encryption into a shared Node proxy called a "ztunnel”

= Saves massive RAM and CPU, improves latency, while retaining all L7 routing features



The Complete Enterprise Stack

Code (Logic): Node.js, Java, Rust, Go

Container (Packaging): Docker OCI Image
Orchestrator (Platform): Kubernetes

East-West Network: Istio Service Mesh (mTLS)
North-South Network: Kong or Ingress API Gateway
Event Data (Async): Apache Kafka

Sync Data (Sync): REST (External) + gRPC (Internal)

AL N N e



The CNCF Landscape

=  Most tools we discussed (Kubernetes, Envoy, Prometheus, Jaeger, gRPC) are hosted by the Cloud Native
Computing Foundation (CNCF)

=  CNCF is a vendor-neutral governing body (part of the Linux Foundation)

= You are no longer locked into expensive, proprietary ESBs from IBM or Oracle

= The foundational internet infrastructure is now free, community-driven, and open-source



A Warning: "Resume-Driven Development”

A Startup uses a 20-node Kubernetes cluster with Istio, Kafka, and 30 Go microservices to build a tiny pizza
ordering system handling 50 users a day.

The Cost: $8,000/month in AWS bills, requiring 3 expensive DevOps engineers just to keep it online.



Abstraction Leakage

= We built the whole stack to hide the physical network from the developer
= Joel Spolsky’s Law: "All non-trivial abstractions, to some degree, leak."
= IfaJava app receives HTTP 503 — is the Java App broken? Istio Proxy? K8s network driver? AWS hardware?

= A developer must eventually understand foundational layers (TCP, HTTP, Linux Networking) to debug

distributed systems



The API First Design Philosophy

= Before building infrastructure or writing code, how do you agree on what the system will do?

= API First Approach: The API is treated as the primary citizen, designed before any backend is implemented
= Tools: OpenAPI Specification (Swagger) for REST APIs

= Write the YAML contract first — explicitly define Request/Response JSON



Code Generation from the Contract

= With a perfectly defined OpenAPI YAML, feed it into openapi-generator

= [t automatically generates Java Spring Boot skeleton controllers

= [t automatically generates TypeScript React API client SDK

= Result: Absolute type safety — the frontend physically cannot call the API with the wrong variable name



GraphQL Federation at the Gateway Layer

= The API Gateway can act as a GraphQL Supergraph Router (Apollo Federation)
= Takes one massive iOS GraphQL query: "Get User + Get Orders"
= Dissects the query into an AST, determines User data is on Pod A and Order data on Pod B

= Fetches both via gRPC simultaneously, merges the result, sends to iOS client



Security at the Edge (Global WAF)

= The Gateway is often paired with a Web Application Firewall (WAF)
=  WAF sits in front of the Gateway on the Cloud edge (AWS CloudFront, Cloudflare)
=  Analyzes incoming HTTP payloads for SQL Injection and XSS attack patterns

= If malicious payload detected - drops connection at the global edge



Real World Failure: The Thundering Herd

= A new Gateway rule miscalculates cache eviction
= All 50,000 mobile clients experience a "Cache Miss" at the exact same millisecond
= They all fire identical backend requests simultaneously

= Thundering Herd crushes your database via CPU starvation

Defense (Jitter): Always add random delay (0-500ms) to automated client-side retry or polling algorithms.



Chaos Engineering

=  How do you know if your Circuit Breakers or Jitter algorithms actually work?
= Do you wait for a massive AWS outage to find out?
= Chaos Monkey (Netflix): Deliberately terrorizes your production network

=  Randomly kills K8s pods, severs TCP connections, injects 5-second latencies during business hours



Handling State (The Saga Revisited)

=  REST mobile client expects synchronous 200 OK instantly

= But inside the cluster, complex financial state is managed by a slow, async Kafka Saga

= Solution: Gateway accepts the request, generates an Order ID ,returns HTTP 202 ACCEPTED

= Mobile App polls GET /orders/id/status until the Saga finishes



Continuous Deployment (GitOps)

= All infrastructure (Gateways, Meshes, K8s) is useless if you can’t update it safely
= GitOps: Entire Cloud Architecture stored as .yaml files in a GitHub repo
= A CI/CD tool watches the repo. If YAML changes from replicas: 3 to replicas: 5 ,the tool instantly

synchronizes production



Immutable Infrastructure

= [faserver node begins behaving strangely...

= You do not SSH in to debug or patch it

=  You destroy the machine entirely

=  Kubernetes boots a brand-new, sterile clone from an immutable Docker Image

= Servers are cattle, not pets



Web Services Recap: The Historical Shift

1. 2000s (SOAP/XML): Strict enterprise contracts, monolithic web servers, heavy XML, synchronous ESBs

2. 2010s (REST/JSON): Mobile era explosion. Lightweight cacheable HTTP, rapid agile iterations, birth of
Microservices

3. 2020s-Today (gRPC/Kafka/Meshes): Massive scale. Binary data encoding, infrastructure-as-code proxies,

Zero Trust environments



Future Trends to Watch

= Al Code Generation: GitHub Copilot writes boilerplate controllers. The "Architect” focuses on Cloud
Infrastructure and YAML deployment logic

= WebAssembly (Wasm): Compiling Rust/C++ into tiny secure modules that execute inside the Envoy
Gateway at near-lightspeed

= Serverless Edge Computing: Pushing microservice code to run physically inside CDN servers next to 5G

cell towers



Conclusion

The best code is no code. The best architecture is the simplest architecture that solves the business
requirement.

Do not over-engineer. Build for the scale you need today, but architect to allow for the scale you’ll need
tomorrow.



