Cloud Computing and Serverless
Architecture

Serverless Computing and Cloud Platforms



The Evolution of Infrastructure

Before we discuss "Serverless", we must understand the progression of how we host software:

1. On-Premises: You buy the physical hardware Dell servers and put them in a closet
2. Colocation: You buy the Dell servers, but rent space in a secure datacenter
3. Virtualization: You own 1 massive server but slice it into 10 Virtual Machines

4. Cloud Computing (Public Cloud): You rent Virtual Machines by the minute from Amazon, Google, or

Microsoft



What is "The Cloud"?

= "There is no cloud, it’s just someone else’s computer.” (True, but misleading)

=  Cloud Computing is the on-demand delivery of IT resources over the Internet with pay-as-you-go pricing

= Instead of buying, owning, and maintaining physical data centers, you access technology services on an as-

needed basis



Cloud Computing Models: IaaS

= Infrastructure as a Service (IaaS)

= Provides the fundamental building blocks for cloud IT

= You rent raw Virtual Machines, raw Hard Drives, and raw Networking

= FExamples: AWS EC2, Google Compute Engine (GCE), DigitalOcean Droplets

=  Your responsibility: You control the OS. You must install security patches, runtime engines (Java/Node),

and manage the database software yourself



Cloud Computing Models: PaaS

= Platform as a Service (PaaS)
=  Provides a development environment without the headache of managing the underlying OS

= You upload your Java .war file or Python code. The platform automatically provisions the OS, the Java
runtime, and the load balancer

= Examples: Heroku, AWS Elastic Beanstalk, Google App Engine

=  Your responsibility: You only manage your Application Code and your Data



Cloud Computing Models: SaaS

= Software as a Service (SaaS)

= Provides a complete, finished software application, hosted and managed by the vendor
= You simply open a web browser and use it

= FExamples: Gmail, Salesforce, Microsoft Office 365, Slack

= Your responsibility: Nothing. You manage user accounts and pay a monthly subscription fee



Cloud Computing Models: BaaS

= Backend as a Service (BaaS)

= Provides developers with a ready-made backend infrastructure for Mobile and Web apps

= You write the iOS/React Frontend. The BaaS handles User Authentication, Database storage, and Push
Notifications automatically

= FExamples: Google Firebase, AWS Amplify, Supabase



The Shared Responsibility Model

A critical concept for Cloud Security:

IaaS: The cloud provider secures the physical datacenter. YOU secure the Virtual Machine’s firewall. If
someone hacks your EC2 server because you left port 22 open, it is your fault, not Amazon’s.

SaaS: The cloud provider secures the data center, the VM, the runtime, and the application. If Salesforce gets
hacked, it is Salesforce’s fault.



Introduction to Serverless Computing

= Serverless is a cloud computing model in which the cloud provider dynamically manages the allocation of
machine resources
= Fact: There are still physical servers involved

= Concept: The concept of a "Server" is completely hidden from the developer



The Serverless Pricing Paradigm

= [n traditional IaaS (AWS EC2): You rent a server for $50/month. If O users visit your site that month, you still
pay $50

= In Serverless: You pay only for exactly what you use

= If your function runs for 200 milliseconds, you are billed for 200 milliseconds

= If your function is never triggered all month, your bill is exactly $0.00



Benefits of Serverless

1. Reduced Operational Cost: No sysadmins required to patch Linux
2. Infinite Scalability (Scale-to-Zero): If traffic spikes from zero to 10,000 requests per second, Serverless
handles it instantly. If traffic drops to zero at 3 AM, resources scale to zero instantly

3. Improved Agility: Developers focus 100% on business logic, not infrastructure YAML files



Types of Serverless Computing

=  When people say "Serverless", they usually mean FaaS
= Function-as-a-Service (FaaS): AWS Lambda, Google Cloud Functions
= Containers-as-a-Service (CaaS/Serverless Containers): Google Cloud Run, AWS Fargate

= Serverless Databases: Amazon DynamoDB, Google Firestore (Databases with no provisioned instances)



Function-as-a-Service (FaaS)

= The most popular type of serverless computing
= You write a single function (e.g., in Python or Node.js)
= The function is dormant until triggered by an Event

=  FEvents: An HTTP request arrives, a file is uploaded to an AWS S3 bucket, a message is put on a MOM Queue



FaaS Architecture Example (Image Resizer)

1. User uploads a profile_pic.jpg to Amazon S3 (Storage)
2. S3 fires an Event: ObjectCreated
3. The Event triggers an AWS Lambda function

4. AWS instantly spins up an invisible micro-container, runs your Python script to resize the photo, saves

thumbnail . jpg , and shuts down

5. You are billed $0.000001 for the 300ms of compute time



History of Serverless

= 2008: Google App Engine (The earliest PaaS precursor)
= 2014: AWS launches Lambda (This created the modern Serverless industry)
= 2016: Microsoft Azure launches Azure Functions

= 2018: Google launches Google Cloud Run (Serverless Containers)



Building Serverless: Google Cloud Run

= FaaS (like AWS Lambda) is great, but it has severe limitations (you must use languages Amazon supports,
you can’t install custom Linux binaries easily)

= Google Cloud Run: A Serverless Compute Platform that runs stateless Containers

=  The Magic: You write whatever you want (Java, Rust, C++), package it in a standard Docker Container, give it

to Google, and Google automatically scales it to zero when not in use



Getting Started with Cloud Run

To deploy to Cloud Run:

Create a Google Cloud Platform (GCP) project
Enable the Cloud Run API layer
Write your application web server

Write your Dockerfile

Build the Container Image

R N

Deploy the Image



Step 1: The Code (Python Flask)

# app.py
from flask import Flask, request

app = Flask(__name_ )

@app.route(' /")

def hello():
# Cloud Run automatically injects PORT into the environment
return "Hello from Serverless Containers!’

if __name__ == '__main__"':
app.run(host='0.0.0.0"', port=8080)



Step 2: The Dockerfile

# Standard containerization
FROM python:3.9-slim

WORKDIR /app

COPY requirements.txt ./
RUN pip install -r requirements.txt

COPY app.py ./

# The container MUST listen on the port Google provides via $PORT
CMD ["python", "app.py'"]



Step 3: Build and Deploy (CLI)

Using the Google Cloud CLI ( gcloud ):

# 1. Build the image using Google Cloud Build
gcloud builds submit --tag gcr.io/my-project/my-app

# 2. Deploy the container image to Cloud Run
gcloud run deploy my-app --image=gcr.io/my-project/my-app \
--allow-unauthenticated

Output: Service [my-app] deployed and is serving 100% of traffic at https://my-app-
hash.a.run.app



The Container Lifecycle in Serverless

How does Cloud Run actually work under the hood?

1. Cold Start: The URL is requested, but 0 containers are running. Google must provision a microVM, pull your
Docker image, boot Linux, start your Python app, and then feed it the HTTP request. This takes ~2 seconds
2. Warm: The container stays alive for a few minutes handling rapid sequential requests (takes ~10ms)

3. Scale to Zero: If no requests arrive for 5 minutes, Google kills the container



Mitigating Cold Starts

= [fa 2-second delay ruins your User Experience, what can you do?

= Minimum Instances: You can configure Cloud Run to always keep exactly 1 container "Warm" in memory,
even if traffic is zero

= Tradeoff: You lose the "Scale to Zero" pricing. You now pay for 1 container 24/7, reverting partially to

traditional IaaS pricing



CPU Throttling in Cloud Run

=  When a container is processing an HTTP request, it gets 100% of its requested CPU

=  When a container finishes the HTTP response, what happens?

=  CPU Throttling: Google instantly throttles the container’s CPU allocation down to near zero

= If your Python app tries to execute a background thread after returning the HTTP 200 OK , that thread will

freeze and execute incredibly slowly until the next HTTP request wakes the container back up



Why Throttle CPU?

Google’s Reason: They pack 1,000 idle serverless containers onto a single physical server. If all 1,000 tried to
run background tasks simultaneously, the server would explode. Throttling enforces isolation.

Your Reason: Cost. You are only billed per millisecond while you are processing a request. If the container is
idle, you are not billed.



Configuring Resources (CPU Quotas)

You can assign exactly how much power your Serverless Container receives:

# Give the container exactly 2 virtual CPUs and 4GB of RAM
gcloud run deploy my-app \

--image=gcr.io/... \

--cpu=2 \

--memory=4Gi



Load Balancing and Concurrency

= [n AWS Lambda, 1 HTTP Request = 1 Function Container. If 100 requests arrive simultaneously, AWS boots

100 containers (Very expensive, lots of Cold Starts)

=  Cloud Run Concurrency: A single Cloud Run container can handle up to 1000 concurrent HTTP requests

simultaneously

= Google uses an internal Round-Robin Load Balancer. It fills Container #1 to 1000 concurrent requests before

it decides to boot Container #2



Autoscaling Limits

autoscaler
minCount: 1
maxCount: 100

= Max Instances: Crucial safeguard. If a malicious attacker sends a DDoS attack to your Cloud Run URL,
Google will happily scale up to 10,000 instances and bill you $50,000

Always set a max_instances limit to cap your financial exposure



Task Scheduling (Serverless Cron Jobs)

= How do you run a task at exactly 2:00 AM every night (e.g., generating database backups)?

= You cannot use cron inside a Serverless container because the container will be asleep at 2:00 AM

= Solution: Cloud Scheduler

= A managed cron service. You tell Google: "Every day at 2:00 AM, send an HTTP GET request to
https://my-run-app/backup ."



Building Serverless with AWS

= While Google Cloud Run is exceptional, Amazon Web Services (AWS) is the global market leader in Cloud
Computing (holding ~33% of the global market)
=  Understanding the AWS Serverless Ecosystem is absolutely mandatory for modern engineers

= Core Services: AWS Lambda (Compute), API Gateway (Networking), DynamoDB (Storage)



What is AWS Lambda?

=  AWS Lambda is a true FaaS

=  You do not write Dockerfiles. You do not worry about ports or HTTP servers like Flask or Express

= You simply write a single Function containing your core business logic, zip the code into an archive, and
upload it

= Lambda natively supports Node.js, Python, Java, Go, and Ruby



AWS Lambda Code Example (Python)

import json

# The Entry Point (Handler) automatically invoked by AWS
def lambda_handler(event, context):

# The 'event' object contains the incoming data
name = event.get('name', 'World')

body_message = f'"Hello, {name}!"

# Return a specific dictionary required by API Gateway
return {

'statusCode': 200,

'body ' : json.dumps({ message': body_message})



Deploying AWS Lambda (Manual)

1. Write lambda_function.py
2. Zip the file into function.zip

3. Upload the zip file to AWS using the CLI:

aws lambda create-function \
--function-name my-hello-function \
--runtime python3.9 \
--zip-file fileb://function.zip \
--handler lambda_function.lambda_handler \
--role arn:aws:iam::123:role/lambda-ex



AWS TAM (Identity and Access Management)

=  Wait, what was that --role flagin the previous slide?

= JAM Execution Roles: The cornerstone of AWS Security

= [f your Lambda function tries to read a file from Amazon S3, AWS will block it

= By default, Cloud resources have Zero Permissions

=  You must create a specific JSON IAM Role that says "Allow Action: S3:GetObject" and explicitly attach

that role to your Lambda function



Triggering Lambda: AWS API Gateway

= Uploading the Lambda code doesn’t give it a web URL. Only the AWS infrastructure can trigger the function

internally
= To expose the function to the internet, you attach Amazon API Gateway
= API Gateway gives you a public HTTPS URL (e.g., https://api.aws.com/prod/hello )
= When a user hits the URL, API Gateway translates the HTTP request into a JSON event object and fires the

Lambda function



AWS API Gateway Features

Why pay for API Gateway instead of just exposing Lambda directly?

1. CORS Support: Handles Cross-Origin Resource Sharing for React/Angular frontend calls

2. Authorization: Validates JWT Tokens via Amazon Cognito before invoking your code

3. Payload Validation: If the user sends { "age": "five" } instead of { "age": 5 }, API Gateway

rejects the 400 Bad Request instantly. You are not billed for Lambda execution time



Serverless Frameworks (IaC)

= (Clicking through the AWS Web UI to configure Lambda + API Gateway + IAM Roles takes 40 minutes and is
incredibly error-prone

= Solution: Infrastructure as Code (IaC)

= Tools like the Serverless Framework (serverless.com) or AWS SAM (Serverless Application Model)

=  You write a single serverless.yml file, and the tool compiles it into CloudFormation and deploys the

entire stack automatically



Serverless.yml Example

service: my-hello-api

provider:
name: aws
runtime: python3.9
region: us-east-1

functions:
hello:
handler: lambda_function.lambda_handler
events: # Automatically provisions an API Gateway!
- http:
path: /hello
method: get



State Management in Serverless

= Because Serverless containers die constantly, where do you store the data?

= You cannot use an SQLite file on the local hard drive

= You must use a managed Cloud Database

= Relational: Amazon Aurora Serverless v2, Google Cloud SQL (Slower to connect, connection pooling limits)
=  NoSQL: Amazon DynamoDB, Google Firestore (HTTP APIs, perfect for rapid ephemeral serverless

connections)



Serverless Drawbacks

It is not a silver bullet.

1. Vendor Lock-in: If you build your entire app using AWS Lambda, DynamoDB, and API Gateway APIs, you
cannot easily move to Google Cloud. You are locked into Amazon’s proprietary ecosystem
2. Debugging Hell: You cannot easily step-debug code that runs on a remote AWS server for 300ms. You rely

entirely on CloudWatch log aggregators

3. Unpredictable Spiky Costs: If a bug causes an infinite loop in an S3 trigger event, you could accidentally

rack up a $10,000 bill overnight



Comparing K8s vs Serverless

Feature Kubernetes (EKS) Serverless (Lambda/Cloud Run)
Control Infinite OS/Networking control Zero server control
Maintenance High (Managing YAML/Nodes) Minimal

Pricing Pay by the Node/Hour Pay by Millisecond

Scaling Slow (Minutes for new Nodes) Instant (Scale to Zero)

Use Case Complex microservice ecosystems Event-driven scripts, Web APIs



Advanced Serverless: The Edge Computing Revolution

= Traditional Cloud: Deploying code to us-east-1 (Virginia). Users in Japan suffer 200ms network latency

= Edge Functions (Cloudflare Workers, AWS Lambda@Edge):

=  You write a Serverless function
= The Cloud provider deploys the exact same code to 300 datacenters globally

= When a user in Tokyo requests the API, the Tokyo datacenter executes the function, returning data in 10ms



WebAssembly (Wasm) at the Edge

=  How can Cloudflare boot isolated functions in 1 millisecond?

= [Instead of heavy Docker containers (which require full Linux user-space), they use WebAssembly (Wasm)

or V8 Isolates

=  Wasm: A binary instruction format initially designed for web browsers, now used for hyper-fast, insanely

secure sandboxing in Edge Serverless computing



Deep Dive: The Serverless Event-Driven Core

= FaaS is entirely useless without Events

= The true power of AWS is the tight integration between Storage, Queues, and Compute

= We call this native integration Event Sourcing in the Cloud



Trigger 1: Synchronous HTTP (API Gateway)

= The Scenario: A mobile app needs to fetch a user profile

= The Mechanism: Mobile App -> API Gateway -> Lambda

= The Wait: The Mobile App blocks and waits until the Lambda function finishes reading the DynamoDB
database and returns the JSON



Trigger 2: Asynchronous Object Storage (S3)

= The Scenario: A user uploads a 4GB raw 4K video file

= The Mechanism: The Mobile App uploads directly to S3 (bypassing all web servers). S3 safely stores the file,
and then fires a background event to Lambda
= The Wait: Zero. The user closes the app immediately. Lambda takes 15 minutes to compress the video in

the background



Trigger 3: Database Streams (DynamoDB Streams)

= The Scenario: You need to index every new user signup into an Elasticsearch database for fast text
searching

= The Mechanism: User saves profile to DynamoDB. DynamoDB automatically streams an "INSERT EVENT"
onto a hidden queue

= The Action: A Lambda function listens to that queue, reads the new user data, and pushes it into

Elasticsearch



Trigger 4: Advanced Routing (EventBridge)

= The Scenario: Modern Enterprise Event Bus

= The Mechanism: An order is placed ( OrderCreated ). Instead of 5 microservices listening directly to each
other, the Event goes to AWS EventBridge

= The Action: EventBridge uses JSON routing rules to send the event to Lambda A (Receipting), SQS B
(Shipping), and Step Functions C (Saga payment)



Combating the Cold Start (Advanced)

We discussed "Minimum Instances" in Cloud Run. AWS handles it similarly but with more complexity:

= Provisioned Concurrency: You pay AWS to keep 50 Lambda containers initialized and "warm", connected

to the database, 24/7

=  Downside: You just reinvented EC2 servers. It costs significantly more money



The Language Impact on Cold Starts

= Not all languages boot equally fast in a Linux container

= Java (Spring Boot): Can take 5 to 10 seconds to execute reflection and build the dependency injection tree.

(Terrible for Serverless)
= Node.js / Python: Typically under 300 milliseconds. (Excellent)
=  Golang / Rust: Native compiled binaries. Boots in under 50 milliseconds. (The ultimate Serverless

languages)



Orchestrating Serverless: AWS Step Functions

= What if a business process requires 5 Lambda functions to run sequentially?
= Example: 1. Charge Card -> 2. Update Inventory -> 3. Email Receipt
= If Lambda #2 fails, how do you rollback Lambda #1?

=  AWS Step Functions: A Serverless visual workflow orchestrator



Serverless Error Handling (Dead Letter Queues)

= Because Lambda is often triggered asynchronously (e.g., by S3), the original user has already left

= [fthe Lambda crashes due to a bug, it will automatically retry twice

m [fit fails 3 times, the Event data is lost forever

=  Crucial Rule: Always attach an SQS (Simple Queue Service) Dead Letter Queue (DLQ) to asynchronous

Lambda functions



Advanced Infrastructure: Kubernetes + Serverless

= If you combine K8s with Serverless, you get Knative

= Knative extends Kubernetes to provide a set of middleware components that are essential to build modern,

source-centric, and container-based applications

= Scale to Zero in K8s: If a service gets no HTTP traffic for a while, Knative shrinks the container count to 0

inside your own private datacenter



Analyzing Serverless Costs (The Trap)

= Serverless looks incredibly cheap initially ($0.20 per 1 Million Requests)

= The Trap: At hyperscale (1 Billion requests a month), Serverless becomes significantly more expensive than
running Kubernetes on bare metal

= Prime Video Case Study (2023): Amazon Prime Video moved a core microservice away from Serverless Step

Functions/Lambda and back onto traditional Monolithic EC2 servers, reducing their infrastructure costs by
90%



The Edge vs The Center

=  Cloud Center (e.g. AWS us-east-1): Massive databases, heavy long-running algorithms, Data Lakes,
Machine Learning training

= Edge (Cloudflare Workers/Vercel): Lightweight middleware, auth token checking, simple routing, ultra-
low latency response Ul caching

=  Modern architecture splits the work between these two extremes



Vendor Lock-in (Revisited)

If you write a Kubernetes Java Spring Boot .jar ,you can drop it onto AWS, Google, or local servers in 5
minutes.

If you write an AWS Lambda function tightly coupled to AWS DynamoDB streams and AWS EventBridge... it
would take 6 months to rewrite that code to run on Google Cloud.



Infrastructure as Code Deep Dive (Terraform)

= We saw the serverless.yml framework. But what is the industry standard?

= HashiCorp Terraform

= A cloud-agnostic IaC tool. You write declarative HashiCorp Configuration Language (HCL)

= [t allows you to provision an AWS Lambda function, a Google Cloud Run container, and a Kubernetes cluster

all from the exact same tool



Example Terraform (AWS Lambda)

resource "aws_lambda_function" "test_lambda" {

filename = "lambda_function_payload.zip"
function_name = "lambda_function_name"

role = aws_iam_role.iam_for_lambda.arn
handler = "index.test"

# Setting the language
runtime = '"modejs18.x"



Summary of Serverless Architecture

= Serverless (FaaS) completely abstracts away the operating system

= Code lies dormant until triggered by an Event (HTTP, Storage, Cron)

= Pricing is strictly pay-per-millisecond, allowing absolute Scale-to-Zero
= Cold Starts are the primary performance penalty

= Vendor Lock-in is the primary architectural penalty



Q&A

Questions?



Next Steps

= Lecture 12: Integration and API Architecture

= We’ve built all these containers and serverless functions. How do we document and design the APIs so the

frontend web app actually understands how to talk to them?

= We will cover OpenAPI (Swagger), API First Design, and mature REST practices



