Containers and Orchestration

Docker, Kubernetes, and Modern Deployment




The Deployment Problem

Before Containers, how did we deploy a Java web service?

Buy a physical server (or rent an AWS VM)
Install Linux
Install Java JDK 11

Install Tomcat Server

Copy the .war file to the server
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Pray the server’s environment exactly matches your laptop’s environment



Containers: A Modern Way to Deploy

= Containers solve the environment problem

= A container is a lightweight, portable, and isolated environment

= It packages your code and all of its dependencies (the JDK, the exact Linux libraries, the configuration files)
into one single immutable box

= If the box runs on your laptop, it is mathematically guaranteed to run exactly the same way on an AWS

server



Key Benefits of Containers

1. Portability: The same container runs on macOS, Windows, AWS, Azure, and your Raspberry Pi
2. Isolation: Container A (running Java 8) is strictly isolated from Container B (running Java 21) on the exact
same server. They do not conflict

3. Efficiency: They are tiny. A container can boot up in 50 milliseconds



Anatomy of Container Tech

1. Image: The read-only template. It contains the code, runtime, system tools, system libraries, and settings
2. Container: The running instance of an Image
3. Runtime: The software that executes the container (e.g., Docker, containerd)

4. Orchestrator: The software that manages thousands of containers (e.g., Kubernetes)



The Container Image

= An Image is a read-only template

= [t is built in Layers

= Layer 1: Base OS (e.g., Alpine Linux - 5MB)

= Layer 2: Runtime (e.g., Node.js - 50MB)

= Layer 3: Application Code (e.g., server.js - 100KB)



The Container Runtime

= The Runtime is responsible for managing the lifecycle of containers on a specific machine
= [t creates, starts, stops, and destroys containers

=  Most importantly, it provides the Isolation between containers using kernel features



Containers vs Virtualization

= Wait, isn’t a container just a Virtual Machine (VM)?
=  No. They are fundamentally different.

= A VM virtualizes the hardware. A Container virtualizes the Operating System



Virtual Machines (Hardware Virtualization)

Structure:

= Physical Server Hardware

=  Hypervisor (VMware / Hyper-V)

= Guest OS 1 (Ubuntu - 2GB RAM) -> App A

= Guest OS 2 (Windows - 4GB RAM) -> App B

Problem: Every VM must boot a complete, heavy Operating System. If you want to run a 5MB Python script, you
have to boot a 2GB Linux OS first. Tremendous waste of RAM and CPU.



Containers (OS Virtualization)

Structure:

= Physical Server Hardware

= Host Operating System (Linux)
=  Container Runtime (Docker)

= App A (5MB RAM)

= App B (5MB RAM)

Advantage: Containers do not have a Guest OS. They directly share the Host OS’s kernel. They are just isolated
Linux processes.



Which is Right For You?

Choose Containers if: Choose Virtual Machines if:

You need a lightweight, highly portable, instantly You need a massive, monolithic legacy database, or
scalable way to run microservices. (95% of modern you require absolute, hardware-level security

web development) isolation between hostile tenants (like a public cloud

provider)



How do Containers Actually Work? (DIY Linux)

= Docker didn’t invent containers. Docker just made them easy

Containers are built using two native features of the Linux Kernel:

1. Namespaces: Provide the Isolation

2. Control Groups (cgroups): Provide the Resource Limits



Linux Namespaces (What you can see)

= Namespaces restrict what a process can see

= [faprocessis put in a completely new Process ID (PID) Namespace, it thinks it is the only program running

on the entire computer. It cannot see or kill other processes

= If put in a Network Namespace, it gets its own private ethO network card and IP address



Linux cgroups (What you can use)

=  Control Groups (cgroups) restrict what a process can use

= You tell the kernel: "This process group is only allowed to use a maximum of 512MB of RAM and 10% of the
CPU."

= If the Java memory leak inside the container tries to consume 2GB of RAM, the Linux kernel instantly kills

the container (OOMK:illed) without affecting the rest of the server



Introduction to Docker

=  Manually configuring Namespaces and cgroups via bash is incredibly difficult
= Docker (released 2013) provided a simple, developer-friendly CLI to automate the entire process

= It revolutionized the software industry almost overnight



The Docker Architecture

Docker uses a Client-Server architecture:

1. Docker Client: The CLI tool ( docker run, docker build)

2. Docker Daemon (Engine): The background service (dockerd) running on the host machine. It does the

heavy lifting: building, running, and destroying containers

3. Docker Registry: The cloud server where you upload/download images (e.g., Docker Hub)



Containerizing an Application (Dockerfile)

= How do you turn your Java Spring Boot or Python Flask app into a Docker Image?
=  You write a Dockerfile

= A text file containing a list of instructions on how to build the image layer by layer



A Typical Dockerfile (Node.js Example)

# Step 1: Specify the Base Image (The starting point)
FROM node:18-alpine

# Step 2: Set the Working Directory inside the container
WORKDIR /app

# Step 3: Copy package.json from host laptop to container
COPY package.json ./

# Step 4: Run a command during the BUILD phase to install dependencies
RUN npm install

# Step 5: Copy the rest of the source code
COPY .

# Step 6: Expose the network port the app runs on
EXPOSE 8080

# Step 7: The command that executes when the container STARTS
CMD ['"node", "server.js"]



Building and Running

To Build: docker build -t my-app:v1.0 .

This reads the Dockerfile in the current directory ( . ), executes the steps, and tags the final resulting binary
image as my-app:v1.0.

To Run: docker run -d -p 8080:8080 my-app:v1.0

= -d : Detached mode (run in the background)

= -p 8080:8080 : Map port 8080 on my laptop to port 8080 inside the isolated container namespace



Essential Docker Commands

Memorize these for your daily workflow:

=  docker ps : Lists all currently running containers

= docker images : Lists all cached images downloaded to your hard drive
=  docker stop <container_id> : Gracefully stops a running container

= docker rm <container_id> : Permanently deletes a stopped container

= docker logs <container_id> : Streams the stdout console logs of a background container



Pushing to a Registry

= Once built, it only exists on your laptop. How do you get it to the AWS production server?

= You push it to a Registry (like Docker Hub, AWS ECR, or GitHub Container Registry)

docker tag my-app:v1.0 registry.example.com/my-app:v1.0

docker push registry.example.com/my-app:v1.0



Advanced Docker Instructions

ENV : Defines an environment variable baked into the image ( ENV DB_URL=localhost )

ARG : Defines a variable only used during the build process (like an ephemeral SSH key to download private
Git repos)

ENTRYPOINT : Similar to CMD, but harder to override. Often used to make the container act exactly like a
standard CLI tool



Docker Connectivity (Networks)

= By default, you cannot ping one container from another container unless they are placed on the same
virtual network

= Bridge Network: The default network. Containers on the same bridge can talk to each other using internal
[P addresses

= Host Network: Removes network isolation entirely. The container binds directly to the laptop’s physical

ethO port. (Fast, but dangerous)



Docker DNS Linking

= Internal IP addresses of containers change every time they reboot. You cannot hardcode an IP

= Docker DNS: If Container A is named database , and Container B is attached to the same network...
= Container B can simply use jdbc:mysql://database:3306

= Docker’s internal DNS automatically resolves the word database to the correct internal IP address

dynamically



Docker Storage (Volumes)

= Crucial Rule: Containers are ephemeral. When a container is deleted or crashes, ALL data inside it is
permanently deleted
= If you run a PostgreSQL database container and it crashes, you just lost the company’s entire data history

= Solution: Volumes



How Volumes Work

= Volumes bypass the container’s isolated, ephemeral file system

= A volume physically maps a secure folder on the Host Linux Server’s hard drive directly into the Container’s

file system
= If the Container crashes and is deleted, the Host Folder remains perfectly untouched

= When you spin up a Replacement Container, you attach it to the exact same Host Folder, and the database

instantly resumes without data loss



Docker Compose

= Running 1 container is easy. What if your Microservice architecture relies on 5 containers (React Frontend,
Node Backend, Python Al, Redis, PostgreSQL)?

= Typing docker run 5 times with complex network flags is tedious

= Docker Compose: A tool for defining and running multi-container Docker applications using a single

docker-compose.yml file



Docker Compose Example

version: '3.8'
services:
web:
build: frontend/
ports: [''3000:3000"]
depends_on:
- api
api:
build: backend/
ports: [''8080:8080"7]
environment:
- DB_HOST=database
database:
image: postgres:14
volumes:
- pgdata:/var/lib/postgresql /data

volumes:
pgdata: # Declares the persistent volume for the DB



The Need for Orchestration

= Docker Compose is great for laptops. But it only runs on ONE physical server
= [fyou deploy to production, and that one server’s motherboard burns out, your website dies
= To achieve high availability, you need to run containers across a cluster of 10, 50, or 100 physical servers

= You need a Container Orchestration Platform



Docker Swarm

= Docker Swarm: Docker’s built-in orchestration system
= It clusters multiple Docker Engines (running on multiple physical VMs) into a single virtual Docker Engine
= You tell the Swarm Manager: "I want 5 copies of Nginx"
= The Manager looks at its 3 Worker Nodes, and automatically deploys 2 instances to Server A, 2 to Server B,

and 1 to Server C



Benefits of Docker Swarm

1. High Availability: If Server B catches fire and goes offline, the Swarm Manager instantly notices and re-
boots those copies onto remaining servers to maintain the desired state
2. Scalability: You can add a new physical server to the cluster at runtime without downtime

3. Load Balancing: Swarm includes an automatic internal routing mesh that distributes HTTP traffic evenly

across all containers



The Rise of Kubernetes (K8s)

= While Swarm is easy, it lacked advanced features required by hyperscalers like Netflix and Amazon
= Kubernetes (Open-sourced by Google in 2014) won the orchestration war

= [t is now the absolute industry standard. If you are deploying microservices today, 90% of the time, you are

deploying them to Kubernetes



What is Kubernetes?

= An open-source container orchestration system

= Used to automate deployment, auto-scaling, and management of containerized applications

= [t is vastly more complex than Docker Swarm, but vastly more powerful



Kubernetes Architecture (Control Plane)

The K8s cluster is split into the Control Plane (The Brains) and the Nodes (The Workers).

API Server: The front-end of the Control Plane. Every kubectl command talks to this REST API

Scheduler: Watches for newly requested containers and decides which Worker Node has the available
CPU/RAM to run it

etcd: A distributed, highly-available key-value store. It is the absolute source of truth for cluster state

Controller Manager: Runs continuous background loops



Kubernetes Architecture (Worker Nodes)

The Worker Nodes are the heavy lifters that actually run your Java code.

= Kubelet: An agent running on every node. It listens to the API Server and makes sure containers are
running and healthy

=  Kube-Proxy: Maintains network routing rules on the node, allowing network communication to your
containers

= Container Runtime: (Usually containerd or Docker). The actual software that starts the isolated

processes



Kubernetes Resources (The Pod)

= Crucial Rule: Kubernetes does NOT manage Containers directly. [t manages Pods
= A Pod is the smallest deployable computing unit in K8s
= A Pod contains one or more containers that share the exact same network namespace (They share the exact

same localhost IP address and port space)



Kubernetes Resources (Deployments)

= You almost never create a Pod manually. If a manual Pod dies, it is dead forever

= Deployments manage Pods

= A Deployment is a declarative YAML file that commands K8s: "Ensure exactly 3 Pods running
nginx:latest are alive at all times."

= [faPod is deleted, the Deployment Controller instantly detects the 2 != 3 math error and spins up a

replacement



Kubernetes Resources (Services)

= Pods are highly ephemeral. They are born and die constantly. Their internal IP addresses change constantly
= How does the Frontend communicate with the Database if the IP changes every 5 minutes?
= Services provide a permanent, stable, internal IP address and DNS name (e.g., postgres-svc-internal )

= A Service acts as an internal Load Balancer, routing traffic evenly to whichever dynamic Pods are currently

alive



Kubernetes Resources (Ingress)

= Services are only accessible internally inside the cluster
= How do you expose the Frontend UI to the public internet?
= Ingress is an API object that manages external access to the services in a cluster, typically HTTP/HTTPS

= It provides load balancing, SSL termination, and name-based virtual hosting



Review: The Lifecycle of a K8s Request

1. User browses to myapp.com

Traffic hits the Public Load Balancer and enters the Ingress

Ingress examines the URL, terminates the SSL, and routes HTTP to the frontend Service
The Service load balances the request to one of the 5 healthy frontend Pods

The Frontend Pod asks the internal DNS for the backend-api Service
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The backend Service routes to a backend Pod (running your Java Container)



How to Setup Kubernetes

You have three choices, ranging from painful to easy:

1. On-Premises (The Hard Way): Buy bare-metal Linux servers and install all K8s components manually.

Requires expert Linux administrators
2. Cloud-Based VMs: Rent AWS EC2 machines and use a tool like kOps to install Kubernetes onto them

3. Managed Kubernetes (The Standard): AWS EKS, Google GKE, Azure AKS. The cloud provider guarantees
the Control Plane. You just rent the worker nodes and deploy YAML



Advanced Kubernetes: Auto-Scaling

= HPA (Horizontal Pod Autoscaler): Automatically scales the number of Pods up or down based on observed
CPU utilization (e.g., if average CPU > 70%, increase Pods from 3 to 10)

=  Cluster Autoscaler: If the HPA requests 10 new Pods, but your 3 physical Worker Nodes are full, K8s will
automatically ask AWS to boot up a brand new physical EC2 server, attach it to the cluster, and dump the

new Pods onto it



Helm: The Package Manager for K8s

= Deploying a complex database like PostgreSQL requires 10 different YAML files (StatefulSets, Services,
ConfigMaps, Secrets, PersistentVolumes)

= It’s a nightmare to write manually

= Helm: The package manager for Kubernetes

= You type helm install bitnami/postgresql

= Helm automatically downloads a pre-configured template (Chart) and deploys all 10 YAML files perfectly

linked together in 5 seconds



Progressive Delivery for Microservices

= Progressive delivery is a software delivery strategy that gradually deploys new features to users to reduce
risk

= Asdiscussed in the Microservices lecture, tools like Kubernetes natively support these patterns

= Using an Ingress Controller or a Service Mesh (like Istio), you can easily execute Canary Releases, shifting

5% of traffic to the new Pods



SOTA Enhancements: eBPF and Cilium

= eBPF (Extended Berkeley Packet Filter): A revolutionary technology that allows running sandboxed
programs within the Linux kernel without changing kernel source code
=  Cilium: A modern CNI (Container Network Interface) for Kubernetes powered by eBPF

= Why it matters: Replaces kube-proxy . It offers hyper-fast network routing and security at the kernel level,

drastically reducing latency in massive microservice deployments



The Evolution Recap

1. Monoliths: High Delivery Contention, Tightly Coupled, OS Dependency Nightmare

2. VMs: Solved OS Dependency, but severely wasted hardware resources

3. Containers (Docker): Solved resource waste. Lightweight, perfectly isolated execution environments
4. Microservices: Split the software logic into isolated Containers to match the business domains

5. Orchestrators (Kubernetes): Solved the management of thousands of dynamic, ephemeral containers

across data centers



The Drawbacks of K8s

It is not a magic bullet.

= Insane Complexity: A steep learning curve. Developers spend weeks learning YAML instead of writing Java
business logic

=  Cost: Managed EKS control planes are expensive. Running 3 worker nodes 24/7 costs hundreds of dollars a
month minimum, even with zero web traffic

= Overkill for startups: If you are building a simple CRUD app for 100 users, use a simple Platform-as-a-

Service (Heroku/Render). Do not maintain a Kubernetes cluster



Summary



Summary of Lecture Outcomes

We have explored:

The difference between Hardware Virtualization (VMs) and OS Virtualization (Containers)
The structural anatomy of Docker (Engine, Daemon, Image, Container)

The mechanics of writing Dockerfiles and caching layers

The transition from single-node Docker to multi-node Orchestration (Swarm vs Kubernetes)

The fundamental components of a K8s architecture (Pods, Deployments, Services)



Advanced Kubernetes: Stateftul Sets

= Deployments are for Stateless Pods (like Web Servers). If you kill an Nginx Pod, a new identical one replaces
it

= What about Databases? Can you deploy MySQL on K8s? Yes, using StatefulSets

= A StatefulSet guarantees the ordering and uniqueness of Pods ( mysql-0 , mysql-1, mysql-2)

= If mysql-0 dies, K8s will boot a new mysql-0 and instantly re-attach its exact persistent hard drive



Kubernetes Storage: Persistent Volumes (PV)

= Like Docker, K8s Pods are ephemeral. If a Pod crashes, local data is gone
= PersistentVolume (PV): A piece of storage in the cluster (e.g.,a 100GB AWS EBS Drive) mapped by an

administrator

= PersistentVolumeClaim (PVC): The request a developer makes: "I need 10GB of fast SSD storage for my

database."



Configuration Management (ConfigMaps)

= Rule: Never hardcode environment variables ( DB_URL=production.com ) directly into the Docker Image.
The image must run in dev , staging,and prod perfectly identically

= ConfigMaps: K8s objects that store non-confidential data in key-value pairs

=  You inject the ConfigMap into the Pod at runtime as environment variables or mounted files



Managing Secrets Securely

=  What about passwords? You shouldn’t put them in a ConfigMap because they are readable

= Secrets: Similar to ConfigMaps but specifically designed to hold sensitive data (Passwords, OAuth Tokens,
SSH Keys)

Secrets are stored in K8s etcd , often encrypted at rest, and only injected into RAM (tmpfs) on the specific

Worker Node running the Pod that needs them



Advanced Security: Network Policies

= By default, any Pod in a K8s cluster can ping any other Pod (even across namespaces!). This breaks Zero
Trust
= Network Policies: The internal firewalls of Kubernetes
= You write YAML that dictates: "Only the BillingService Pods may send TCP traffic to the
BillingDatabase Pods on port 3306. Reject all other traffic."



Role-Based Access Control (RBAC)

= Who is allowed to type kubectl delete pods ?

= RBAC (Role-Based Access Control) defines permissions
= Roles: "Can read Pods, Can create Deployments."

= RoleBindings: "Assigns the developer Role tothe alice@company.com user account."



The Infrastructure as Code (IaC) Revolution

=  We no longer click buttons in Web GUIs to deploy servers

= We write YAML (Helm, Terraform) and push it to Git

= GitOps (e.g., ArgoCD, Flux): A software agent securely sits inside the K8s cluster

= It constantly polls your GitHub Repository

= If a developer pushes a new YAML commit to the main branch, the agent instantly detects it and applies

the changes



Day 2 Operations: Monitoring the Cluster

You deployed the microservices. Now what? You must monitor the hardware.

= Prometheus: The industry standard open-source systems monitoring toolkit built specifically for K8s. It
scrapes massive amounts of numerical metrics (CPU usage, HTTP response times) from every Pod every 5
seconds

= Grafana: Connects to Prometheus to draw beautiful, real-time graphs and trigger PagerDuty alerts if the

error rate exceeds SLA thresholds



Serverless on K8s: Knative

= If you combine K8s with Serverless, you get Knative

= Knative extends Kubernetes to provide a set of middleware components that are essential to build modern,
source-centric, and container-based applications

= Scale to Zero: If a service gets no HTTP traffic for a while, Knative shrinks the container count to 0, saving
all CPU/RAM resources. When a request hits the system, Knative dynamically boots the container in

milliseconds



Serverless Containers (Fargate/Cloud Run)

= Managing Kubernetes is exhausting. Are there alternatives?
= Serverless Containers: AWS Fargate, Google Cloud Run
=  You don’t configure Worker Nodes, Master nodes, or Auto-Scaling Groups

= You simply give Amazon the Docker Image and say: "Run this image 5 times and map it to api.com ."

Amazon completely handles the physical infrastructure



The Complexity vs Scalability Graph

= PaaS (Heroku/Render): Low complexity, Low scalability limit. Perfect for startups

= Serverless (Fargate/Cloud Run): Medium complexity, High scalability limit. High variable cost

= Managed K8s (EKS/GKE): High complexity, Infinite scalable limit. (Industry standard for enterprise)
= Bare-Metal K8s: Insane complexity, Infinite scalability. Only for global corporations running massive

private data centers



Summary of Cloud Tooling

= Docker gives us the immutable artifact (The Image)

= Kubernetes gives us the resilient, self-healing datacenter (The Cluster)
= Helm gives us the package management

= GitOps gives us the automated, version-controlled deployment pipeline

=  StatefulSets & PVs allow us to run complex databases securely



Q&A

Questions?



Next Steps

= Lecture 11: Cloud Computing Architecture

= We zoom out from K8s and look at Managed Services natively offered by AWS and GCP



Homework

1. Read the Kubernetes official documentation on "Deployments”
2. Install minikube locally (a tiny 1-node Kubernetes cluster that runs on your laptop)

3. Deploy the Python/Node container you built last week into your local minikube instance



