
Introduction to Web Services &
Middleware

WSMT Course

Welcome to the Course!



Course Logistics
Before we dive into the technical content, let’s discuss how this course operates and the assessment plan.



Assessment Plan - Individual Project
Due: April 17th

Component 1: An essay of at least 200 words on a topic selected from the EssayTopics  file (one from

Team)

Component 2: Build a simple RESTful web service (Client and Core) implementing CRUD operations



Individual Project - Technical Requirements
Server must receive HTTP requests via RESTful API

Respond with appropriate HTTP status codes (200 OK, 404, etc.) and JSON body

Persistent data storage (database or similar mechanism)

Implement full CRUD (Create, Read, Update, Delete)

Handle concurrent requests

Validate incoming request format and data



Individual Project - Client & Submission
Client: Must implement full CRUD, receive JSON responses, and display data in a user-friendly way

Submission: Source code must be hosted in the individual GitHub Classroom repository



Assessment Plan - Team Project
Due: May 19th

Team Size: Two students

Goal: Tackle a bigger system architecture project



Team Project - Technical Requirements (1)
Use web services technology (SOAP/REST) for server access

Client with user-friendly GUI implementing CRUD

MOM Framework: Must utilize Message-Oriented Middleware

Load Balancing: Distribute requests across at least two server nodes



Team Project - Technical Requirements (2)
Failover: Automatic redirection if one server fails

Persistence: Messages must persist against server failure

Reliability: Guaranteed message delivery

Queuing: Asynchronous communication between clients and servers



Team Project - Technical Requirements (3)
Administration: MOM framework fully administered via messages

Scalability: Designed to scale horizontally

Security: Ensure confidentiality, integrity, and availability

Compatibility: Must work with existing frameworks (e.g., Apache ActiveMQ, RabbitMQ, Kafka)

Submission: Hosted in the team GitHub Classroom repository



Final Grade Calculation
Prerequisite: You must successfully submit details for both the individual and team projects to receive a

final grade

Standard Formula: Final Grade = (IndividualGrade * 0.4) + (TeamGrade * 0.6)

Exam Penalty: If project deadlines are missed, you must attend the exam session

Penalty Formula: Final Grade = (Individual * 0.4) + (Team * 0.4) + (Exam * 0.2)



Evolution of Enterprise Applications
Let’s step back and look at history. How did we get here?



The Mainframe Era (The Monolith)
Architecture: Single, massive computer

Access: "Dumb" terminals (no processing power)

Pros: Centralized control, easy state management

Cons: Single point of failure, extremely expensive to scale vertically



The Client-Server Era (2-Tier)
Architecture: "Fat" clients talking directly to a centralized database server

PCs arrive: Clients now have processing power to run complex graphical UIs

Pros: Offloaded UI processing to the user’s machine

Cons: Business logic was often mixed into the UI client or stored as massive database triggers. Hard to

update clients (imagine mailing floppy disks!)



The 3-Tier Architecture
Tier 1: Presentation Layer (Client UI / Browser)

Tier 2: Application Layer (Business Logic)

Tier 3: Data Layer (Database)

The Shift: Business logic moved to centralized application servers. Clients became "thinner" (e.g., Web

Browsers)



The Rise of Distributed Systems
Internet expansion meant applications needed to talk to other applications across organizational

boundaries

A single Application Server was no longer enough

Distributed System: A collection of independent computers that appears to its users as a single coherent

system



Challenges of Distributed Systems

Fallacies of Distributed Computing:

1. The network is reliable

2. Latency is zero

3. Bandwidth is infinite

4. The network is secure

5. Topology doesn’t change

Networks are not perfect.



What is Middleware?
Definition: Software that bridges the gap between different applications, tools, and databases

The "software glue"

It hides the complexity of the underlying operating systems and networks

It enables interoperability



Types of Middleware
1. RPC (Remote Procedure Call): Synchronous execution of code on another machine

2. Database Middleware: ODBC/JDBC for database abstraction

3. Message-Oriented Middleware (MOM): Asynchronous message queues (e.g., RabbitMQ)

4. Transaction Processing Monitors: Handling distributed transactions (e.g., 2-Phase Commit)



Synchronous vs Asynchronous Communication

The caller sends a request and blocks (waits) until it receives a response

Analogy: Making a phone call

Pros: Simple to reason about, immediate feedback

Cons: Caller is stuck waiting; tight coupling

Synchronous (RPC, REST HTTP)



Asynchronous Communication

The caller sends a message and immediately continues executing. It doesn’t wait for a response

Analogy: Sending an email

Pros: High performance, decoupled systems, resilient to temporary outages

Cons: Complex to track flow; eventual consistency

Asynchronous (MOM, Webhooks)



What are Web Services?
A specific type of middleware

Standardized ways of integrating web-based applications

Key Characteristic: They communicate over standard internet protocols (primarily HTTP)

Language and Platform independent



Web Service Architectures: An Overview

1. SOAP (Simple Object Access Protocol) - The Enterprise Heavyweight (Lecture 2)

2. REST (Representational State Transfer) - The Web Standard (Lectures 4-5)

3. SOA (Service Oriented Architecture) - The Enterprise Bus (Lecture 7)

4. Microservices / gRPC / GraphQL - The Modern Era (Lectures 9, 12)

Throughout this course, we will explore the major architectural shifts:



Primer: SOAP (Simple Object Access Protocol)
Format: Strictly XML

Contract: Very rigid (WSDL)

State: Generally Stateless, but often used for complex stateful enterprise workflows

Focus: Operations and Actions ( getUser() , calculateTax() )



Primer: REST (Representational State Transfer)
Format: Usually JSON, but can be XML, HTML, etc.

Contract: Implicit, standard HTTP methods (GET, POST, PUT, DELETE)

State: Strictly Stateless

Focus: Resources and Nouns ( /users/123 , /orders/456 )



Example Code: A Simple REST "Hello" (Node.js)
Let’s look at a modern, lightweight approach.

// Express.js - A minimal web framework for Node.js

const express = require('express');

const app = express();

const port = 3000;

app.get('/api/greeting', (req, res) => {

  res.json({

      message: "Hello, Developer!",

      timestamp: new Date()

  });

});

app.listen(port, () => {

  console.log(`Server listening at http://localhost:${port}`);

});



Example Code: The Client (Python)
How does another application consume that?

import requests

url = "http://localhost:3000/api/greeting"

try:

    response = requests.get(url)

    response.raise_for_status() # Check for HTTP errors

    data = response.json()

    print(f"Server says: {data['message']} at {data['timestamp']}")

except requests.exceptions.RequestException as e:

    print(f"Error calling Web Service: {e}")



Message-Oriented Middleware (MOM) Primer
Unlike synchronous REST, MOM uses Queues and Brokers

Producer: Sends message to broker

Broker: Holds message securely

Consumer: Takes message from broker

MOM is the foundation of your Team Project!



Architecture: Monolith vs SOA vs Microservices
1. Monolith: All code runs in one process. Same database

2. SOA (Service Oriented Architecture): Large enterprise services communicating via a central Enterprise

Service Bus (ESB)

3. Microservices: Tiny, independent services, each with its own database, communicating via lightweight

protocols (REST/gRPC/Events)



The Microservices Concept
Do one thing and do it well

API-first design

Decentralized governance (Use Java for billing, Go for routing, Python for AI)

Continuous delivery



Managing the Chaos: Containers and Orchestration
If you have 50 microservices in 5 languages, how do you deploy them?

Containers (Docker): Package the code, runtime, and tools into a standardized unit

Orchestration (Kubernetes): Automatically manage, scale, and restart those containers



The Serverless Paradigm (Functions as a Service)
What if you don’t even want to manage containers?

Serverless (e.g., AWS Lambda, Azure Functions)

You just write the function code. The cloud provider provisions the server, runs it when requested, and tears

it down

You pay only for the milliseconds your code executes



Summary of Today’s Concepts
Course logistics: Individual (REST) and Team (MOM) projects

Middleware abstracts network complexity

Web Services enable language-agnostic communication

Architectures have evolved: Monolith -> Client/Server -> 3-Tier -> SOA -> Microservices

Synchronous (blocking) vs Asynchronous (non-blocking/queues)



Next Steps (Homework)
1. Review the EssayTopics  file on GitHub Classroom

2. Select your topic and start reading the relevant literature

3. Establish your Team of Two

4. Ensure you have a modern IDE (VS Code, IntelliJ) installed, along with your preferred language toolchain

(Java/Node/Rust), and Git



Q&A
Questions?



The Fallacy of "It Works on My Machine"
A common trap for junior developers

Your local environment is not production

Middleware helps abstract away environmental differences

Containerization (Docker) ensures environment parity



A Developer’s Mindset Shift
From Procedural to Service-Oriented

Stop writing massive calculateEverything()  functions

Start thinking: "What is the smallest useful service I can expose?"

Design contracts first



Web Services Data Formats: XML
eXtensible Markup Language

The backbone of SOAP

Highly structured, strictly typed, self-describing

Verbosity is its biggest weakness



Web Services Data Formats: JSON
JavaScript Object Notation

The backbone of REST

Lightweight, easy for humans to read, incredibly fast to parse

Lacks the strict typing guarantees of XML



Web Services Data Formats: Protocol Buffers
Protobufs (by Google)

The backbone of gRPC

Binary format, incredibly small, blisteringly fast

Requires compiling schemas ahead of time



Architectural Trade-offs: The CAP Theorem

1. Consistency: Every read receives the most recent write

2. Availability: Every request receives a (non-error) response

3. Partition Tolerance: System operates despite network drops

In a distributed data store, you can only guarantee 2 out of 3:



Real-World Example: Banking vs Social Media

Social Media (Availability > Consistency): If the database syncing a celebrity’s "Like" count lags, nobody
cares. Let the servers keep accepting "Likes" even if the total count is slightly delayed.

Banking (Consistency > Availability): If the ATM network loses connection to the central server, the ATM
goes down. You cannot allow someone to withdraw money twice.



Scaling Strategies: Vertical Scaling
Vertical Scaling (Scale UP): Buying a bigger server. More RAM, more CPU cores

Pros: No code changes required. Simple databases

Cons: Physical limits exist. Extremely expensive at the high end. Single point of failure



Scaling Strategies: Horizontal Scaling
Horizontal Scaling (Scale OUT): Adding more identical servers to the pool

Pros: Infinite theoretical scale. Resilient to individual node failures

Cons: Massively complex software architecture. State sharing is hard. Load balancing required



The Load Balancer Pattern
The middle-man that directs traffic

Algorithms: Round Robin, Least Connections, IP Hashing

Crucial for both REST environments and Event-Driven systems



Designing for Failure (Chaos Engineering)
Embrace failure. Hardware will die. Networks will partition

Netflix Chaos Monkey: Randomly terminating instances in production to ensure the system survives

Developer Goal: Your service must survive its dependencies failing



The Circuit Breaker Pattern
Prevents cascading failures

If Service A calls Service B, and Service B is failing, the "circuit breaks" after a threshold

Service A immediately returns an error (or cached data) instead of waiting for a timeout, giving Service B

time to recover



The Retry Pattern with Exponential Backoff
When a network request fails (e.g., HTTP 503), do you just give up? No, you retry

But: If 10,000 clients all retry at the exact same millisecond, you launch a DDoS attack against your own

server

Solution: Exponential Backoff + Jitter. Wait 1s, then 2s, then 4s, plus random milliseconds



Securing the Boundaries
In a monolith, security is at the front door

In microservices, every service is a front door

Zero-Trust Network: Never assume requests are safe just because they come from inside the corporate

network

Mutual TLS (mTLS) encrypts traffic between internal services



Observability vs Monitoring
Monitoring tells you a system is broken (e.g., Server CPU is at 100%)

Observability lets you ask why it is broken

The Three Pillars: Logs, Metrics, Traces



The Distributed Trace
A request comes in from a user

A unique Trace-ID  is assigned and passed in HTTP headers to every single microservice that request

touches

Allows developers to visualize the entire path of a transaction across the cluster



Summary of Application Deployment Strategies
Bare Metal: Running apps directly on hardware (Legacy, difficult)

Virtual Machines (IaaS): Abstracting hardware (EC2, slow to boot)

Containers (PaaS/CaaS): Abstracting the OS (Docker, K8s, fast)

Serverless (FaaS): Abstracting the runtime (Lambda, instantaneous)


