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WeADL 2021 Workshop

The workshop is organized under the umbrella of WeaMyL, project funded by the EEA and
Norway Grants under the RO-N0O-2019-0133.
Contract: No 26/2020
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Introduction

Internet
- rapid development
- social media
— growing interest to spend time online
— personal information — sellable good

Trading personal data — uses:
* Targeted ads
* Increasing a company’s revenue
Changing political views
Health information = protected asset = can leak to third parties
Health applications sometimes fail to keep the data private
2018 = GDPR
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Introduction

* User authentication = determine a user’s identity
* Knowledge-based = most utilized (PINs, passwords, etc.)
* Token-based
* Biometric-based
* Virtual Reality (VR)
—> great potential in therapy (e.g. physical and emotional trauma, disorders)
— usually used for gaming = lower need of data security
— secure identification required: medical applications, virtual presence (e.g. conferences),
access to private resources, etc.
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Introduction

 Utilizing user data = ethical if the user gives consent = issues occur when the user is unaware of

the data that is being used
 Artificial Emotional Intelligence (e.g. Amazon’s Alexa)

* Infer emotion from voice, behaviours, etc.

* Humane purposes =2 improve mood (e.g. with jokes, music)

* Negative purposes = control purchasing habits, political views, etc.
Can we use health information for research?

* Yes, if the data is anonymised (# pseudonymisation !)

* Yes, if the user gives consent (on-going process, not one time event !)

* Provide means to remove personal data from storage !

6/2/2021 Working together for a , competitive and inclusive Europe



i 1scdl _
Norway L@Cmp w rlﬁ.

a Cercetérii, Dezvoltarii si Inovérii eaM L
grants y ROMANIA

Norwegian
Meteorological
~v Institute

Background. Related work

e 2016, Yu et al
* Compared 3 VR authentication methods (PIN, password, 3D password)
* 2 experiments, 15 participants
1. Select password = Insert password 5 times = record error rate = PIN is easiest
2.Shoulder surfing = film users authenticating = show to other users = record success
rate = 3D password is safest
2017, Lee et al
* Lip reading for authentication
* LSTM architecture = analyse a sequence of images of the user’s lips
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* Database security

Pseudonyms for tables and table fields

Information encrypted

Encryption = Fernet algorithm, password computed at runtime using
the user’s information

GDPR = each user has their own ID and only has access to their own
information

Minimal data = records of the user’s dance moves

Data is stored in encrypted files on the server

Path to data is computed at runtime
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Methodology

Secure authentication — 3 versions — advantages and disadvantages
1. Username — voice recording; Password — dynamic movement
* Failed — voice analysis did not work
2. ldentify only by dynamic movement
e Accuracy > 99%, did not perform well in practice
3. Username — text; Password — dynamic movement
e Accuracy > 99%, performs inconsistently in practice
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* Dynamic movement records:
1. Positions and rotations

}
2. Only positions iy

{

METEO

Norwegian
TRADITIO \93_:\& &
—— Meteorological
v Institute
ROMANIA
: 23.111183166503906,
: 2.154688835144043,
nﬁnf ' : 21.238862991333008
n E n :
: 23.113162994384766,
"X" . : 2.1573691368103027,
. , : 21.235750198364258
a":
]
'IIX'II : . }-_I
i , "leftControllerPositions™: {
"z "records™: [
I
"headsetRotations™: [ X": -0.1711234301328659,
"Y": 1.2772496938705444,
nyn , "Z": -0.006181010976433754
'IIE'II : .
v -9.20724187791347504,
Y": 9.7210021615028381,
X" , : 9.12436452507972717
'IIE'II : .
e -0.15876558423042297,

6/2/2021 Working together for a

, competitive and inclusive Europe

: ©.5392007827758789,
! ©.0904918685555458



[I METEO
Wfdj] TRADITIO NOSTRA ) N 0 r W e g i 0 n .
Unitatea Executivi pentru VIR - Meteorolo gica l
Norway Fanares Indfimén Saprr eal MyL ‘ aa il Ll
grants ROMANIA

Methodology S s,

. 7134119669596354,
. 5830754558875531,
.61560895900726319,
. 71261994043986,

. 5030754479563632,
.615671174621582,
. 715578556860791 ,
.580387535587316879,
. 61507647705607813,
. 7147644360860189,
. 5030753823852538,
. 6150806446607544 ,
. 71281968994262695,
.5030754832230377,
. 61505635452276851,
. 7139293352762858,
.5030752817726135,
. 6150856667327881 ,
. F122228940327963,
. 5030750283336639,
. 6150558575256348,
. 711285670598348,
6/2/2021 Working together for a , competitive and inclusive Europe 9

* Dynamic movement records
* User records the same move multiple times (4 times)
* Create augmented data = move the positions on X and Z
 Normalize data = between -100 and 100 on X and Z, between 0
and3onY
* Flatten array
* Pad to the right to obtain an array of length 300
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 Artificial Neural Network (ANN)

6/2/2021

Regression model = one neuron on the output layer (1 = true, 0
= false)

Input = 200-dim Dense = 100-dim Dense = Dropout 0.5 = 25-
dim Dense = Dropout 0.25 = Output

RelLU activation on hidden layers

Sigmoid activation on output (for [0, 1] interval)

Compiled with binary_crossentropy, Adam optimizer, learning
rate 0.00001

80% of data for training, 20% for testing

Trained for 150 epochs, with 25% of data used for validation
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Methodology

* Full flow:
e Server receives registration data
* Check to see if the username exists, return error if it does, create a new user in the database if it does not
* Save the registration data into files
* Create augmented files; create flattened files
» Parse all of the data on the server 2 mark the new user’s data with 1 and all of the other users’ data with 0
* Shuffle the labeled data
* Select a number of O-labeled records that is equal to the number of 1-labeled records (to obtain a balanced
dataset)
* Split data into training and testing
* Train and test the new user’s model
e Retrain all of the other users’ models using the new data
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Experimental Evaluation

e Server = Python (Flask)
* Login()
* Receives username, dance record JSON
* Returns
{"user_id": user_id, "code": 200, "error": ""} on SUCCESS
{"user_id":"", "code": 404, "error": "User not recognized."} on FAILURE
* Register()
* Receives username, array of JSON dance records
* Returns
{"user_id": str(user_id), "code": 200, "error": username} on SUCCESS
{"user_id":"", "code": 404, "error": "Could not create user!"} on FAILURE
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Experimental Evaluation

* The flow is performed using States (e.g. RecordDanceState)

* To type the username, the user touches the keys on the virtual
keyboard with the VR controllers

* To record the dance move, the user needs to hold the Grip button
on the right controller

* When the user releases the grip button, the flow moves on to the
next State in the StateSequence

* If the StateSequence is a RegisterStateSequence, then the user has
to repeat the movement 4 times

» After repeating it the 4" time, the information is sent to the server

* If the StateSequence is a LoginStateSequence, the information is
sent to the server after recording one dynamic movement
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Experimental Evaluation

model loss
 Validation loss ~ 0.02, Testing loss ~ 0.02 07 {| = aidation
* Accuracy ~ 0.99 06 -
* The accuracy/loss did not decrease/increase when -
adding users (N=4)
* However, in practice, the login system fails to log any g%
userin 037
* Possible bug in code = will debug 0.2 1
* Model overfitted = unlikely, but will try cross- -
validation and better augmented data | | | | | | | |
» Data too specific = will try better augmented R
data
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Future work

* For login system
e Debug; cross-validation; better data augmentation
* More users
Instructions on screen
Full virtual keyboard & username implementation
e Use of login system
* VR exposure therapy application for emetophobia
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Thank you!

Mircea Maria-Madalina

WeADL 2021 Workshop

The workshop is organized under the umbrella of WeaMyL, project funded by the EEA and

Norway Grants under the RO-N0O-2019-0133.
Contract: No 26/2020
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