
COURSE DESCRIPTION 

Quantum computing with applications in cryptography and AI 

Academic year 2026-2027 

 

1. Programme-related data 

1.1. Higher Education Institution Babes-Bolyai University 

1.2. Faculty Faculty of Mathematics and Computer Science 

1.3. Department Department of Computer Science 

1.4. Field Computer Science 

1.5. Level of study Bachelor 
1.6. Degree programme / 
Qualification 

Computer Science 

1.7. Form of education   Full time 
 

2. Course-related data 

2.1. Course title Quantum computing with applications in cryptography and AI 
Course 
code 

MLE5216 

2.2. Course coordinator  Mihoc Tudor Dan 

2.3. Seminar coordinator  Mihoc Tudor Dan 

2.4. Year of study 3 2.5. Semester 2 2.6. Type of assessment Colloquium 

2.7. Course status Optional 2.8. Course type DS 
 

3. Total estimated time (hours per semester of teaching activities) 

 
4. Prerequisites (where applicable) 

4.1. 
curriculum-relate
d 

Basic knowledge of calculus and linear algebra. 

4.2 skills-related Basic programming skills in Python. 
 
5. Specific conditions (where applicable) 

5.1. course-related Projector. 

5.2. seminar/laboratory-related Computer laboratory. Software: Anaconda, Python, Qiskit. 

3.1. Number of hours per week  5 
of which: 3.2. 
course 

2 
3.3. seminar/ laboratory/ 
project 

0/1/2 

3.4. Total of hours in the curriculum 60 
of which: 3.5. 
course  

24 3.6. seminar/ laboratory 0/12/24 

Time allocation for individual study (IS) and self-taught activities (ST) hours 

Learning from textbooks, course materials, bibliography, and notes (IS) 24 

Additional research in the library, on subject-specific electronic platforms, and on-site 20 

Preparing seminars/ laboratories/ projects, assignments, reports, portfolios, and essays 16 

Tutoring (professional guidance) 2 

Examinations  3 

Other activities 0 
3.7. Total hours of individual study (IS) and self-taught activities 
(ST) 

65 

3.8. Total hours per semester 125 

3.9. Number of credits 5 



6.1. Competencies resulting from the completion of the degree programme (as referred to in the curriculum)1 

Professional competencies 

Competency 
code 

Competency 

PC1 Create software. 

PC4 Align software with system architectures. 

PC5 Use software libraries. 

Transversal competencies 

Competency 
code 

Competency 

TC2 Solve problems. 

TC3 Think analytically. 

 
6.2. Learning outcomes relevant to the degree programme (as referred to in the curriculum)2 

Learning outcomes targeted by the subject 

Competency 
code 

Knowledge and comprehension Specific academic skills 

CP2 CP3 

The student/graduate names, gives examples, 
concludes, specifies, recognizes and critically argues 
the methods of designing and managing complex IT 
projects using modern strategies. 

The student/graduate initiates, prepares, 
implements, and proposes methods for 
developing complex IT projects. The 
student/graduate produces specific 
professional reports. 

 
7. Subject-specific learning outcomes 

Knowledge and comprehension 

1. Understanding the mathematical prerequisites and the fundamental concepts of quantum computing. 

2. Understanding qubits, the Bloch sphere, quantum gates, quantum circuits and the phase kick-back phenomenon. 

3. Understanding the main quantum algorithms used in computation and cryptography, including Deutsch, 
Deutsch-Jozsa, Grover, Shor and quantum Fourier transform. 
4. Understanding applications of quantum computing in cryptography, post-quantum cryptography and artificial 
intelligence. 
5. Understanding the practical limitations of quantum computing, including noise, simulation constraints, and the 
distinction between ideal and real quantum hardware. 

Specific academic skills 

1. Modelling and implementing basic quantum states and circuits using Python and Qiskit. 

2. Implementing and testing representative quantum algorithms, including random number generation, QFT, Deutsch, 
Grover, Shor and discrete logarithm algorithms. 
3. Developing basic quantum machine learning examples, including clustering, pattern recognition, quantum 
classification, regression and quantum neural networks. 

2 The learning outcomes relevant for the degree programme and targeted by the subject for which the course 
description is prepared will be listed. The entries, copied without any changes from the Curriculum by subject 
type (Core Subject/Specialisation Subject/Complementary Subject), are listed under the corresponding 
competency.  

1 The professional and/or transversal skills targeted by the subject for which the course description is prepared 
will be copied from the curriculum of the degree programme. For each competency, the complete entry, including 
the competency code, will be copied with the exact wording that appears in the curriculum, without any changes. 
If no competency is copied from either of the two categories, the row corresponding to that category is deleted 
from the table.  



4. Evaluating and interpreting the results of implemented quantum algorithms and quantum machine learning models 
using appropriate computational and experimental criteria. 

 
8. Contents 

8.1. Course Teaching and learning methods Remarks3 

1. Introduction - Mathematical 
prerequisites. 

Exposition; dialogue; presentation; 
interactive teaching; practical 
demonstrations. 

Course sessions with visual 
support and applied examples. 

2. Fundamental notions of quantum 
computing: qubits and the Bloch sphere. 

3. Quantum gates. Quantum circuits. 

4. The phase kick-back phenomenon. 

5. Quantum search algorithms. 

6. Shor's algorithm. 

7. Quantum cryptography and 
post-quantum cryptography. Quantum 
computing attacks on RSA. 
8. Quantum key distribution (QKD). 
Noise in QKD (eavesdropper). 
9. Clustering structure and quantum 
computing. 

10. Quantum pattern recognition. 

11. Quantum classification. 

12. Quantum regression. 
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8.2. Seminar/ laboratory Teaching and learning methods Remarks 

1. Quantum random number generators. 

Examples; algorithm 
implementation; practical laboratory 
work. 

Laboratory work using 
Python/Qiskit. 

2. Quantum Fourier transform. 

3. Deutsch's algorithm. The 
Deutsch-Jozsa algorithm. 

4. Grover's search algorithm. 

5. Quantum algorithm for integer 
factorization. 
6. Quantum algorithm for discrete 
logarithms. 

7. Quantum neural networks example. 

Bibliography​
1. Nielsen, Michael A., and Isaac Chuang. "Quantum computation and quantum information." (2002): 558-559.​
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course/seminar, such as inviting experts in the field, etc. 
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9. Evaluation 

Type of activity 9.1 Evaluation criteria 9.2 Evaluation methods 
9.3 Percentage 
in the final grade 

 

Students must be able to exemplify and use 
basic and advanced concepts of quantum 
computing. 

Colloquium 50% 

   

 

Students must be able to implement the 
algorithms described in the course and 
discussed during laboratory 
demonstrations. 

Laboratory assignments 50% 

   

9.6 Minimum standard for passing 

At least grade 5 (on a scale from 1 to 10) for both evaluation components. 
 
10. SDG labels (Sustainable Development Goals) 

 

 Sustainable Development Generic Label 

         

        ✔ 

        

No label 
applies 
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