
COURSE DESCRIPTION

Android Things

Academic year 2026-2027

1. Programme-related data

1.1. Higher Education Institution Babeș-Bolyai University

1.2. Faculty Faculty of Mathematics and Computer Science

1.3. Department Department of Computer Science

1.4. Field Computer Science

1.5. Level of study Bachelor

1.6. Degree programme / Qualification Computer Science

1.7. Form of education Full time

2. Course-related data

2.1. Course title Android Things Course code MLE5117

2.2. Course coordinator Dan Cojocar, PhD

2.3. Seminar coordinator Dan Cojocar, PhD

2.4. Year of study 3 2.5. Semester 6 2.6. Type of assessment Viva voce

2.7. Course status Optional 2.8. Course type Specialisation subject (DS)

3. Total estimated time (hours per semester of teaching activities)

3.1. Number of hours per week 5 of which: 3.2 course 2 3.3. seminar/ laboratory/ project
1 lab

+2 pr

3.4. Total of hours in the curriculum 60 of which: 3.5 course 24 3.6. seminar/ laboratory 36

Time allocation for individual study (IS) and self-taught activities (ST) hours

Learning from textbooks, course materials, bibliography, and notes (IS) 10

Additional research in the library, on subject-specific electronic platforms, and on-site 20

Preparing seminars/ laboratories/ projects, assignments, reports, portfolios, and essays 20

Tutoring (professional guidance) 10

Examinations 5

Other activities 0

3.7. Total hours of individual study (IS) and self-taught activities (ST) 65

3.8. Total hours per semester 125

3.9. Number of credits 5

4. Prerequisites (where applicable)

4.1. curriculum-related Mobile Applications

4.2. skills-related Average Java/Kotlin programming skills

5. Specific conditions (where applicable)

5.1. course-related Projector

5.2. seminar/laboratory-related • Internet access and ability to use personal laptops

• Interactive whiteboard.

• IoT development boards.

6.1. Competencies resulting from the completion of the degree programme (as referred to in the curriculum)1

Professional competencies

Competency 

code

Competency

PC1 create software

PC4 define software architecture

PC6 develop software prototype

Transversal competencies

1The professional and/or transversal skills targeted by the subject for which the course description is prepared will be copied from the 

curriculum of the degree programme. For each competency, the complete entry, including the competency code, will be copied with the exact 

wording that appears in the curriculum, without any changes. If no competency is copied from either of the two categories, the row corresponding 

to that category is deleted from the table.



Competency 

code

Competency

TC1 Work independently

TC2 Solve problems

TC3 Think analytically

6.2. Learning outcomes relevant to the degree programme (as referred to in the curriculum)2

Learning outcomes targeted by the subject

Competency 

code
Knowledge and comprehension Specific academic skills

PC4

The student/graduate selects, describes, analyzes, 

and explains modern programming paradigms, 

including functional programming, object-oriented 

programming, and parallel programming, using 

current languages and frameworks.

The student/graduate designs, plans, builds, 

and develops scalable software applications 

and uses hardware and software resources 

efficiently.

7. Subject-specific learning outcomes (referred to by each subject coordinator across the range of competencies and 

learning outcomes at the level of the degree programme)

Knowledge and comprehension

• The graduate understands IoT system and embedded device architecture (microcontrollers, sensors, actuators).

• The graduate knows bare-metal programming, real-time operating systems (RTOS) and IoT connectivity options.

• The graduate understands IoT security foundations, Over-The-Air (OTA) updates and edge/cloud architectures.

Specific academic skills

• The graduate can design, develop and debug applications for IoT/embedded devices.

• The graduate can interface sensors and actuators and implement device-to-cloud connectivity (e.g. MQTT).

• The graduate applies security best practices, manages OTA updates, and uses version control systems and CI/

CD practices.

8. Contents

8.1. Course Teaching and learning methods Remarks3

1. Introduction to Modern IoT

• What IoT is; from M2M to AIoT and the scale 

of IoT

• Anatomy of an IoT device: sensors/actuators and 

compute

• MCU vs SBC trade-offs

2. Basic Electronics for IoT Developers

• Voltage, current, resistance and Ohm’s law

• The water analogy

• Basic circuit concepts

3. Bare Metal Programming & Hardware Interfaces

• Anatomy of a microcontroller (CPU, registers, 

ALU, PC)

• RISC vs CISC, instruction pipeline, bus matrix

• Memory types and the boot sequence

4. Safe Systems Programming with Embedded Rust

• Memory bugs in C/C++ and their cost

• Why garbage collection fails in embedded

• Rust’s ownership model

5. Sensors, Actuators & Signal Processing

• Transducers; analog vs digital sensors

• ADC, sampling theorem and aliasing

• Noise and signal conditioning

6. Real-Time Operating Systems (RTOS)

• Limits of the super-loop; hard vs soft real-time

Exposure: description, examples, 

discussion of case studies, live demo.

2The learning outcomes relevant for the degree programme and targeted by the subject for which the course description is prepared will 

be listed. The entries, copied without any changes from the Curriculum by subject type (Core Subject/Specialisation Subject/Complementary 

Subject), are listed under the corresponding competency.
3For example, organisational aspects, recommendations for students, specific aspects relating to the course/seminar, such as inviting experts 

in the field, etc.



• Tasks and the scheduler

• Context switching

7. Local Connectivity & IoT Topologies

• The connectivity trade-off triangle

• IoT topologies (star / Wi-Fi)

• Device provisioning

8. Global Connectivity & The Cloud

• Device-to-cloud communication; why not plain 

HTTP

• MQTT pub/sub, topics and wildcards

• The connect-hold-stream model

9. IoT Security Foundations

• The physical danger of IoT devices; the CIA triad

• Symmetric vs asymmetric cryptography

• TLS (the hybrid solution)

10. Over-The-Air (OTA) Updates & Bootloaders

• Bootloaders and the flash memory map

• A/B (dual-bank) update architecture

• Self-healing rollback

11. Systems Architecture & Power Management

• Cloud vs edge computing; thick vs thin edge

• Containerization at the edge; local-first 

architecture

• Power management

12. AI Agents & The Physical World

• What an AI agent is; the problem of context

• Model Context Protocol (MCP) and designing 

tools for AI

• Building an IoT MCP server

Discussion of case studies, exam 

discussions.

Bibliography

• Andy King - Programming the Internet of Things: An Introduction to Building Integrated, Device-to-Cloud IoT 

Solutions 1st Edition, 2021

• Charles Bell - Beginning IoT Projects: Breadboard-less Electronic Projects 1st Edition, 2021

• Cuno Pfister - Getting Started with the Internet of Things, 2011

• Charles Platt - Make: Electronics, 3rd Edition, 2021

• Paul Scherz and Simon Monk - Practical Electronics for Inventors, Fourth Edition, 4th Edition, 2016

• Francesco Azzola - Android Things Projects: Efficiently build IoT projects with Android Things, Packt Publishing, 

2017

• Android Things website: https://developer.android.com/things/index.html

• Android Things reference: https://developer.android.com/things/reference/index.html

8.2. Seminar/ laboratory Teaching and learning methods Remarks

1. Hand out developer kits.

• Create a project plan.

• Discuss the development kit features.

• IoT Laboratory Platform Component 

Presentation.

2. Present the current ideas to the first-course 

students.

• Build the teams.

• Discuss the ideas.

3. Discuss/Evaluate progress.

4. Discuss/Evaluate progress.

5. Discuss/Evaluate progress.

6. Discuss/Evaluate progress.

Exposure: description, discussion. 

Evaluation.

The lab is structured 

as 2 hours classes 

every second week.

7. Paper/Project Demos/Presentations

Bibliography

• Andy King - Programming the Internet of Things: An Introduction to Building Integrated, Device-to-Cloud IoT 

Solutions 1st Edition, 2021

• Charles Bell - Beginning IoT Projects: Breadboard-less Electronic Projects 1st Edition, 2021

• Cuno Pfister - Getting Started with the Internet of Things, 2011

https://developer.android.com/things/index.html
https://developer.android.com/things/reference/index.html


• Charles Platt - Make: Electronics, 3rd Edition, 2021

• Paul Scherz and Simon Monk - Practical Electronics for Inventors, Fourth Edition, 4th Edition, 2016

• Francesco Azzola - Android Things Projects: Efficiently build IoT projects with Android Things, Packt Publishing, 

2017

• Android Things website: https://developer.android.com/things/index.html

• Android Things reference: https://developer.android.com/things/reference/index.html

9. Evaluation

Type of activity 9.1. Evaluation criteria4 9.2. Evaluation methods5 9.3. Percentage 

in the final 

grade

9.4 Course

• The basic principle of the domain.

• Apply the course concepts.

• Problem-solving.

Individual project grading. 60%

9.5 Seminar/ laboratory

• Be able to implement course concepts 

and algorithms.

• Apply techniques for different classes of 

programming languages.

Team project grading. 40%

9.6. Minimum standard for passing

• Attend 90% of lab activities during the semester.

• At least grade 5 (1 to 10 scale) in all activities, seminar/lab, and written exam.

• The final grade must be at least 5.

10. SDG labels (Sustainable Development Goals)
6

Sustainable Development Generic Label

✓

No label 

applies

Signature of course coordinator, Signature of seminar coordinator,Date of entry:

Dan Cojocar, PhD Dan Cojocar, PhD

Signature of the head of department,Date of approval in the department:

Adrian Sterca, PhD

4The evaluation criteria must directly reflect the learning outcomes targeted at the level of the degree programme respectively at the level of 

the subject. More specifically, the learning outcomes set out in the expected learning outcomes are assessed.
5Both final evaluation methods and ongoing evaluation strategies should be established.
6Select a single label, the one that, according to the Procedure for applying SDG labels in the academic process, best suits the discipline. If 

the discipline addresses sustainable development in general terms, the general Sustainable Development label may be assigned. If none of the 

labels describes the discipline, select the last option: „No label applies.”.

https://developer.android.com/things/index.html
https://developer.android.com/things/reference/index.html
https://green.ubbcluj.ro/educatie/etichetarea-disciplinelor-cu-etichete-odd/procedura-de-aplicare-a-etichetelor-odd/

