COURSE DESCRIPTION
Distributed and Federated Learning

Academic year 2026-2027

1. Programme-related data

1.1. Higher Education Institution Babes-Bolyai University

1.2. Faculty Faculty of Mathematics and Computer Science
1.3. Department Department of Computer Science

1.4. Field Computer Science

1.5. Level of study Master

él?al]? f? f;‘;igrogramme / Artificial Intelligence for Connected Industries
1.7. Form of education Full time

2. Course-related data

2.1. Course title | Distributed and Federated Learning Sg;;se MMES8216
2.2. Course coordinator Univ. Lect. PhD Mihoc Tudor Dan
2.3. Seminar coordinator Univ. Lect. PhD Mihoc Tudor Dan
2.4. Year of study | 1 2.5.Semester | 2 2.6. Type of assessment Exam
2.7. Course status Obligatory 2.8. Course type DS

3. Total estimated time (hours per semester of teaching activities)
3.1. Number of hours per week 4 of which: 3.2. 2 3.3.-sem1nar/ laboratory/ 0/1/1

course project

3.4. Total of hours in the curriculum 56 gcf)rf::h: 35 28 | 3.6.seminar/ laboratory 0/14/14
Time allocation for individual study (IS) and self-taught activities (ST) hours
Learning from textbooks, course materials, bibliography, and notes (IS) 32
Additional research in the library, on subject-specific electronic platforms, and on-site 30
Preparing seminars/ laboratories/ projects, assignments, reports, portfolios, and essays (greater than 32
or equal to the total number of hours specified in the course calendar for evaluation tasks)
Tutoring (professional guidance) 7
Examinations
Other activities [i.e.: two-way communication with the course coordinator/tutor] 10
3.7. Total hours of individual study (IS) and self-taught activities 119
(ST)
3.8. Total hours per semester 175
3.9. Number of credits 7

4. Prerequisites (where applicable)

4.1. curriculum-related Algorithms and Programming, OOP

4.2 skills-related Good programming skills

5. Specific conditions (where applicable)

5.1. course-related Projector

Computers, network visualization tools, Python/Java/C++

5.2. seminar/laboratory-related ; :
programming environment




6.1. Competencies resulting from the completion of the degree programme (as referred to in the curriculum)*

Professional competencies

Corr::;:)((eit:ncy Competency

CP6 Define software architecture.

CP7 Develop software.

CP13 Create data models.

Transversal competencies

Con::[‘))e(eit:ncy Competency

TC1 Think analytically.

TC2 Apply knowledge of science, technology and engineering

6.2. Learning outcomes relevant to the degree programme (as referred to in the curriculum)?

Learning outcomes targeted by the subject

Comc;::it:ncy Knowledge and comprehension Specific academic skills
The student understands software specifications, The. graduate has the hecessary knowledge to
CP10 CP11 L . . devise, model and design of complex software
distributed learning architectures, and federated L . ) P .
CP12 . applications in the field of artificial intelligence
learning workflows. . .
for connected industries.
The graduate possesses fundamental knowledge in The graduate is able to carry on activities for
modelling which allows the analysis of problems education and training on different topics
CP16 CP17 . . . e
CP18 CP19 from industry, transforming them into concrete related to software systems, artificial
requirements and developing relevant software intelligence, automatics, robotics and
models. networks.

7. Subject-specific learning outcomes (referred to by each subject coordinator across the range of competencies
and learning outcomes at the level of the degree programme)

Knowledge and comprehension

1. Understand the differences between centralized, decentralized, distributed and federated learning.

2. Understand the main federated learning algorithms, including FedSGD, FedAvg and aggregation variants.

3. Understand the effects of heterogeneous and Non-IID data, communication constraints, attacks and defenses in
federated learning.

4. Analyse security and privacy risks in federated learning and present project-based research results.

Specific academic skills

1. Implement basic and scalable federated learning workflows using Python and open-source tools such as PyTorch and
Flower.

2. Using open-source tools for federated learning, such as PyTorch and Flower.

! The professional and/or transversal sKkills targeted by the subject for which the course description is prepared
will be copied from the curriculum of the degree programme. For each competency, the complete entry, including
the competency code, will be copied with the exact wording that appears in the curriculum, without any changes.
If no competency is copied from either of the two categories, the row corresponding to that category is deleted
from the table.

Z The learning outcomes relevant for the degree programme and targeted by the subject for which the course
description is prepared will be listed. The entries, copied without any changes from the Curriculum by subject
type (Core Subject/Specialisation Subject/Complementary Subject), are listed under the corresponding
competency.



3. Understand practical applications of federated learning in images, networks, health, mobility and connected-industry
contexts.

8. Contents

8.1. Course Teaching and learning methods Remarks?

1. Course Overview. Introduction to
Machine Learning and Federated
Learning.

2. Decentralized Optimization and
Gradient Descent.

3. Federated Learning: FedSGD and

FedAvg.

4. Variations of Federated Aggregation.

5. Federated Averaging with Interactive exposure; presentation; Activities supported by practical
Heterogeneous Data. explanation; practical examples; examples, implementation

6. Communication-Efficient Learning of case-study discussion. discussions and case studies.

Deep Networks in Federated Learning.
7. Federated Multi-Task Learning.

8. Threats, attacks, and defenses to
federated learning.

9-11. Applications: images, networks,
health, vehicle-to-vehicle
communications and other contexts.
12-14. Student presentations.

Bibliography

1. H. Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, Blaise Aguera y Arcas, Communication-Efficient
Learning of Deep Networks from Decentralized Data, AISTATS 2017.

2. Kiyoshi Nakayama, George Jeno, Federated Learning with Python, O'Reilly, 2022.

3. Lam M. Nguyen, Trong Nghia Hoang, Pin-Yu Chen, Federated Learning: Theory and Practice, Elsevier, 2024.

4. Flower: A Friendly Federated Learning Framework, https://flower.ai/

5. Computational Heterogeneity: FedProx, Scaffold and FedNova, Flower baselines documentation.

6. Security in federated learning: Krum, Backdoor Federated Learning, SVFed.

7. Intel & MobileODT Cervical Cancer Screening Dataset.

8. Datasets: Keras datasets, MedMNIST, BCN Open Data, 5G3E dataset.

8.2. Seminar/ laboratory Teaching and learning methods Remarks

1. Introduction and project structure.
2-3. Build and scale a simple federated
learning system with MNIST, CIFAR-10,
Fashion-MNIST, MedMNIST, Shakespeare
and BCN Open Data.

4-5. Open-source federated learning
tools: PyTorch, Flower and related
frameworks.

6. Federated learning with Non-IID data.
7. Project presentations.

Interactive exposure; explanation;
conversation; didactical
demonstration.

Practical laboratory work and
project-oriented implementation.

1. H. Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, Blaise Aguera y Arcas, Communication-Efficient
Learning of Deep Networks from Decentralized Data, AISTATS 2017.

2. Kiyoshi Nakayama, George Jeno, Federated Learning with Python, O'Reilly, 2022.

3. Lam M. Nguyen, Trong Nghia Hoang, Pin-Yu Chen, Federated Learning: Theory and Practice, Elsevier, 2024.

4. Flower: A Friendly Federated Learning Framework, https://flower.ai/

5. Computational Heterogeneity: FedProx, Scaffold and FedNova, Flower baselines documentation.

6. Security in federated learning: Krum, Backdoor Federated Learning, SVFed.

7. Intel & MobileODT Cervical Cancer Screening Dataset.

8. Datasets: Keras datasets, MedMNIST, BCN Open Data, 5G3E dataset.

® For example, organisational aspects, recommendations for students, specific aspects relating to the
course/seminar, such as inviting experts in the field, etc.




9. Evaluation

9.3 Percentage

.. . . i 4 . 5
Type of activity 9.1 Evaluation criteria 9.2 Evaluation methods in the final grade

Knowledge of basic concepts, models and

theories from distributed and federated . oL
Written examination /

learning. Ability to apply known concepts 50%
to analyse and implement federated research report

learning workflows.

Specify, design, implement and test Lab reports, project

federated learning methods and implementation and 50%
applications. presentation

9.6 Minimum standard for passing

Each student should obtain a minimum of 5 for the written exam / research paper and presentation, as well as for the
final grade.

10. SDG labels (Sustainable Development Goals)
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Date of entry: Signature of course coordinator Signature of seminar coordinator
11 April 2025
Univ. Lecturer PhD. Tudor Mihoc Univ. Lecturer PhD. Tudor Mihoc
Date of approval in the department: Signature of the head of department

Assoc. Prof. PhD. Adrian STERCA

* The evaluation criteria must directly reflect the learning outcomes targeted at the level of the degree
programme respectively at the level of the subject. More specifically, the learning outcomes set out in the
expected learning outcomes are assessed.

> Both final evaluation methods and ongoing evaluation strategies should be established.




