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1. Information regarding the programme

1.1. Higher education institution

Babes-Bolyai University

1.2. Faculty

Faculty of Mathematics and Computer Science

1.3. Department

Department of Computer Science

1.4. Field of study

Computer Science

1.5. Study cycle Master
1.6. Study programme/Qualification Cyber Security
1.7. Form of education Full time

2. Information regarding the discipline

2.1. Name of the discipline | Quality Aspects of Security in Software Testing ‘ Discipline code ‘ MMES8195

2.2. Course coordinator

Lecturer PhD Maria-Camelia Chisalita-Cretu

2.3. Seminar coordinator

Lecturer PhD Maria-Camelia Chisalita-Cretu

2.4. Year of study ‘ 1 ‘2.5. Semester ‘ 1 ‘2.6.Type ofevaluation‘ C ‘2.7. Discipline regime ‘Compulsory

3. Total estimated time (hours/semester of didactic activities)

3.1. Hours per week 4 of which: 3.2 course 2 S:;ninar/laboratory/project 2
3.4. Total hours in the curriculum 56 | of which: 3.5 course 28 S(.e?ninar /laboratory /project 28
Time allotment for individual study (ID) and self-study activities (SA) hours
Learning using manual, course support, bibliography, course notes (SA) 10
Additional documentation (in libraries, on electronic platforms, field documentation) 20
Preparation for seminars/labs, homework, papers, portfolios and essays 40
Tutorship 12
Evaluations 8
Other activities: communication with the course lecturer 4
3.7. Total individual study hours 94

3.8. Total hours per semester 150

3.9. Number of ECTS credits 6

4. Prerequisites (if necessary)

4.1. curriculum

e OOP, Programming Fundamentals, Advanced Programming Methods, Software
Systems Verification and Validation

4.2. competencies | e« Good programming skills in at least one of the programming languages Java, C#

5. Conditions (if necessary)

5.1. for the course

o Course hall with projector

5.2. for the seminar /lab activities

o Computers and use of a programming language environment for the
seminar and project activities

6.1. Specific competencies acquired 1!

1 One can choose either competences or learning outcomes, or both. If only one option is chosen, the row related
to the other option will be deleted, and the kept one will be numbered 6.




Professional/essential

competencies

e Know and understand the main paradigms related to data protection: confidentiality, integrity and data
availability.

o Knowledge of all security aspects that can impact the processes and IT&C assets of an organization.

e Proficient use of verification, validation, and evaluation criteria and methods in order to ensure
software security.

e Demonstrate advanced skills to analysis, design, and construction of secure software systems, using a
wide range of hardware / software platforms, programming languages and environments, and
modeling, verification and validation tools.

Transversal
competencies

e Professional communication skills; concise and precise description, both oral and written, of
professional results.

e Ethic and fair behaviour, commitment to professional deontology.

e Applying the norms of organized and efficient work, responsibility and reliability of the work
performed both individually and within a team.

e Entrepreneurial skills; working with economical knowledge; continuous learning.

6.2. Learning outcomes

Knowledge

The student knows the basic mechanisms that define the security of the system and the software environment
in which an application runs, such as: access permissions, security policies, interaction with the external
environment.

The student knows the most popular types of cyber attacks that can take place on the Internet and has
knowledge about how to prevent such attacks.

The student learns effective techniques for studying and evaluating a source code from the security
perspective and has the ability to identify possible vulnerabilities.

Skills

The student is able to identify possible security issues in software systems.

The student is able to use security techniques in the software systems development process.

The student is able to coordinate project management activities, using decision-making skills, critical and
innovative thinking, as well as digital skills.

Responsibility
and autonomy:

The student has the ability to evaluate the security features of software applications at the source code level.
The student has the ability to work with various tools in the testing process to identify software
vulnerabilities.

The student has the ability to identify the worst types of vulnerabilities in the field, as well as about measures
to prevent these vulnerabilities.

7. Objectives of the discipline (outcome of the acquired competencies)

e Enhance the students understanding of security testing and particular
offensive security testing and defensive security testing.

7.1 General objective of the e Provide the students with an environment in which they can explore, practice,
discipline and deepen security testing in various business scenarios.

e Induce a realistic and industry driven view of software security testing
concepts and their inherent benefits.




7.2 Specific objective of the .
discipline

e Give students the ability to explore various test design techniques applied to
different security aspects pertaining to offensive security testing and defensive
security testing.

e Improve the students’ abilities to tackle on goal driven testing.

Enhance the students’ understanding types of vulnerabilities and effective

methods to detect them.

e Students will be able to use various tools for the security testing process.

e Students will be able to design test cases according to an established testing
goal and using specific test design technique to investigate the software for
specific vulnerabilities.

8. Content
8.1 Course Teaching methods Remarks
1. Software Testing. Test Design Interactive exposure

Techniques

1.1. Software Testing. Goals. Scope

1.2. Test Design Technique. Attributes
1.3. Taxonomy of Test Design Techniques

Explanation. Conversation
Didactical demonstration

2. Cyber Security Concepts Interactive exposure
2.1. Terminology. Vulnerabilities Explanation. Conversation
2.2 Attacks Didactical demonstration
2.3. Frameworks

3. Coverage-based Techniques Interactive exposure
3.1. Focus. Objectives Explanation. Conversation
3.2. Tours. Logical Expressions Didactical demonstration
3.3. Specification-based Testing
3.4. Requirements-based Testing

4. Offensive Security Testing Interactive exposure
4.1. Definitions. Vulnerabilities Explanation. Conversation
4.2. Approaches Didactical demonstration
4.3. Tools

5. Risk-based Techniques I Interactive exposure
5.1. Focus. Objectives Explanation. Conversation
5.2. HTSM Didactical demonstration
5.3. Risk catalogues

6. Risk-based Techniques II Interactive exposure
6.1. Quick-tests. History-based Testing Explanatit(?n

. o . onversation

6.2. Boundary testing. Usability Testing Didactical demonstration

7. Activity-based Techniques Interactive exposure
7.1. Focus. Objectives Explanation. Conversation
7.2. Guerilla Testing. All-pairs Testing Didactical demonstration
7.3. Use Cases Testing
7.4. Scenario Testing

8. Defensive Security Testing Interactive exposure
8.1. Definitions. Vulnerabilities Explanation. Conversation
8.2. Approaches Didactical demonstration
8.3. Tools

9. Evaluation-based Techniques Interactive exposure

9.1. Focus. Objectives
9.2. Function Equivalence Testing
9.3. Self-verifying data

Explanation. Conversation
Didactical demonstration

10. Desired result-based Techniques

Interactive exposure




10.1. Focus. Objectives Explanation. Conversation

10.2. Confirmation Testing Didactical demonstration

10.3. User Acceptance Testing

11. Test Design Techniques Analysis Interactive exposure

11.1. Coverage-based Techniques vs Risk- | EXplanation. Conversation
based Techniques Didactical demonstration

11.2. Coverage-based Techniques vs
Activity-based Techniques

11.3. Risk-based Techniques vs Desired
result-based Techniques

11.4. Desired result-based Techniques vs
Evaluation-based Techniques

12. Vulnerability Reporting Interactive exposure
12.1.Terminology. Challenges Explanation. Conversation
12.2. RIMGEA Strategy Didactical demonstration

13. Project Preparation Presentation, Conversation,
Problematizations, Discovery,
Evaluation

14. Project Presentations Presentation, Conversation,
Problematizations, Discovery,
Evaluation
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8.2 Seminar / laboratory Teaching methods Remarks
1. Seminar1 Presentation, Conversation,
Security Concepts Problematizations, Discovery,
Seminar Report Requirements Other
methods - individual study,
exercises
2. Seminar 2 Presentation, Conversation,
Application Security Problematizations, Discovery,
Other
methods - individual study,
exercises
3. Seminar 3 Presentation, Conversation,
Vulnerabilities and Tools Problematizations, Discovery,
Other
methods - individual study,
exercises
4. Seminar 4 Presentation, Conversation,
Seminar Report Presentations Problematizations, Discovery,
Evaluation
5. Seminar5 Presentation, Conversation,
Seminar Report Presentations Problematizations, Discovery,
Other
methods - individual study,
exercises
6. Seminar 6 Presentation, Conversation,
Seminar Report Presentations Problematizations, Discovery,
Evaluation
7. Seminar 7 Presentation, Conversation,
Project Presentations Problematizations, Discovery,
Evaluation
Bibliography

Similar to the course bibliography

9. Corroborating the content of the discipline with the expectations of the epistemic community, professional
associations and representative employers within the field of the program

e The course follows the IEEE and ACM Curriculla Recommendations for Computer Science studies.

e The course content exists in the studying programs of all major universities in Romania and abroad.

e The course content is considered relevant by software companies that are focused security and security testing
approaches.

10. Evaluation

Activity type 10.1 Evaluation criteria 10.2 Evaluation methods 10.3 Percentage of final grade
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https://doi.org/10.1145/2808475.2808478
https://doi.org/10.1016/j.egyr.2021.08.126

Design and develop a Oral Examination 70%
testing solution (project)
for a software product with
focus on security issues
and using various test
design techniques. The
corresponding grade is
denoted by P.

10.4 Course

Seminar report will be Oral Examination 30%

10.5 Seminar/laboratory | graded. The grade is
denoted by S.

Remarks:
e Seminar reports will pe achieved in groups of 2-3 students.
e  Security testing projects will pe achieved in groups of 4-5 students.

10.6 Minimum standard of performance

e Students will be able to identify vulnerabilities in software accoring to the security testing perfomed, i.e.,
offensive security testing, defensive security testing.

e Students will be able to unstandand the differences between types of vulnerabilities, identify types of attacks and
fix vulnerabilities.

e The final grade (M) is computed as follows: M = 30%S+70%P.

o Atleast M >=5.00 is favourable to pass this course exam.

11. Labels ODD (Sustainable Development Goals)?

Not applicable.
Date: Signature of course coordinator Signature of seminar coordinator
15 April 2025 Lect. PhD. Maria-Camelia CHISALITA-CRETU Lect. PhD. Maria-Camelia CHISALITA-CRETU
Date of approval: Signature of the head of department

Assoc. Prof. PhD. Adrian STERCA

Z Keep only the labels that, according to the Procedure for applying ODD labels in the academic process, suit the
discipline and delete the others, including the general one for Sustainable Development - if not applicable. If no
label describes the discipline, delete them all and write , Not applicable.”.
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