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A PRACTICAL COALITION-RESISTANT GROUP BLIND
SIGNATURE SCHEME
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Abstract. A group signature allow any member of a group to sign on behalf

of the group. A group blind signature requires that a group member signs

on group’s behalf a document without knowing its content. In this paper we

propose a practical coalition-resistant group blind signature scheme based on

the strong RSA and the decisional Diffie-Hellman assumptions. Our scheme

is an extension of the group signature scheme proposed in [3] that adds the

blindness property.
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1. Introduction

Group signature schemes are a relatively recent cryptographic concept intro-
duced by Chaum and van Heyst [12] in 1991. Group signatures are publicly ver-
ifiable but anonymous in that, no one, with the exception of a designated group
manager, can establish the identity of a signer. Furthermore, group signatures are
unlinkable which makes computationally hard to establish whether or not multiple
signatures are produced by the same group member. At the same time, no one,
including the group manager, can misattribute a valid group signature. A group
signature scheme could for instance be used in many specialized applications, such
as voting and bidding. They can, for example, be used in invitations to submit
tenders. All companies submitting a tender form a group and each company signs
its tender anonymously using the group signature. Once the preferred tender is
selected, the winner can be traced while the other bidders remain anonymous.
More generally, group signatures can be used to conceal organizational structures,
e.g., when a company or a government agency issues a signed statement. Also, a
group signature scheme could be used by an employee of a large company to sign
documents on behalf of the company. A further application of a group signature
schemes is electronic cash as was pointed out in [18]. In this case, several banks
issue coins, but it is impossible for shops to find out which bank issued a coin
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that is obtained from a customer. The central bank plays the role of the group
manager and all other banks issuing coins are group members.

Group signatures were first introduced by Chaum and van Heijst [12]. A number
of improvements and enhancements followed [1, 17, 21, 25, 26]. However, in the
schemes presented in [8, 12, 19, 20, 21, 22] the length of signatures and the size of
the group’s public key depend on the size of the group and thus these schemes are
not suitable for large groups. The first group signature suitable for large groups
is that of Camenisch and Stadler [7], where both the length of the group public
key and the group signatures are independent of the group’s size. The Camenisch-
Stadler scheme was improved by Camenisch and Michels in [5], which undoubtedly
represents the state of the art in the field.

In this paper we propose a group blind signature scheme which combines the
notions of group signatures and blind signatures [6, 10, 11, 16]. Our scheme
is an extension of the group signature scheme from reference [3] that adds the
blindness property and is more efficient and secure than [23] and the Lysyanskaya-
Ramzan scheme [18]. In particular, our scheme’s registration protocol (Join) for
new members is an order of magnitude more efficient. Our scheme is based on the
strong RSA and the decisional Diffie-Hellman assumptions and is as secure and
efficient as the basic group signature scheme proposed in [3].

2. The Group Blind Signature Scheme

Our group blind signature scheme is an extension of the group signature scheme
from reference [3] that adds the blindness property. Participants are group mem-
bers, a group manager and several users. Our group blind signature scheme allows
the members of a group to sign messages on behalf of the group such that the
following properties hold:

(1) Blindness of signatures: The signer (a group member) signs on group’s
behalf a message without knowing its content. Moreover, the signer
should have no recollection of having signed a particular document even
though he can verify that he did indeed sign it.

(2) Unforgeability: Only group members are able to sign messages on behalf
of the group.

(3) Anonimity: Given a signature, identifying the actual signer is computa-
tionally hard for everyone but the group manager.

(4) Unlinkability: Deciding whether two different signatures were computed
by the same group member is computationally hard.

(5) Traceability: The group manager can always establish the identity of
the member who issued a valid signature.

(6) No framing: Even if the group manager and some of the group members
collude, they cannot sign on behalf of non-involved group members.
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(7) Coalition-resistance: A colluding subset of group members cannot gen-
erate a valid signature that the group manager cannot link to one of the
colluding group members.

Definition 1. A group blind signature scheme is a digital signature scheme com-
prised of the following algorithms:

(1) Setup: The public output is the group’s public key P . The private out-
puts are the individual secret keys xG for each group member, the secret
key xM for the group manager.

(2) Join: An interactive protocol between the group manager and a user
that results in the user becoming a new group member.

(3) Sign: An interactive protocol between the group member A and an ex-
ternal user, which on input message m from the user, the A’s secret key
xG and the group’s public key P outputs a blind signature σ.

(4) Verify: An algorithm that for an input composed of a message m, a
signature σ and the group’s public key P returns 1 if and only if σ was
generated by any group member using the protocol Sign on input xG, m
and P .

(5) Tracing: A tracing algorithm that for an input composed of a signature
σ, a message m, the group manager’s secret key xM and the group’s
public key P returns the identity ID of the group member who issued the
signature σ together with an argument arg of this fact.

(6) Vertracing: A tracing verification algorithm that for an input composed
of a signature σ, a message m, the group’s public key P , the identity ID
of a group member and an argument arg outputs 1 if and only if arg was
generated by tracing with respect to m, σ, P and xM .

In this section we review some cryptographic assumptions necessary in the sub-
sequent design of our group blind signature scheme. The Strong RSA Assumption
was independently introduced by Baric and Pfitzman [4] and by Fujisaki and
Okamoto [14].

Definition 2 (Strong RSA Problem). Let n = pq be an RSA-like modulus and
let G be a cyclic subgroup of Z∗n of order lg. Given n and z ∈ G, the Strong RSA
Problem consists of finding u ∈ G and e ∈ Z>1 satisfying z ≡ ue(mod n).

Assumption 1 (Strong RSA Assumption). There exists a probabilistic polynomial
time algorithm K which on input 1lg outputs a pair (n, z) such that for all prob-
abilistic polynomial-time algorithms P the probability that P can solve the Strong
RSA Problem is negligible.

Assumption 2 (Decisional Diffie-Hellman Assumption). Let n = pq be an RSA-
like modulus and let α be a quadratic residue modulo n that has a large order in
Z∗n. Let G =< α >. Given as input a triplet (αa, αb, αc) in G3, it is hard to decide
whether (αa, αb, αc) is a Diffie-Hellman triplet (αa, αb, αab) or a random triplet.
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For the Decisional Diffie-Hellman Assumption see [5] for more details.
The security of our group blind signature scheme is based on these assumptions.

3. Signatures of Knowledge

In this section we present some well studied techniques for proving knowledge
of discrete logarithms. A signature of knowledge is a construct that uniquely
corresponds to a given message m that cannot be obtained without the help of a
party that knows a secret such that as the discrete logarithm of a given y ∈ G to
the base g (G =< g >). Let k, l1, l2 < lg and ε > 1 be security parameters.

We use the following notations:

• The symbol ‖ denotes the concatenation of two binary string (or of the
binary representation of group elements and integers).

• We assume a collision-resistant hash function H : {0, 1}∗ → {0, 1}k

which maps a binary string of arbitrary length to a k-bit hash value.
• The notation H(m ‖ g ‖ y ‖ gsyc) denotes the message digest of the

block of data m ‖ g ‖ y ‖ gsyc.
• The notation r ∈R {0, 1}ε(lg+k) denotes that r is random in {0, 1}ε(lg+k).
• We denote logg y = α.
• SPK {(α) : y = gα} (m) is a signature of a message m ∈ {0, 1}∗ with

respect to y.
• SPK {(α) : y1 = gα ∧ y2 = hα} (m) is a signature of a message m ∈
{0, 1}∗ with respect to y1 and y2.

• SPK
{
(α) : h = gα ∧ δ = βα ∧ (2l1 − 2ε(l2+k)+1 < α < 2l1 + 2ε(l2+k)+1)

}
(m) is a proof of knowledge of the discrete logarithm of h with respect
to base g and of δ with respect to β, loggh = logβδ and loggh is in the
interval

{
2l1 − 2ε(l2+k)+1, ..., 2l1 + 2ε(l2+k)+1

}
.

A proof of knowledge is a way for one person to convince another person that
he knows some fact without actually revealing that fact. A signature of knowledge
is used both for the purpose of signing a message and proving knowledge of a
secret. Signatures of knowledge were used by Camenisch and Michels [5] and their
construction is based on the Schnorr signature scheme [24] to prove knowledge.

Showing the knowledge of a discrete logarithm [5] can be done easily as stated
by the following definition.

Definition 3. Let ε > 1 be a security parameter. A pair (c, s) ∈ {0, 1}k ×{−2lg+k, . . . , 2ε(lg+k)
}

satisfying c = H(m ‖ g ‖ y ‖ gsyc) is a signature of a
message m ∈ {0, 1}∗ with respect to y and is denoted by SPK {(α) : y = gα} (m).

A signature (c, s) = SPK {(α) : y = gα} (m) of a message m ∈ {0, 1}∗ can be
computed as follows. An entity knowing the secret key α ∈ {0, 1}lg such that
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y = gα, chooses r ∈R {0, 1}ε(lg+k) and computes t = gr, c = H(m ‖ g ‖ y ‖
t), s = r − cα.

A slight modification of the previous definition enables to show the knowledge
and equality of two discrete logarithms described in [5].

Definition 4. A pair (c, s) ∈ {0, 1}k×{−2lg+k, ..., 2ε(lg+k)
}

satisfying c = H(m ‖
g ‖ h ‖ y1 ‖ y2 ‖ yc

1g
s ‖ yc

2h
s) is a signature of a message m ∈ {0, 1}∗ with respect

to y1 and y2 and is denoted by SPK {(α) : y1 = gα ∧ y2 = hα} (m).

A signature (c, s) = SPK {(α) : y1 = gα ∧ y2 = hα} (m) of a message m ∈
{0, 1}∗ can be computed as follows. An entity knowing the secret key α ∈ {0, 1}lg

such that y1 = gα and y2 = hα, chooses r ∈R {0, 1}ε(lg+k) and computes
t1 = gr, t2 = hr, c = H(m ‖ g ‖ h ‖ y1 ‖ y2 ‖ t1 ‖ t2), s = r − cα.

Definition 5. A tuple (c1, c2, s1, s2) ∈ {0, 1}k ×{0, 1}k × {−2lg+k, ..., 2ε(lg+k)
}×{−2lg+k, ..., 2ε(lg+k)

}
satisfying c1 ⊕ c2 = H(m‖g‖h‖y1‖y2‖yc1

1 gs1‖yc2
2 hs2) is a

signature of a message m ∈ {0, 1}∗ with respect to y1 and y2 and is denoted by
SPK

{
(α, β) : y1 = gα ∨ y2 = hβ

}
(m).

This definition shows the knowledge of one out of two discrete logarithms [5].
If the signer knows the secret key α ∈ {0, 1}lg such that y1 = gα, then he can
compute this signature as follows. The signer chooses r1 ∈R {0, 1}ε(lg+k)

, r2 ∈R

{0, 1}ε(lg+k)
, c2 ∈R {0, 1}k and computes t1 = gr1 , t2 = hr2yc2

2 , c1 = c2 ⊕H(m ‖
g ‖ h ‖ y1 ‖ y2 ‖ t1 ‖ t2), s1 = r1 − c1α, s2 = r2.

The next block is based on a proof that the secret the prover knows lies in a given
interval. This building block is related to the new Range Bounded Commitment
protocol (RBC) of Chan et al. [9]. It is also related to a protocol given by
Camenisch and Michels [5].

Definition 6. A proof of knowledge of the discrete logarithm of h with respect to
base g and of δ with respect to β, which also proves that loggh = logβδ and that
loggh is in the interval

{
2l1 − 2ε(l2+k)+1, ..., 2l1 + 2ε(l2+k)+1

}
is a pair (c, s), and

is denoted by
SPK

{
(α) : h = gα ∧ δ = βα ∧ (2l1 − 2ε(l2+k)+1) < α < (2l1 + 2ε(l2+k)+1)

}
(m),

where c = H(m‖g‖h‖β‖δ‖gs−c2l1
hc‖βs−c2l1

δc) and s is in the interval{−(2k − 1)(2l2 − 1), ..., 2ε(l2+k)
}
.

This signature can be computed as follows. If the signer knows an integer
α ∈ {

2l1 , ..., 2l1 + 2l2 − 1
}

such that h = gα and δ = βα, he chooses a random
t ∈ {0, 1}ε(l2+k) and computes c = H(m‖g‖h‖β‖δ‖gt‖βt), s = t− c(α− 2l1).

The security of all the presented building blocks has been proven in the random
oracle model [13] under the strong RSA assumption in [5, 14, 15].
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4. The Proposed Group Blind Signature Scheme

We propose a realization of a group blind signature scheme the security of
which is based on the Strong RSA Assumption and Decisional Diffie-Hellman
Assumption. Our scheme is as secure and efficient as the basic group signature
scheme proposed in [3].

Let G be a cyclic subgroup of Z∗n of order lg. Let k, l1, l2 < lg and ε > 1
be security parameters. Finally, let H be a collision-resistant hash function H :
{0, 1}∗ → {0, 1}k.

4.1. Setup. The setup procedure of our scheme (as in [3]) is as follow. The group
manager executes the following steps:

(1) Select random secret lg-bit primes p′, q′ and computes p = 2p′ + 1 and
q = 2q′ + 1. Set the modulus n = pq. It is a good habit to restrict the
operation to the subgroup of quadratic residues modulo n, i.e., the cyclic
subgroup QR (n) generated by an element of order p′q′. This is because
the order p′q′ of QR (n) has no small factors.

(2) Choose random elements a, a0, g, h ∈ QR (n) of order p′q′.
(3) Choose a random secret element x ∈ Z∗p′q′ and set y = gx mod n.

(4) The group public key is P = (n, a, a0, y, g, h).
(5) The corresponding secret key is S = (p′, q′, x).

4.2. Join. Suppose now that a user wants to join the group. We assume that
communication between the group member and the group manager is secure, i.e.,
private and authentic. To obtain his membership certificate, each user Ui must
perform the following protocol with the group manager.

(1) The user Ui generates a secret exponent x′i ∈
[
0, 2l2

]
, a random integer

r ∈
[
0, 2n2

]
and sends C1 = gx′ihr mod n to group manager and proves

him knowledge of the representation of C1 with respect to bases g and
h.

(2) The group manager checks that C1 ∈ QR(n). If this is the case, the
group manager selects αi, βi ∈

[
0, 2l2

]
at random and sends (αi, βi) to

Ui.
(3) The user Ui computes xi = 2l1 +

(
αix

′
i + βi mod 2l2

)
and sends to group

manager the value C2 = axi mod n. The user also proves to group
manager:
(a) that the discrete logarithm of C2 with respect to base a lies in the

interval
[
2l1 − 2l2 , 2l1 + 2l2

]
.

(b) knowledge of integers u, v, w such that: u lies in the interval[−2l2 , 2l2
]
, u equals the discrete logarithm of C2/a2l1 with respect

to base a and Cαi
1 gβi equals gu

(
g2l2

)v

hw.
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(4) The group manager checks that C2 ∈ QR(n). If this is the case and all
the above proofs were correct, group manager selects a random prime
ei ∈

[
2l1 − 2l2 , 2l1 + 2l2

]
and conmputes Ai = (C2a0)

1/ei mod n. Fi-
nally, group manager sends to Ui the new membership certificate (Ai, ei).

(5) The user Ui verifies that axia0 ≡ Aei
i ( mod n).

(6) The group manager creates a new entry in the membership table and
stores (Ai, ei) in the new entry.

4.3. Sign. In this subsection we present our signature protocol which is blind,
unlike [3]. First, we define a group blind signature and then we show how a group
member can generate such a group blind signature.

Definition 7. Let ε, l1, l2 be security parameters such that ε > 1, l2 < l1 <

lg and l2 <
lg−2

ε − k holds. A group blind signature of a message m ∈
{0, 1}∗ is (c, s1, s2, s3, s4, A,B,D) ∈ {0, 1}k × {−2ε(l2+k)+1, ..., 2ε(l2+k)+1

} ×{−2ε(l2+k)+1, ..., 2ε(l2+k)+1
} × {−2ε(l1+2lg+k+1)+1, ..., 2ε(l1+2lg+k+1)+1

}

× {−2ε(2lg+k)+1, ..., 2ε(2lg+k)+1
} × G3 satisfying c = H(m ‖ g ‖ h ‖ y ‖ A ‖ B ‖

D ‖ ac
0A

s1−c2l1
/

(
as2−c2l1

ys3

)
‖ Bs1−c2l1

/gs3 ‖ Bcgs4 ‖ Dcgs1−c2l1
hs4).

The protocol for obtaining a group blind signature is as follows. When respond-
ing to a sign request, the signer (the group member Ui) does the following:

(1) Chooses an integer w ∈R {0, 1}2lg and computes

A = Aiy
w ( mod n) , B = gw ( mod n) , D = geihw ( mod n) .

(2) Chooses r̃1 ∈R {0, 1}ε(l2+k), r̃2 ∈R {0, 1}ε(lg+l1+k), r̃3 ∈R {0, 1}ε(lg+k),
r̃4 ∈R {0, 1}ε(l2+k) and computes

t̃1 = Ar̃1/
(
ar̃2yr̃3

)

t̃2 = Br̃1/gr̃3

t̃3 = gr̃4

t̃4 = gr̃1hr̃4 .

(3) Sends (A,B, D, t̃1, t̃2, t̃3, t̃4) to the user.
In turn, the user does the following:

(1) Chooses γ1, γ2, γ3, γ4, δ ∈R {0, 1}ε(lg+k) and computes

t1 = aδ
0t̃1A

γ1−δ2l1
/

(
aγ2−δ2l1

yγ3

)

t2 = t̃2B
γ1−δ2l1

/gγ3

t3 = t̃3B
δgγ4

t4 = t̃4D
δgγ1hγ4 .
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(2) Computes

c = H(m‖g‖h‖y‖A‖B‖D‖t1‖t2‖t3‖t4)
c̃ = c− δ.

(3) Sends c̃ to the signer.

The signer does the following:

(1) Computes

s̃1 = r̃1 − c̃(ei − 2l1)

s̃2 = r̃2 − c̃(xi − 2l1)
s̃3 = r̃3 − c̃eiw

s̃4 = r̃4 − c̃w.

(2) Sends (s̃1, s̃2, s̃3, s̃4) to the user.

The user does the following:

(1) Computes

s1 = s̃1 + γ1

s2 = s̃2 + γ2

s3 = s̃3 + γ3

s4 = s̃4 + γ4.

(2) The resulting signature of a message m is (c, s1, s2, s3, s4, A, B,D).

The tuple (c, s1, s2, s3, s4, A, B,D) is a group signature of a message m ∈ {0, 1}∗
and the above protocol is a group blind signature scheme.

4.4. Verifying Signatures, Tracing and Verifying Tracing. The resulting
signature (c, s1, s2, s3, s4, A, B, D) of a message m can be verified as follows:

(1) Compute c′ = H(m ‖ g ‖ h ‖ y ‖ A ‖ B ‖ D ‖
ac
0A

s1−c2l1
/

(
as2−c2l1

ys3

)
‖ Bs1−c2l1

/gs3 ‖ Bcgs4 ‖ Dcgs1−c2l1
hs4).

(2) Accept the signature if and only if c = c′ and s1 ∈{−2ε(l2+k)+1, ..., 2ε(l2+k)+1
}

, s2 ∈ {−2ε(l2+k)+1, ..., 2ε(l2+k)+1
}

,

s3 ∈ {−2ε(l1+2lg+k+1)+1, ..., 2ε(l1+2lg+k+1)+1
}

, s4 ∈{−2ε(2lg+k)+1, ..., 2ε(2lg+k)+1
}
.

Given a signature σ = (c, s1, s2, s3, s4, A, B, D) of a message m, the group
manager can find out which one of the group members issued this signature by
checking its correctness. He aborts if the signature is not correct. Otherwise, he
computes u′ = A/Bx, issues a signature

P := SPK {(α) : y = gα ∧A/u′ = Bα} (u′‖σ‖m)
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(see Definition 4) and reveals arg := u′‖P . He then looks up u′ in the group
member list and will find the corresponding u and the group member’s identity.
Checking whether the group manager correctly revealed the originator of a signa-
ture σ = (c, s1, s2, s3, s4, A, B, D) of a message m can simply be done by verifying
σ and arg.

5. Security and Efficiency of Our Scheme

Our group blind signature scheme is as secure and efficient as the group sig-
nature scheme proposed in [3], but more secure and efficient than group blind
signature scheme from reference [23]. This, because our Join protocol is an order
of magnitude more effiecient since all proofs that the new group member must
provide are efficient proofs of knowledge of discrete logarithms. We show only the
correctness and the blindness of the signature. The others security properties of
the proposed group blind signature scheme are like in [3].

Theorem 1 (Correctness). If the user follows the blind signing protocol and
accepts, then the tuple (c, s1, s2, s3, s4, A, B,D) is a correct group signature on
m ∈ {0, 1}∗.

Proof: The group signature (c, s1, s2, s3, s4, A, B, D) is a correct group signa-
ture on m if the equality

c = H(m ‖ g ‖ h ‖ y ‖ A ‖ B ‖ D ‖ ac
0A

s1−c2l1
/

(
as2−c2l1

ys3

)
‖ Bs1−c2l1

/gs3

‖ Bcgs4 ‖ Dcgs1−c2l1
hs4)

is verified. If it can be assumed that H(·) is a collision-resistant, then this is
equivalent to proving that t1 = ac

0A
s1−c2l1

/
(
as2−c2l1

ys3

)
, t2 = Bs1−c2l1

/gs3 ,

t3 = Bcgs4 , t4 = Dcgs1−c2l1
hs4 . We have:

ac
0A

s1−c2l1
/

(
as2−c2l1

ys3

)
= ac̃+δ

0 As̃1+γ1−(c̃+δ)2l1
/

(
as̃2+γ2−(c̃+δ)2l1

ys̃3+γ3

)
=

t̃1a
δ
0A

γ1−δ2l1
/(aγ2−δ2l1

yγ3) = t1

Bs1−c2l1
/gs3 = Bs̃1+γ1−(c̃+δ)2l1

/gs̃3+γ3 = t̃2B
γ1−δ2l1

/gγ3 = t2

Bcgs4 = Bc̃+δgs̃4+γ4 = t̃3B
δgγ4 = t3

Dcgs1−c2l1
hs4 = Dc̃+δgs̃1+γ1−(c̃+δ)2l1

hs̃4+γ4 = t̃4D
δgγ1hγ4 = t4.

This completes the proof. ¤

Theorem 2 (Blindness). If the user follows the protocol, then even a signer with
unlimited computing power gets no information about m ∈ {0, 1}∗ and the group
signature (c, s1, s2, s3, s4, A,B, D).
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Proof: To prove that the protocol is blind we show that for every possible
signer’s view there exists a unique tuple of blind factors (δ, γ1, γ2, γ3, γ4). Given any
view consisting of r̃1, r̃2, r̃3, r̃4, t̃1, t̃2, t̃3, t̃4, c̃, s̃1, s̃2, s̃3, s̃4 and any group signature
(c, s1, s2, s3, s4, A,B,D) of a message m, we consider δ = c − c̃, γ1 = s1 − s̃1,
γ2 = s2 − s̃2, γ3 = s3 − s̃3, γ4 = s4 − s̃4. It is easy to verify that the following
equations hold:

t̃1a
δ
0A

γ1−δ2l1
/

(
aγ2−δ2l1

yγ3

)
= ac

0A
s̃1+γ1−δ2l1

/
(
as̃2+γ2−δ2l1

ys̃3+γ3

)
=

ac
0A

s1−c2l1
/

(
as2−c2l1

ys3

)
= t1

t̃2B
γ1−δ2l1

/gγ3 = Bs̃1+γ1−δ2l1
/gs̃3+γ3 = Bs1−c2l1

/gs3 = t2

t̃3B
δgγ4 = gr̃4+s4−s̃4Bc−c̃ = Bcgs4 = t3

t̃4D
δgγ1hγ4 = gr̃1+γ1−δ2l1

Dδhγ4+r̃4 = Dcgs1−c2l1
hs4 = t4. ¤

Therefore, the above protocol is blind and our group signature is blind.

6. Conclusion

In this paper we proposed a group blind signature scheme that is secure and
efficient and it is an extension of the group signature scheme from reference [3].
Our group blind signature scheme is more efficient and secure than the group blind
signature scheme proposed in [23] because our scheme’s registration protocol Join
for new members is an order of magnitude more efficient. Also, the proposed
scheme is as efficient and secure as the basic group signature scheme proposed in
[3].
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