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encryption of discrete logarithm [10] and the Schoe
Camenisch and M. Stadler presented the fiy
Loy and signatures have length independe

o0 ErOUP 1], (2], t.)ur. this i'sn’t independent of the number of groups. Also, S. Kim
g. Park and D. Won D}lbllSth the group signatures for hierarchical multigroup;
3). convertible group signatures [6] and the ID-based group signature [7].

In this paper we present a group signature based on the e-th root problem and
the discrete logarithm problem. The group signature is verified by identities of
group members. The signature can be opened, in case of dispute later, with the
help of the deciphering function of a group authority’s public key cryptosystem.
Our scheme consists of four kinds of participants: a trusted center for generating

secret key of all users, a group authority for identifying a signer, a signer for issuing
group signatures and a receiver for verifying them.
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2. THE GROUP SIGNATURE SCHEME

In this section we propose a group signature scheme based on the ideas presented
at the end of Section 1. The proposed group signature scheme is specified by the
key generation, signing messages, verifying signatures and opening signatures.

2.1. Key Generation. Trusted center generates secret keys of users. First, one
chooses a modulus n = p - ¢, where p and ¢ arc two large primes. Trusted center
selects a large integer e (160 bits) with ged (e, ® (n)) = 1 and g € Z, with the
order g. One publishes n, g and e. Let ID; € Z, be an identity information of a
user, where Z,, is the integer ring. One computes a secret key z; with

ID; = z¢ (mod n)

The group authority generates his key pair (z,y) with y = g* (mod n), publishes
the public key y and keeps z secret. The group authority (GA) chooses a public-key
cryptosystem, (Ega (-),Daa (-)), where Ega () is the enciphering function ar.ld
Dc4 (4) is the deciphering function. The enciphering function Ega (+) is public.

he signer and the receiver use the group authority’s public key y to encrypt the
nessages.

2.2 Signing Messages. Let G = {1D17 ..., IDy} be a set of identities of group
Nembers and H (-) be a secure hash function. A member_ ID, gener?,tes a group
Sgnature as follows. The symbol || denotes the concatenation of two binary strings
Or of the binary representation of group elements and integers).

(1) Choose randomly in Z,, and compute ¢ = w{[('n“a) (mod n) ‘

(2) Compute 4 = g7 (mod n) and B = ¢- y? (mod n), where § € 7, ran-
domly

(3) Compute u = Eg4 (m || @) and v = E(}-l (lC l)l 1Dy)

(4) For i — 1,...,k one computes Ci = lDf (il (mod n)
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(5) Choose » randomly in Z, and compute
mi = r“H (ullv| Ci) (mnod n),

fori=1,....k
(6) Compute

k

1
b = (Hi;lmi) (mod n)

and s = ¥ (mod n)
(7) The signer sends a group signature (s, a,v, A, B).

2.3. Verification Signatures. We suppose that a receiver knows the identitjes
ID;’s of a group G. The group signature is verified as follows. First, a receiver
computes

C; = IDiH(m”a) (mod n)

and then checks whether:’
e 217"
(1) s*=1I._ H (Eca(m] @) || vl Ci) (mod n)

If this equation holds, one accepts the signature (s,a‘,v, A, B), otherwise rejects
it.

2.4. Opening Signatures. Given the group signature (s, a, v, 4, B), the group
authority can easily computes the identity ID; by decrypting v with the help of the
deciphering function Dg 4 (+). First, the group authority obtain ¢ = B/A* (mod n).
Then he can identify the signer 1D, by decrypting v, because only the group au-
thority knows the secret key x for deciphering.

3. SECURITY CONSIDERATIONS

A receiver and a group authority, who have no secret keys z;’s of the group G
can not generate a group signature. In order to generate a group signature, the
e-th root of ID; = ¢ (mod n) should be computed. But, since a receiver and &
group authority do not know the factor p and g, they can not compute the e—th
‘root of ID;. It is hard to get another a, v satisfying t.hve equation (1) because H()
is a secure hash function. Second, trusted center and a receiver can not determiie
a signer of th.e group signature, because only the group authority knows the secret
key z for deciphering. Since, the secret key « is unknown, the ofdinary signature ¢
can not be driven from (4, B). Morcover, if p and q are sufficiently large, trust
center and a receiver can not get z from the public key y.

The securi “the propos e
’ I'h security of the proposed scheme depends on the e-th root problem and (1
discrete logarithm problem.
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4. CONCLUSION

In this paper we proposed a group signature based on the e-th root problem
and the discrete loga.r'itvhm pml.)l(nn. The group signature is verified by identities
of group members which a 1.'(»‘(,‘(‘,1v01‘ already knows. The signature can be opened,
i case of dispute later, with the help of the deciphering function of a group

authority’s public key cryptosystem.
REFERENCES

) J. Camenisch, M. Stadler, Efficient group signature schemes for large groups, Advances in

" Cryptology, CRYPTO97.

2] J. Camenisch, M. Michels, A group signature scheme based on RSA-variant, BRICS, Den-
mark, 1998.

[3] D. Chaum, E. Heyst, Group Signatures, Advances in Cryptology, EUROCRYPT’91, Lecture
Notes in Computer Sciences 950, Springer-Verlag, 1992, pp. 257-265.

[4] L. Chen, T. Pedersen, New group signature schemes, Advances in Cryptology, EURO-
CRYPT’94, Lecture Notes in Computer Sciences 547, Springer-Verlag, 1995, pp- 163-173.

[3] S. Kim, S. Park, D. Won, Group signatures for hierarchical multigroups, Information Se-

curity Workshop, Lecture Notes in Computer Sciences 1396, Springer-Verlag, 1998, pp.

273-281.
6] S. Kim, S. Park, D. Won,

ACRYPT’96, Lecture Notes in Computer
[7] S. Park, S. Kim, D. Won, ID-based group signature schemes, Electronics Letters, 1997, pp.

1616-1617.
8] H. Petersen, How to convert any digital signature scheme into a group signature scheme, In
Security Protocols Workshop, Paris, 1997.
cript, 1993.

9] B. Schoenmaker, Efficient Proofs of Or, Manus
(10] M. Stadler, Publicly verifiable secret sharing, Advances in Cryptology, EUROCRYPT’96,
Lecture Notes in Computer Sciences 1070, Springer-Verlag, 1996, pp. 190-199.

Convertible group signatures, Advances in Cryptology, ASI-
Sciences 1163, Springer-Verlag, 1996, pp. 311-321.

UNIVERSITY OF ORADEA, DEPARTMENT OF MATHEMATICS, STR. ARMATEI ROMANE 5, ORADEA,

RomaNIA
E-mail address: cpopescu@math.uoradea.ro




{ "type": "Document", "isBackSide": false }


{ "type": "Document", "isBackSide": false }


{ "type": "Document", "isBackSide": false }


{ "type": "Document", "isBackSide": false }

