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Because of sophisticated components of mobile equipment, mobile devices have become important
tools to sense, communicate, and compute data. Peer-to-peer (P2P) network is a decentralized
network in which each peer acts as both client and server, which make it more applicable on
emerging systems that consist mostly of mobile nodes. One example for decentralized systems is
RetroShare [1]. P2P networks are widely used in different applications such as secure chat and
distributed file sharing. The systems such as Siren [2], uses a private type of P2P networks called
friend-to-friend (F2F) networks as their underlying communication scheme to ensure secrecy and
anonymity of participants beyond direct peer nodes [3]. Lookup latency is one of the main problems
of such systems that uses Distributed hash tables (DHT) [4] which leads to some technical and
operational problem.

In this paper, we propose a new model for address discovery in order to solve the above mentioned
issue of existing systems. The model allows each node to maintain the addresses in a distributed
way and explore the current up-to-date address of its peer friends in order to establish a direct
connection using socket technology without any centralized scheme. The address discovery process
has to be reliable, secure and fast. We assume honest behaviour from the participants of the F2F
network, and semi-honest behaviour of the P2P nodes.
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